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Short Description 

This deliverable provides a thorough overview of existing state of the art in research 
components practises and applications associated with the basic components of the 
EnerMan framework and analyses the best existing solutions for achieving energy 
sustainability in various large manufacturing facilities. 
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EXECUTIVE SUMMARY 

This deliverable summarises the work that has been carried out as part of Task 1.1.  In order for 

EnerMan to be able to realise the goals that have been outlined, it is important to perform a state-

of-the-art review on research components practises and applications associated with the basic 

components of the EnerMan framework. More specifically, this deliverable aims to identify those 

technologies that are at the state-of-the-art or beyond, that will be used to enhance the EnerMan 

toolbox in order to achieve the high-end goals of the project. One of the goals of this deliverable is 

to analyse the best practises and existing solutions for achieving energy sustainability in various large 

manufacturing facilities and benchmark all the latest developments in the specific areas that 

EnerMan will address. 
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1. INTRODUCTION 

To establish a solid approach towards the development of an energy-efficient management system 

in the context of manufacturing, it is necessary to have a clear view of the state-of-the-art 

technologies and the methods used nowadays in that particular field. Hence, it is necessary to know 

which technologies are in use at this very moment, what their limitations are and how to address the 

key challenges with respect to energy management. It is, therefore, evident that the EnerMan effort 

has to build on a solid knowledge base of all issues related to managing the processes in the context 

of a manufacturing environment. Based on this knowledge, EnerMan will propose a solution that will 

satisfy all the major criteria and specifications set with respect to functionality and performance. At 

the same time, it will offer an energy-efficient management plan that will advance further what the 

current state-of-the-art is regarding the energy consumption of large manufacturing/industrial 

establishments. 

The technologies, approaches and methodologies reviewed within Deliverable D1.1, are specifically 

important in the management of an industrial environment and have an impact on its energy 

footprint. They have been categorised into sections that define distinct and, in most cases, not 

overlapping aspects, which, when brought together, offer a holistic view of the state-of-the-art on 

the management of industrial/manufacturing environments.  

Deliverable D1.1 is comprised of the following sections: 

• Industrial Cyber Physical Systems and Data Collection (Section 2) offers an overview of the 

state-of-the-art topics related to enabling technologies for cyber physical systems within the 

manufacturing environment. 

• Section 3, entitled System Analysis and Prediction, investigates energy sustainability aspects 

and machine learning methodologies aligned with the EnerMan objectives with a focus on 

their systemic aspects and elements. 

• Section 4, entitled Industrial Management System presents the decision support system and 

big data thematic areas in the industrial domain, along with a brief presentation of the 

Virtual Factories and Human Machine Interfaces concept. 

• Section 5, entitled Security refers to a wide variety of security issues, challenges and 

protocols related to monitoring in an industrial (and Internet-of-Things-enabled) 

environment. 

• The final section is entitled Benchmarking of Best Practices (Section 6) and provides an 

overview of existing energy management solutions and records the current status of the 

EnerMan demonstrator pilots to provide the initial state for the benchmarking of processes 

related to energy consumption, sustainability and footprint aspects to be investigated within 

the EneMan project.  
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2. INDUSTRIAL CYBER PHYSICAL SYSTEMS AND DATA COLLECTION 

A CPS (Cyber Physical System) is any complex machine typically with highly programmable moving 

parts which is controlled by a computer and software. Cyber Physical systems (CPS) act as the 

integration enabler between the physical factory floor and the cyber computational space. CPS 

comprise of any digital, analogue or human component that can be captured and analysed to offer 

real actions and insights to the manufacturing floor.   

This section will focus on some of the enabling technologies for cyber physical systems within the 

manufacturing environment, including the internet of things and underlying hardware technology as 

well as some of the application relevant to EnerMan that cyber physical systems enable, including 

advanced fault detection in equipment and advanced process scheduling. 

2.1. Industrial Internet of Things 

2.1.1. What is IIoT? 

The industrial internet of things (IIoT) refers to the extension and use of the internet of things (IoT) 

in industrial sectors and applications. With a strong focus on machine-to-machine (M2M) 

communication, big data, and machine learning, the IIoT enables industries and enterprises to have 

better efficiency and reliability in their operations. The IIoT encompasses industrial applications, 

including robotics, medical devices, and software-defined production processes. 

In the context of the fourth industrial revolution, dubbed Industry 4.0, the IIoT is integral to how 

cyber-physical systems and production processes are set to transform with the help of big data and 

analytics. Real-time data from sensors and other information sources helps industrial devices and 

infrastructures in their “decision-making,” in coming up with insights and specific actions. 

In the context of energy management in smart factories, the use of IIoT technologies is on the rise 

because of the need for more efficient energy management.  IIoT offers higher energy efficiency. 

Largely due to the improved control over energy consumption, organisations can significantly reduce 

waste. This leads to major cost savings and allows for the cutting of CO2 emissions, which has a 

positive impact on the environment. IIoT enables companies to achieve cost savings. IIoT solutions 

for the energy industry help organisations cut maintenance and operating expenses through system 

modernisation and minimised human effort.  

Additionally, IIoT offers increased reliability of power supply. In the EU more than 14,700 outages 

have been reported each year (2015 - 2016 average), which corresponds to 17 outages each year per 

installed GW of gene ration or about 13 TWh. This means electricity that could have been generated 

if the power plants had not been out for whatever the reason. In the vast majority of the cases, the 

reasons are mostly due to a malfunction in the grid infrastructure [1]. A proposed solution to 

address these issues is to always be connected by IIoT energy systems, as they offer a more stable 

and reliable source of power. Lastly, IIoT provides new data sources. In terms of collecting and 

processing tons of data, IIoT energy devices offer real-time insights into system’s performance. By 

using this data, it is possible to implement predictive maintenance models as well as improve staff 

safety. Additionally, it highly important to comply with international standards to which will be 

addressed in section 2.1.2. 
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2.1.2. What is ISA95 International Standards? 

ISA-95 is an international standard from the International Society of Automation for developing an 

automated interface between enterprise and control systems. ISA-95 aims at providing a consistent 

terminology that is a foundation for supplier and manufacturer communications, provide consistent 

information models, and to provide consistent operations models which is a foundation for clarifying 

application functionality and how information is to be used. According to the opinion of experts in 

the field, the strict adherence to ISA-95 is neither necessary nor sufficient because there are gaps 

infrastructure and security. 

Adherence to standards in IT environments generally results in more extensive implementations, 

smoother operations and an expanded market of compatible solutions both now and in the future. 

Standards also expand the pool of potential staff members who are familiar with how the 

organisation functions. Consistency can be especially important in a relatively new space like IIoT. 

However, embracing standards should not require replacing existing infrastructure simply to adhere 

to the standard. 

Architects will need to adjust the ISA-95 to address all issues involved in IIoT. For example, ISA-95 

does not give guidance on lower-level infrastructure, such as networking, compute and storage. 

Organisations can use ISA-95 for smart manufacturing as part of a strategic IIoT roadmap with the 

goal of ensuring that current and future implementations and application development align as 

closely as possible with the standard. The development team does not need to rip and replace the 

existing software investment. Instead, they should invest additional time, energy and resources into 

addressing the gaps in cybersecurity and infrastructure that ISA-95 does not cover. In addition to 

knowing international standards which are needed to comply with it is also important to know about 

the automation and digitalization solutions on the European level. In section 2.1.3, the Arrowhead 

Tool is briefly described as an example of such European platform. 

2.1.3. Arrowhead Tool 

The Arrowhead Tools project [2] aims for digitalisation and automation solutions for the European 

industry, which will close the gaps that hinder the IT/OT integration by introducing new technologies 

in an open-source platform for the design and run-time engineering of IoT and System of Systems. 

The project will provide engineering processes, integration platform, tools and tool chains for the 

cost-efficient development of digitalisation, connectivity and automation system solutions in various 

fields of application. The Arrowhead tool is therefore a European open-source platform for the 

design and run-time engineering of IoT and System of Systems. 

In the context of IIoT, the Eclipse Arrowhead framework helps to bring the system of systems (SoS) 

approach to the Industrial Internet of Things. The framework is designed around local clouds that 

can be organised geographically to support industrial production, for example as a local cloud 

containing resource-constrained devices and the systems and services necessary for a specific 

process in an industrial operation. A major challenge, however, is that such scenarios in the 

Industrial Internet of Things are complex and often involve a variety of data formats and protocols as 

well as different hardware and software platforms. 

In Bringing Clouds Down to Earth, the authors propose a solution that takes concrete steps toward a 

primary goal of the Eclipse Arrowhead project, namely, to develop a holistic, comprehensive 

approach to the IIoT and bridge interoperability gaps. The article presents the Eclipse Vorto project 

that includes VORTOLANG, a modelling language for IoT devices, modelling tools, plug-ins for code 

https://en.wikipedia.org/wiki/International_standard
https://en.wikipedia.org/wiki/International_Society_of_Automation
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generation to enable flexible integration and a public repository of reusable device models. The 

article includes a realistic industrial scenario that integrates Eclipse Vorto device models with a 

service-oriented system modelling approach based on the SysML Arrowhead profile that is able to 

provide rich descriptions of Eclipse Arrowhead local clouds. The link to the article is in the reference 

section of this report.  

2.1.4. What Are the Technologies Enabling IIoT: 

Because of the limited scope of this report, only artificial intelligence and edge computing are 

presented as enabler technologies for the IIoT.  

Artificial Intelligence 

According to International Data Corporation (IDC), 40 percent of the digital transformation initiatives 

in 2019 are powered by AI. In the age of Industry 4.0, industries mostly rely on operational 

technology (OT) and their proficiency: manufacturing, supply chain, energy management and human 

resources. These operational processes can now be enhanced and taken to a whole new level of 

precision by combining AI and IIoT forces. It is known to all that the industrial processes generate a 

huge amount of data. To manage this massive amount of data generated in an industrial complex, 

and for better management of the entire IIoT ecosystem, industrialists currently lack the skilful 

human resources and reliable tools to utilise the big industrial data productively. This is an area 

where artificial intelligence could be applied. 

Edge Computing 

Edge computing can be defined as the deployment of data-handling activities and operations at the 

source without having to go through centralised network segments. This computing process 

optimises equipment, IoT devices, and applications by bringing computing closer to the network 

edge of these items that produce data. Depending on the device or equipment being considered, the 

network edge can refer to the area where the device communicates with the internet. For IIoT 

devices, such as a smart camera, the network edge will be the processor within the camera, while 

for non-connected equipment, the network edge will be within the smart edge device attached to 

the equipment. Industrial edge computing also refers to the different attempts to bring low latency 

computing to manufacturing facilities. These attempts have been successful and beneficial in 

elevating the use of edge computing in IIoT devices.  

2.1.5. The Security of IIoT in the Context of EnerMan 

Many security problems associated with the IIoT stem from a lack of basic security measures in 

place. Security gaps like exposed ports, inadequate authentication practices, and obsolete 

applications contribute to the emergence of risks. Combine these with having the network directly 

connected to the internet and more potential risks are invited. The urgency of industrial internet of 

things (IIoT) security is becoming more and more apparent as a result of many high-profile 

cyberattacks, such as that on the Ukraine power grid, a German steel mill, and Iran’s nuclear 

program. Despite the heightened awareness, the hardest part for developers of electronics systems 

in industrial control systems is how to implement that security.  

2.1.6. International Standards for the Security of IIoT Systems: 

The international standards IEC 62443 is a series of standards and technical reports providing 

authoritative guidance on securing industrial automation and control systems (IACS). IEC 62443 

enables a systematic approach to provide a thorough set of recommendations for defending 

https://whatis.techtarget.com/definition/operational-technology
https://whatis.techtarget.com/definition/operational-technology
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industrial networks against cybersecurity threats, covering every stage and aspect of protecting 

systems from cyberattack from risk assessment through operations. IEC 62443 defines five security 

levels, from SL 0 (no security) to SL 4 (resistant against nation-state attacks). Each level is 

characterised based on what they can protect against [3]. 

IEC 62443 is organised into four categories and five security levels. The “general” documents provide 

an overview of the industrial security process and introduce essential concepts. The documents on 

“policies & procedures” highlight the importance of policies, which are often neglected but are 

critical to establishing industrial systems security; even the best security is useless if people are not 

trained and committed to supporting it. The “system” documents recognise that even if you have 

the right parts, the system cannot be secured unless you use them in the right way and treat them as 

part of an integrated system. The “component” documents describe the requirements that must be 

met for secured industrial components. 

2.1.7. Hardware Security vs Software Security 

As mentioned above, the potential risk from cyberattacks will also increase significantly. System 

developers will be looking to rapidly deploy security technology, with both hardware and software 

solutions available on the market. A key factor determining which route to go is essentially around 

vulnerability. Software is arguably much more vulnerable because it can more easily be analysed by 

attackers to undermine security. On the other hand, hardware security chips are more likely to be 

tamper-resistant and have additional features that can efficiently prevent attacks. This includes 

protected processing and storage of software, code, and data — enabled through encrypted 

memory and processing, fault and manipulation detection, and secure code and data storage. 

Hence, the software running on the secured hardware can also then be protected from reading, 

copying, and cloning and from being analysed, understood, and sabotaged. 

International industry standards like IEC 62443 require hardware security for the highest levels of 

security, as do the National Institute of Standards and Technology (NIST) and the Industrial Internet 

Consortium (IIC). The NIST “Platform Firmware Resiliency Guidelines” talk about the functions of the 

roots of trust (RoTs) and the chains of trust (CoTs) needing to be resistant to tampering attempted 

by any software running under, or as part of, the operating system on the host processor. It explicitly 

states that information transferred from the software on the host processor to the platform 

firmware should be treated as untrusted. 

2.2. Machine Energy Consumption 

In the contemporary manufacturing industry, machining process is the main part of energy 

consumption. A large amount of energy consumption increases the economic burden of enterprises 

and pollutes the environment. Accurate prediction of energy consumption and optimisation of 

cutting parameters can not only improve machining efficiency and economic benefits, but also can 

save energy. The pioneering study in machining energy analysis was provided in [4] when machining 

energy was classified as constant and variable parts. Manufacturing industries are investing in 

industry 4.0 applications and IIoT to improve process efficiency, productivity and business 

competitiveness. The integration of energy data analysis with industry 4.0 application can help to 

track the operational state of the machine tool in real time from a remote location and send the 

status or alert to the right person. It can also serve as a platform to manage and control the 

operating conditions for improved production performance, enabling proactive and timely decisions. 
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Specific energy-based models at machine tool level, as well as energy modelling of machining 

processes have provided a number of energy models classified into five categories based on their 

energy expression: (i) Machine tool energy models, (ii) Cutting energy models, (iii) State based 

energy models, (iv) component-based energy models (v) Therblig based energy models [5]. 

 

Figure 1: A Six-level hierarchical model for machining energy classification in [5] 

 

Figure 2: TOPN model of a Level 1 feature [6] 
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Characterising and analysing these energy behaviours are significantly essential to improve energy 

efficiency for machining the workpieces in modern manufacturing enterprises. A flexible energy 

behaviour modelling method for machining the workpiece based on feature technology is presented 

in [7], where the multiple factors influencing the energy, behaviours are decomposed into Design-

related factors, Process-related factors and Machine-related factors. A timed hierarchical object-

oriented Petri net (TOPN) methodology is exploited to model the flexible energy behaviours for 

machining the workpieces. The entire machining operations for a feature consist of rough machining 

and finish machining, which are performed by the machine tools. In the TOPN model, the operations 

for performing a feature consist of some physical objects (i.e., machine tools for performing the 

related operations). Energy behaviours in the machine tools are encapsulated as the abstract places 

(ABP) in the high-level TOPN model. 

 

Figure 3: Overall structure of the intelligent reasoning system in [8] 

An intelligent reasoning system [6] which consists of three parts including the improved case-based 

reasoning (ICBR), the adaptive neural fuzzy inference system (ANFIS) and the vibration particle 

swarm optimisation (VPSO) algorithm is proposed to estimate the energy consumption and optimise 

the cutting parameters in different tool wear status. The intelligent reasoning system was shown to 

reduce energy consumption, maintain machine tool stability and improve machining efficiency.  

A framework divided into two stages: a toolpath planning stage and an energy-modelling stage is 

constructed into a process-level HOONet (Hierarchical object-oriented petri net) model in [8]. This is 

based on the characteristics of the flexible energy behaviours during the machining of workpiece, 

the energy consumption when machining a workpiece is decomposed into the energy consumed by 

the toolpath states of cutter traveling. The proposed framework was applied for machining energy 

consumption estimation when machining a cylindrical workpiece, and results showed that the 

framework can be effectively performed to estimate the energy consumed during the machining of a 

workpiece with the estimation accuracy 93.3%. 
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Recently, research on energy consumption forecast has become increasingly significant as smart 

meters which monitor energy consumption are able to perform analysis at fine-grained intervals. 

Massive and high dimensional energy consumption data from these smart meters collected at 

different granularities helps in understanding the energy consumption patterns for its application to 

energy demand forecasting, demand response, heating ventilation and air conditioning (HVAC) 

optimisation, and fault diagnosis and detection.  

 

 

Figure 4: Data collection and model establishment in [7] 

A novel optimised imagery deep learning model for enhanced forecasting of numerical energy 

consumption by converting the 1-D time-series and features to 2-D images for pattern recognition is 

proposed in [9]. The power consumption prediction model that was constructed using deep learning 

techniques was based on the factors that affect energy consumption in 20 cities and counties in 

Taiwan. The training data spanned six years and were converted into more than 1,000 images. 

A deep-learning framework at a building level, with an architecture of kCNN-LSTM (k-means 

clustering based convolutional neural networks and long short-term memory) to forecast the energy 

consumption is proposed in [7]. The overall workflow of kCNN-LSTM consists of (i) Data source and 

preprocessing layer: Transform the raw energy consumption data into a compatible format, (ii) Data 

clustering and analytics layer: cluster the data into different groups for trend analysis, (iii) Dataset 

generation layer: generate datasets for train, valid, and test, and (iv) Model building and evaluation 

layer: create models to forecast energy consumption and evaluate their performance using various 

error metrics. The proposed architecture is shown in Figure 5. 

As far as electricity load is concerned a hybrid method that incorporates Empirical Mode 

Decomposition (EMD) and Support Vector Regression (SVR) algorithms is proposed in [10] Electricity 

load demand estimation has a remarkable impact on the economic policies of power industry and 

business cycles. Forecasting the movements of load demand provides to know the tendency of the 

future and can lead to a clear decision in strategic planning or investments. 
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Figure 5: kCNN-LSTM building energy consumption forecast model-Workflow [7] 

 

Accurate and reliable energy demand forecasts enable the utilities to plan resources and balance 

supply-demand, thereby ensuring stability and security of the power grid and reliability of service 

provisions [11]. Overestimation and underestimation of the energy demand led to a severe impact 

on the economic and industrial developments [10]. However, the non-linear, dynamic, and complex 

nature of energy consumption data, along with the presence of trend, seasonal and irregular 

patterns, and dependence on various exogenous factors like climatic conditions and socio-economic 

factors, among others presents accurate and reliable energy consumption forecast as an interesting 

research problem [12]. 

2.3. Production Processes and Schedules 

2.3.1. Introduction to Process and Schedules 

Production processes and schedules are governed by many factors. Coordination of inventory, 

equipment availability, maintenance plans, process durations, and personnel timetables must be 

achieved and must be coupled with rising/falling demand to adequately develop an efficient 

schedule. Orders are the key variable determining the demand on a process. Depending on the 

industry the order list may fluctuate by season, economic outlook, or numerous other external 

factors. Order books may be processed in real-time on a first come first served or customer 

importance weighted basis. All these aspects make order books dynamic which causes complications 

for production processes and schedules and requires production flexibility [13]. A dynamic order 

book increases the complexity of scheduling a manufacturing process. It is important to have 

realistic schedule to maintain an efficient process. Other variables which are difficult to schedule for 

are equipment malfunctions or personnel availability. 
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2.3.2. Traditional Production Processes and Approach 

Traditionally the operations team in a manufacturing site prepare the over-all production schedule. 

This schedule is assembled to satisfy the items requested on the order book. The aim is to make a 

schedule as far into the future as possible to plan for the requirements of the process. Schedules are 

dynamic so they will often be seen on large whiteboards or screens in prominent areas of a 

manufacturing site so changes can be seen clearly by all members of the organisation. 

Scheduling a timetable for production, personnel and equipment availability is the priority of the 

schedule. The prevailing tendency in manufacturing environments is to view equipment start-up 

procedures as higher energy consumers than stand-by processes therefore processes are left 

running. While it is true that start-up procedures do require more energy, the energy used during 

stand-by for most equipment is significant. If the stand-by period is beyond a certain threshold there 

is a point when it becomes more efficient to shut the equipment down. For this reason, it is 

important to schedule parts for processing in groups. This prevents leaving a piece of equipment in 

the stand-by state for an extended period [14] [15] .  

 

2.3.3. CPS in Manufacturing Process 

In modern factories most equipment is controlled by some form of computer and specially written 

software [16] [17]. Two kinds of CPSs used in the manufacturing context can be distinguished: the 

Cyber Physical Production Systems (CPPS) and CPS for manufacturing (or “manufacturing CPS”). CPPS 

are defined as systems that synergise conventional production technology and IT, which allow 

machines and products to communicate with each other in the IoT environment [18] [19]. They are a 

holistic conception of modern, often distributed, production systems, which are actually distributed 

systems of systems [20]. The CPSs for manufacturing can be considered as platforms that use 

computational elements to integrate advanced physical measurement systems. They aim at 

streamlining and improving the manufacturing process, by commonly making automation systems 

evolve towards smart factories. One example of such CPS is an intelligent manufacturing line, where 

the machines can achieve many work processes by easing the communication between machines 

components. A key feature of EnerMan will be linking these distributed systems to one controller 

system to allow for communication of feedback data and control messages between the controller 

and the equipment. New equipment for manufacturing will often be supplied with connectivity 

options. There is a wide variety of signal protocols used by equipment manufacturers which need to 

be compatible with higher level process control systems. Legacy equipment which is to be connected 

to a control system requires retrofitting with sensors and control switches and some equipment may 

not be compatible with retrofitting [21] [22]. 

 

2.3.4. Manufacturing Process Control 

Manufacturing process control is the system which governs the smooth running of a process. There 

is no single method for developing a manufacturing process control system. Each is dependent on 

the goals of the process. However, all manufacturing process controls have objectives that can be 

loosely broken into these functions: management of process operations, management of quality 

operations, management of maintenance operations or management of inventory operations. 

Currently efforts are underway to link all equipment for each of these functions to one system to 

allow for fast transfer of information and remote control of equipment. As well as these lateral 

functions there is a hierarchy of decision-making levels in each function as shown in Figure 6 below: 
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Figure 6: Functional hierarchy according to (IEC 62264-3) [14] 

Level 0, 1 and 2 in this diagram are readily automated. Level 3 and 4 are less soundly networked 

generally. Often level 3 and 4 will use high level data management systems which sometimes take 

inputs from lower levels automatically but often this information is populated manually. Level 3 and 

4 in each function in the manufacturing process control system can have its own system which leads 

to separation of the different functions of the manufacturing process control system and a less 

complete data set for each. A more holistic system which can take data from the lower levels of all 

the functions to be displayed for upper-level decision making would be useful for decision making 

for each function and for helping conserve energy  [14] [15].  

 

2.3.5.  Production and Manufacturing Real-Time Performance Assessment 

Real time performance assessment in general identifies in real time the gaps between the current 

and desired performance. At a company or distributed plants level, key performance indicators 

(KPIs) [23] [24]  can be calculated in real time from production line collected data, usually through an 

ERP (Enterprise Resource Planning) supervision system, thanks to IIoT systems [25]. At the 

production line level, one common KPIs for production relates to the global overall equipment 

effectiveness (OEE) indicator, based on the products quality, the performance (line speed) and the 

line availability (no stop time) [26]. Still, new KPIs related to energy sustainability are becoming 

increasingly popular (see Section 3). Regarding the manufacturing level, sensors (integrated or not) 

on machine allow to provide real time information on their status (operational, default, in 

maintenance, etc.), their performances (quality, rate, degraded mode, wear, fatigue…), but also a lot 

of physical data (temperature, vibrations [27], electrical parameters, radiations, etc.), that can be 

useful to monitor and predict machine behaviour [28]. In the EnerMan context, these types of 
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information (at plant, production line and machine level) can be exploited in real time to provide 

indicators of energy sustainability (as detailed in Section 3). 

 

2.3.6.  Process Scheduling Overview and Benefits 

Scheduling is key for resource allocation and for efficient use of available equipment. The benefits of 

process scheduling include, process change-over reduction, inventory excess reduction, increased 

efficiency, labor load leveling and accurate delivery prediction. Production scheduling tools are a 

very useful resource which outperform older scheduling methods to some degree. These scheduling 

tools come in the form of software packages. These packages have useful graphing features which 

make visualising data and identifying patterns in production data easier to allow better scheduling 

decision making for more efficient resource usage. One interesting issue with production scheduling 

is that as the number of tasks increases, which is very common in large manufacturing sites, the 

computational requirements of the scheduling task get very large. This can result in a scheduling 

problem with an NP (Nondeterministic Polynomial) time, meaning the time to complete the 

calculations required become extremely long and unusable. These results occur mainly when there 

are steps in a production process with seemingly random durations or events such as equipment 

breakdowns. The implementation of a preventative maintenance strategy can help to avoid 

unscheduled shutdowns. An added benefit being that maintenance is planned and can be factored 

into production schedule greatly minimising disruption. Any reduction in seemingly random events 

will help improve and therefore increase the ability to schedule he process efficiently [14]. 

2.3.7.  Process Scheduling Tools and Algorithms  

There are many tools and algorithms available for assisting in scheduling for manufacturing 

processes. These tools take the form of software packages. Often particular packages will be aimed 

at specific areas, for example car mechanics or doctors may use a particular software package. For 

manufacturing each process brings its own requirements meaning these software packages need to 

be written specially for their use case. Meaning manufacturing scheduling tools are customisable to 

the unique situation that each manufacturing process presents and all algorithms written to assist in 

process scheduling are custom to some extent. There are two categories of scheduling algorithm 

stochastic and heuristic:   

Stochastic scheduling describes a scheduling situation where some events seem random such as 

equipment breakdowns. Stochastic scheduling aims to accept such events and can work around 

them without the whole schedule becoming out of sync. 

Heuristic algorithms aim to learn based on previous iterations. They can consider bottle necks in the 

production process or prioritise certain jobs with the closest delivery date. 

The choice of the algorithm is determined by the item being manufactured. For energy saving 

grouping processes on machines is important to prevent idle time between parts. Ideally equipment 

is run for a set period until no more parts are ready to be processed then it is shutdown until the 

next group of parts to be processed is ready [14] [15] [29]. 

2.4. Predictive Maintenance and Machine Functional Status 

2.4.1. Predictive Maintenance Overview  

The basic task of machines in industrial applications is to increase throughput while assuring a 

certain quality. To achieve a maximum throughput, a non-interrupted operation for a maximum of 
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productive run time in a defined operation range has to be realised. Downtime, caused by fault and 

failures, but also due to the maintenance of machinery, no matter whether planned or unplanned, 

has to be avoided as far as possible.  

Predictive maintenance is about using specific technologies and techniques that are designed to help 

determine what condition working assets are in and try to estimate the optimal time when 

maintenance should be performed to avoid failure and downtime. The approach if implemented 

correctly will result in savings on maintenance costs and also optimises the equipment uptime as it 

should give advanced warning of failures [30].  

The components of predictive maintenance, broadly speaking are to determine what parameters are 

needed to monitor, implementing a data gathering infrastructure and determine what algorithms 

are required to run to make predictions on the supplied data [31]. The monitoring and data 

gathering infrastructure is where PM and cyber physical systems interact, the take up of CPS In 

manufacturing environments is one of the key enablers for wider use of predictive maintenance 

techniques.  

In the context of EnerMan the overlap between predictive maintenance and energy management is 

two-fold. First equipment that is working sub-optimally will consume more energy, for example 

motor bearings when they begin to wear, long in advance of actual failure, can result in extra energy 

usage of up to 2% per motor [32] this will affect any energy-based production control strategy and 

needs to be taken into account for a complete energy management strategy. Secondly energy usage 

itself can be a parameter to be considered in a predictive maintenance strategy, taking the example 

above on the motor degradation could be indicated by vibration monitoring near the bearing or if 

the asset is being metered early warnings that something is not correct could be flagged by the 

energy data, other examples in the literature exist  [33] [34]. This offers an extra element of 

functionality that an EMS system with a granular enough measurement infrastructure can offer to a 

manufacturing facility.  

 

2.4.2. Current Maintenance Policies 

Broadly speaking site maintenance can be broken down into two categories. These are preventative 

maintenance and corrective maintenance [35]. Using a corrective maintenance approach, the asset 

has been left to run to failure. Most commonly this is an unexpected event and results in substantial 

downtime while troubleshooting and corrective action is taken. While normally this failure occurs 

during the routine operation of equipment this can also be a result of a deliberate run to failure 

strategy as well. 

Preventative maintenance on the other hand is where maintenance action is taken prior to any 

failure. This can be done based on time where maintenance is scheduled at regular intervals and 

downtime for an asset is planned accordingly. The disadvantages of this approach are well 

documented [35]  and includes costs and the potential to over maintain the asset. Other versions of 

the preventative maintenance approach are to use risk based preventative maintenance, this 

approach prioritises resources to items that are most likely to fail this approach also comes with its 

own disadvantages [35]. 

The two approaches above both have the disadvantage that they do not take into account any 

information on the asset itself (bar how long it has been running) as a result the risk of unexpected 

failure and over maintaining an asset are increased. 
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Diagnostics are also a big part of failure prevention strategies to avoid machinery stand still, and 

even production outages. According to literature [36], Machinery Diagnostics deals with the “health” 

of machines – characterised by “structural integrity” and “functional performance” – and the 

examination and evaluation of faults ad failures. 

2.4.3. Condition Monitoring and Predictive Maintenance 

The next step on from legacy maintenance approaches is the use of condition-based maintenance 

(CBM). This approach monitors the actual condition of an asset, using real time sensor data and 

decides when there is enough degradation in the system to warrant a maintenance intervention. 

With the advent of Industry 4.0 and access to real time sensing technology this approach is 

becoming an industry standard for high performance assets. The main disadvantage of this approach 

is the upfront investment and setup time required to implement a CBM strategy. The upfront costs 

can be further compounded by the challenge of getting information from often legacy equipment 

that does not have much in the way of self-generated data streams, often in locations that are not 

amenable to running wired connections and also in environments that would be considered harsh to 

wireless connections. Numerous solutions around wireless networks to monitor these solutions are 

provided both commercially and from academic parties, and constant efforts are being produced to 

minimise these challenges, but there is still a gap there requiring low cost robust retrofittable 

solutions [31]. EnerMan will be utilising numerous data streams in its pipeline as well as looking 

specifically at the area of deployable sensor/machine interfaces that can be used on older legacy 

equipment.  

A condition monitoring system has the following fundamental tasks [37]: 

 Fault detection 

 Fault identification (which element, mode) 

 Fault evaluation (severity assessment, resulting in warning, alarm or shut down) 

Predictive maintenance is the next step on from CBM. Predictive maintenance uses the same 

infrastructure as CBM to gather real time data but where CBM will primarily tell you when a fault is 

about to occur predicative maintenance will go one step further and allow you to schedule 

maintenance in the future based on prognostics. The benefits of well implemented predictive 

maintenance approach are an increase in productivity by 25%, reduces breakdowns by 70% and 

lowers maintenance costs by 25% [30] . Despite these advantages the uptake of predicative 

maintenance approaches is still low in manufacturing facilities [30]. It should be mentioned that 

economic concerns are not the only motivation to perform a diagnosis of the machine status. In 

many cases a monitoring is mandatory for safety reasons, to protect staff, environment, and facility 

infrastructure.  

To create a predictive maintenance or CBM strategy this first step is to identify the appropriate data 

sources you are going to utilise in your predictive models. These data sources can be both direct and 

indirect sources and will only give a partial account of the systems state. To fully realise the benefit 

of a predictive maintenance strategy these indirect sources of data need to be aggregated together 

and combined with other data streams that are available such as process schedules, usage, energy 

demand etc. 

 

In general monitoring starts with the physical attributes/parameters of the system. The literature 

points to some common parameters that can be measured from a prognostics point of view. In 
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general, these are, Temperature [38] Vibration/Shock [38] Stress/Strain [38] Acoustic [39] Energy 

usage [33] Pressure [39] 

Many condition monitoring techniques are being standardised by ISO and ASTM [40] Figure 7 shows 

an overview of some monitoring techniques and their field of application [36] 

 

Figure 7: ATSM Standard [36]  

Taking these items in isolation will give a partial overview of the state of a systems health, what is 

currently not very advanced are predictive maintenance platforms that take all this data together 

and combine it to create a full predicative model of an asset or process and this is currently 

identified as one of the challenges around predictive maintenance [39]. 

Such systems should record and monitor not only the production machines health, but also the 

wider machine environment including e.g., supply utilities for air, liquids, fuels, energy and 

heat/coolant and often the preparation and conditioning facilities as well. For failure mode 

identification, data is compared against set values or various patterns of characteristic components. 

For failure severity assessment, data is compared against predefined or temporarily selected 

referential signals. For prognostic purposes, data could be processed by classical statistical or 

modern data science methods. Additional functionalities like data extraction, data export/import 

and user data processing, visualisation support the operating and maintenance staff. 
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Therefore, advanced monitoring system use a combination of several monitoring techniques. An 

example, the so-called hull curve analysis (stress wave analysis) can be used to predict component 

damage and outage of a machine, to choose the ideal time for replacement of monitored 

components, and such to minimise production and maintenance cost. For that suitable parameters 

are analysed e.g. oil analysis, vibration analysis or temperature measurement. 

EnerMan with its holistic approach to data gathering will help overcome this data 

integration/aggregation challenge with data from multiple sources being fed into one platform 

where the data can be analysed as a whole rather than in isolation, there is of course a focus on 

energy and as previous references here has shown energy consumption can be a valuable input to 

the predictive maintenance models as well as badly maintained machinery acting as an extra energy 

consumer. 

Current solutions for predictive maintenance are based around estimating how long is left via 

degradation patterns on monitored parameters or usage consumption of an asset, this combined 

with event-based monitoring (shocks and abnormal conditions) combine to give an estimated 

remaining useful life. The state-of-the-art in preventive maintenance seems to be moving towards 

physics-based modelling and in some cases towards integrating with a digital twin (DT) strategy [41] 

[42] to determines the lifetime of an asset. The advantages of a DT approach allow the same 

connections to real data streams and models to calculate a number of items such as remaining 

useful life, mean time to and between failures and estimated end of life. A DT approach also allows 

virtual experiments to be conducted to determine what might accelerate failure and what might 

allow longer times between maintenance items.  There are of course a number of challenges around 

the DT and these include getting accurate data around the properties of the item or process you 

want to twin, the DTs also need inputs from all personnel involved with a process or asset, in the 

early stages to help contextualise data streams and later on personal need to be trained on its use 

and given the tools to integrate with it. 

An automated online condition monitoring system needs to feed data in real time into these Digital 

twins, and data needs to be varied and encompass all aspect of a manufacturing facility (Energy 

consumption, environmental considerations, energy quality machine health), using sensors and a 

dedicated software, offers the advantages of immediate fault detection and fast system reaction 

avoiding larger machinery damages and longer production shut-downs. At the same time the cost 

for spare parts warehousing can be minimised. 

As machine reliability and availability is crucial in modern industrial production or testing facilities, 

the monitoring of the health of the different system components is of paramount importance to 

detect potential malfunctions. An IIoT system can provide the environment that facilitates remote 

condition-based monitoring of equipment that then facilitates its proactive/predictive maintenance. 

Detecting anomalies during the operation of rotating machines is an important approach utilised to 

monitor the equipment and allows to identify early signs of potential abnormal behaviour in one or 

more components of the piece of equipment. Data generated in real-time from hundreds of sensors 

connected to the equipment and infrastructure is analysed in real-time and eventual anomalies are 

detected.  

EnerMan will aim to address all of the above challenges identified, utilising an IIoT infrastructure 

with novel capabilities to get real or near real time data from the process and feeding this data into 

its own DTs and models aggregating all the data and providing predictive models primarily around 

energy but also allowing deeper data driven insight to the overall state of a facility from the asset 

level to the line and process.  
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2.5. Data Fusioning for End Node Intelligence 

Information fusion mixes various research fields such as signal processing, pattern recognition, 

automated reasoning, decision making, optimisation and machine learning: it transforms data into 

meaningful information facilitating various monitoring tasks, including: i) health monitoring, ii) fault 

detection, iii) fault identification (which element, mode), iv) Fault evaluation (severity assessment, 

resulting in warning, alarm or shut down) to name a few. All those tasks can be either executed in a 

local or distributed/cooperative fashion, with diverse benefits and drawbacks. Though, it should be 

mentioned that Industry 4.0 envisions future manufacturing as network of ‘intelligent’ production 

machines, achieving greater and more reliable production efficiency by means of inter-machine 

coordination. This enticing vision, however, comes at a price. In distributed control, both quality and 

stability of the solution are in question when system control is distributed to autonomous actors. 

This apparent trade-off between agent autonomy and coordination has led researchers to believe 

that a combination of centralised and decentralised control may attain a superior performance by 

combining local and global decision-making and this was our motivation towards presenting the 

state-of-the-art in both directions. The rest part of this section analyses the strengths and weakness 

of local and distributed estimation approaches that cab be deployed in various monitoring tasks in 

the EnerMan use cases. 

2.5.1. Local Estimation  

Multi-sensor fusion improves information reliability and robustness at a lower cost; it also shortens 

response time while extending spatial and temporal coverage. The Joint Directors of Laboratories 

(JDL 2004 [43] [44]) proposed a data fusion framework in which the estimation process, part of JDL 

level 0 and 1, is decomposed as follows: feature extraction, attributive entity state estimation 

(estimated entity states and confidences), relational state estimation (estimated relationships and 

confidences), impact assessment (cost/benefit analysis), performance analysis (estimated measures 

of performance/effectiveness and confidences).  

In order to address the central challenge of state estimation, various information fusion approaches 

have been investigated, these are presented and categorised in the following table. 

Table 1: List of different information fusion approaches 

Approach  Estimation method  
Nonlinearity 
approximation 
approach  

Pros  Cons  Refs 

Unconstrained 
estimation / 
Bayesian 
estimation  

Linear Kalman Filter 
(LKF)  

  
Fast;  
Easy to implement and 
tune.  

Gaussian noise only;  
Linear dynamics only.  

[45] [21] 

Extended Kalman 
Filter (EKF)  

Taylor series 
(prediction) + 
statistical linear 
regression (update)  

Fast;  
Easy to implement and 
tune.  

Gaussian noise only;  
Linearisation (Jacobian 
evaluation, time 
consuming and prone to 
approximation errors).  

[45] [21] 

Unscented Kalman 
Filter (UKF)  

Deterministic 
sampling  

No linearisation;  
Computationally 
attractive.  

Gaussian noise only.  [21] [46] 

Ensemble Kalman 
Filter (EnKF)  

Sample covariance  

Scalable;  
Computationally efficient 
for high dimensional 
problems.  

Gaussian noise only.  [47] [48] [49] 

Particle Filter (PF)  Stochastic sampling  
Can adapt to any noise 
type and highly nonlinear 
problems.  

Computationally 
expensive;  
Success depends on the 

[50] [51] [52] [53] 
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ability to generate 
proposal density.  

Moving horizon 
estimator (direct 
optimisation)  

Moving Horizon 
Estimator (MHE)  

  
Can handle multi-rate and 
delayed measurements.  

Computationally 
expensive (large 
dimensional nonlinear 
optimisation problem at 
each time step);  
Success depends on 
arrival cost estimation.  

[53] [54] [55] [56] 

Recursive 
Constrained 
estimators  

Recursive Dynamic 
Data Reconciliation 
(RNDDR), Constrained 
EKF (C-EKF), 
Constrained-UKF (C-
UKF), PF (C-PF), EnKF 
(C-EnKF)  

Same as the base-
technique it is built 
on  

Advantages of recursive 
estimation while handling 
constraints;  
Online-compatible (1-
time-step optimisation).  

A problem may become 
non-Gaussian due to 
constraints, thus breaking 
base-assumptions of some 
filters;  
Constraints may provoke 
degeneracy in sequential 
Monte Carlo (SMC) 
approaches.  

[57] [58] [59] [60] 
[61] 

  
The filter classes above-mentioned can also be mixed together with a view to design application-

specific state estimators. In practice, for most of the filters above, variations using artificial neural 

networks (ANN) and fuzzy logic have been proposed in the literature, thus increasing their ability to 

handle nonlinear dynamics. Active research topics in the field include Bayesian state estimation in 

the presence of differential-algebraic system of equations (DAE), computational complexity handling 

of sampling-based filters, optimal state estimation under constraints, online estimation despite 

irregularly sampled and delayed measurements, simultaneous state and parameter estimation.  

Additionally, in the manufacturing context, there can be sensors capable of sensing more than one 

phenomenon or state of interest (e.g., accelerometers can sense vibrations emitted by multiple 

remote motors). Data Association (DA) is one process limiting estimation corruption: it links 

measurements to their corresponding states, either by hard decision via 2D-assignment, or 

probabilistically by soft decision filters. Data association is also often responsible for identifying and 

dropping false alarms or clutter. A brief summary of state-of-the-art data association processes is 

presented below.  

 
Table 2: State-of-the-art summary of data association processes 

Association type  Association method  Approach  Pros  Cons  Refs 

Hard decision  
Nearest Neighbour (NN), 
Global-NN (GNN)  

Minimise a total distance 
function for all possible 
assignments.  

Fast;  
Easy to implement.  

Wrong assignment 
can occur due to 
uncertainty.  

[62] 

Soft decision  

Multiple Hypothesis 
Tracking (MHT)  

Propagate the posterior 
of all possible 
association hypotheses.  

Rejects clutter;  
Optimal association 
hypothesis.  

Combinatorial 
explosion, online-
incompatible.  

[63] [64] 

Joint Probabilistic Data 
Association (JPDA), Set-
JPDA, BRJPDA  

Compute state 
estimation performance 
for each association, for 
one time step only.  

Rejects clutter;  
Online-compatible.  

States tend to swap 
or coalesce.  

[65] [66] [67] [68] 

Gaussian Mixture 
Probability Hypothesis 
Density filters (GM-PHD)  

Approximate multi-state 
posterior density as a 
Gaussian Mixture.  

Rejects clutter;  
Computationally 
attractive.  

For near-linear 
problems only;  
State estimation 
algorithm is 
imposed.  

[69] 

Sequential Monte Carlo 
Probability Hypothesis 
Density filters (SMC-PHD)  

Approximate multi-state 
posterior density via 
particle filtering and 
clustering.  

Rejects clutter;  
Computationally 
attractive compared 
to JPDA.  

States tend to swap;  
State estimation 
algorithm is 
imposed.  

[70] 
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2.6. Distributed Estimation in a Network of Connected CPSs  

Distributed estimation and machine learning techniques do not require the transmission of all local 

data to a central location. Thereby, it has the benefits of reducing communication bandwidth 

consumption. Additionally, it reduces the risk of unwillingly disclosing sensitive information to other 

entities.  Distributed machine learning is also able to make use of the computation and storage 

capability of multiple nodes, improving the performance compared to the centralised setting in 

resource-scarce environments, such as in emerging systems of mobile edge computing, and Internet-

of-Things [71].  

A network of connected CPSs contains multiple autonomous systems (multi-agent systems) that may 

have different preferences, goals, beliefs, and capabilities. One of the main objectives that the multi-

agent systems have is to build agents that can take joint, coordinated actions in order to improve 

their performance or to achieve goals that are beyond the capabilities of individual agents. This type 

of interaction is useful both in cases where the agents are cooperative or self-isolated. In the former 

case, the goal of these agents is to maximise some overarching system-wide objective. In contrast, in 

the latter, each agent acts in its own best interests, regardless of the consequences on other agents.  

The formation of coalitions is a structure where groups of agents typically exhibit the following 

characteristics:   

 They are goal-directed.  

 Coordination can occur between members of the same coalition, but not among members of 

different coalitions.   

 Regarding the organisation of the structure, the coalition is usually flat (non-hierarchical).  

The activities that the coalition-formation process can involve are:  

 To form the coalition structure. In this step, each agent joins a coalition. Typically, we are 
interested in coalition structures that maximise a global function or minimise the agents’ 
incentive to deviate from their coalitions.  

 To solve the optimisation problem of each coalition. In this step, we estimate the activities 
of the members of a coalition that maximise the performance of the coalition.  

 To divide the reward of each coalition among its members. Typically, the goal is to be 
satisfied with specific desirable criteria, such as fairness, or stability [72]. 

For the distributed estimation of the state on sensor networks there are various algorithms 

proposed in the literature that are mainly derived by well-known classical estimators. The first family 

of techniques, referred to as Kalman filters, uses a series of measurements observed over time, 

containing statistical noise and other uncertainties to identify the system state, which is not 

measurable [73]. In particular, the Kalman filter operates by propagating the mean and covariance of 

the state through time and during the last decades, it has been applied to distributed systems with 

great success, e.g., [74] [75] [76].  

Another approach to state estimation is the Bayesian filter, which produces recursively an estimate 

for the target's joint probability density, given the current information [77]. It is a statistical 

approach to estimate the state of a system and has significant benefits in particular for the systems 

that are highly nonlinear. It is a probabilistic estimator [78] and various extensions to distributed 

frameworks in combination with particle filters can be found in [79] [80] [81]. An additional 
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noteworthy estimation technique is the Luenberger observer. The key idea is based on the 

estimation of the hidden internal state not measurable of a linear dynamic system from the input 

and output measurements of the system [82]. Various different formulations have been recently 

proposed for utilising Luenberger observers in a distributed fashion [83] [84] [85].  

In addition to the aforementioned approaches, adaptive observers model the relationship between 

signals in real time in an iterative way, changing their coefficients according to an adaptive algorithm 

[86]. H infinity filters [78] are mainly used for multi-variable systems with couplings between the 

channels and with systems that have model uncertainty [87]. Sliding mode observers, with 

important measurement noise resilience, have been applied in [88]. Finally, set-membership 

observers are mainly used when noises and disturbances are bounded, in such a way that no 

statistical description is required, see [89].  

Consensus algorithms have been vastly used in distributed estimation in general as well as in 

distributed estimation for CPSs, e.g.,  [90] [91] [92] [93] [94] [95]. While the consensus methods are 

well known, it should be noted that there are important differences in the way they affect the 

performance of the estimation algorithm. More specifically, we could classify them, between those 

consensus iterations that run at the same rate of the estimator [90] [92] [94] [95] [96] and those that 

need to be executed many times (usually a large number of iterations, since consensus algorithms 

typically converge asymptotically) between two consecutive estimation steps [91] [93] [97] [98]. 

Therefore, there are diverse benefits which are highlighted in the following table.  

Consensus algorithms have been proposed for optimising several objectives. The most common 

application however, is for the agreement in the estimated state vector, see [90] [91] [92] [94] [95] 

[96]. Another example is found in [97], where consensus is used for the residuals. The authors in [26] 

[33] [93] [99] use the consensus because they need to estimate the output vector. 

Concerning the consensus gains that those algorithms use, in the vast majority of cases it is mainly a 

scalar gain, i.e., [92] [100] [95] [101] [98] [102]. However, there are also work, such as [90], that 

propose the use of a consensus matrix, which in many cases is approximated by a diagonal matrix in 

order to reduce communication and computational requirements. Alternatively, other approaches, 

such as the work in [94] uses a consensus matrix, but it is a unique matrix gain for every neighbour (a 

fixed number of collaborating nodes). Hence, it has been observed that none of the proposed 

studies have been able to use (and distributed design) different consensus gains for every neighbour.  

To add also some insights in the discussion concerning the required communication, it is noted that 

the estimators based on the Luenberger observer, i.e. [92] [103] [104] [95], the information is 

exchanged between agents and take place at the same rate as the estimation algorithm update rate. 

Moreover, the agents exchange either the estimated state vector or a sub-component of it. On the 

contrary, those approaches based on Kalman filters usually require much more data to be exchanged 

[93], while consensus iterations between estimation steps, as in [91] [105], increase even more the 

communication burden. A similar drawback appears in [106], where a lot of information must be 

sent between the particles of the filter between two consecutive sampling instants.  

All the aforementioned methods have been also applied to a variety of monitoring applications 

including fault detection and isolation, [90] [103]. Both studies present distributed fault detection 

algorithms, for linear time invariant systems [90] and for Lipschitz nonlinear systems [103]. It should 

be noted that, whereas in [103] a fusion centre is required for fault isolation, the algorithm 

presented in [90] is able to provide distributed decisions. The table that follows presents the 

advantages and limitations of the most widely known distributed estimation approaches. 
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Table 3: Pros and cons of the most well-known distributed estimation approaches 

Referenced 
Work  

Estimator Used  Advantages  Limitations  

[100] Adaptive Observer  Do not require to know the system matrix. 
The consensus gains are dynamically chosen  

Scalar gains. Measure the whole state  

[101] Adaptive Observer  Do not require to know the system matrix.  Scalar gains.  

[102] Adaptive Observer  Do not require to know the system matrix.  Scalar gains. Leaders' dynamics are required  

[98] Bayesian Filter  Non-linear dynamics. Different kinds of 
attacks are considered.  

Secure Comm between fusion nodes. Scalar 
Consensus gains.  

[96] H∞ filter  
  

Different Kind of Attacks are considered.  LMI centralised design. Require Statistical 
Information  

[94] H∞ filter  
  

Local and consensus matrix gains. Attacks on 
the estimator's dynamics  

LMI centralised design  

[97] Luenberger Observer  Descriptor system. Attack policy on sensor 
signal  

No method for design the observer gains. 
No method for design the observer gains -> 
There is no description of the process that 
should be followed for designing the 
observer gains. 

[92] Luenberger Observer  Robust against compromised 
communications  

Direct State observations. Full rank output 
matrix. Scalar Concensus gains  

[95] Luenberger Observer  Decoupling of observable and unobservable 
dynamics. Byzantine adversaries.  

Constraint sin system matrix. Scalar 
Consensus gains  

[103] Luenberger Observer  Observer for Lipschitz nonlinear systems. 
Multiple fault detection and isolation. 
Structured fault sensitivity  

Fusion centre for fault isolation  

[104] Luenberger Observer  Nonlinear descriptor systems. Neural 
network for uncertainty approximation  

Global Information for design  

[107] Luenberger Observer 
with a secure 
preselector  

The exact secure state estimation is 
achieved in a pregiven finite time  

Only out of sensors are manipulated 
arbitrary by attackers.  

[90] Kalman filter  Distributed decision made without the need 
of a fusion centre  

The consensus matrix gains are diagonal. 
There is no algorithm to design these gains  

[91] Kalman filter  Robust again false data injection attacks  Communication effort  

[108] Kalman filter  Moving sensors are considered. Low 
computational requirements  

The estimator is not presented formally  

[93] Kalman filter  Two kind of nodes are considered: source 
and relay nodes.  

Communication effort  

[105] Kalman filter  Consensus under interferences, packet 
losses and different topologies.  

Mono variable system. Requires Statistical 
information of the graph. Communication 
effort  

[109] Kalman filter  There are no restrictions on the type of 
attacks  

Communication effort  

 

2.6.1. Future Directions 

Within the EnerMan project we will also focus on the problem of learning graphs from data, in 

particular, graphs that are capable of capturing the nonlinear and dynamic data dependencies. This 

process is also known in the signal processing and learning literature as graph topology 

identification. Having acquired or knowing a priori the topology of a graph provides statistical 

information about relationships among nodes, and can thus be beneficial for inference of processes 

evolving over networks. Prevalent learning tasks include dimensionality reduction, regression, 

classification, and clustering. Thus, our main goal is to investigate how various distributed learning 

tasks as those described above can benefit from incorporating dependence information conveyed by 

graphs and more specifically, the benefits that can be achieved in the EnerMan use Cases, taking 

into account the KPIs that will be better define as the project evolves. Other interesting directions 

that could be beneficial for the aforementioned tasks (e.g., topology identification and utilisation in 
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learning problems) are related with the quantification of the ‘importance’ or ‘usefulness’ of each 

node with respect to the network-wide learning performance objective as well as the definition and 

utilisation of Node centrality measures and tools designed to identify the most influential nodes in a 

network of wireless nodes collaborating towards performing network wide learning tasks. 

2.7. Flexible, Reconfigurable, Edge and End Nodes platforms  

2.7.1. Edge and End Node Computing 

Industrial IoT devices that follow the industry 4.0 directives consists of Cyber Physical System (CPS) 

devices that are deployed in-field within the industrial IT/OT infrastructure and traditionally perform 

sensing and actuation. However, the Industry 4.0 dictates an advanced handling of data that leads 

the IIoT end nodes and edge devices to generate tremendous amounts of data. Typically, such data 

should be processed in centralised areas within an Industrial domain (on a server or local cloud 

system). This however leads to considerable issues in in terms of bandwidth, storage, and processing 

at the cloud. Thus, the migration of processing cost from the cloud of the IIoT to the edge becomes 

imperative. Edge-computing technology aims to provide assistance in the above issues offering 

reduction in the latency and response time by consuming data as they are produced and not 

propagating them to a remote location for processing. In general, the appearance of edge computing 

in the IIoT has greatly influenced development of Industrial Internet since it has great advantages 

when large volume of data is produced and need to be processed locally (close to the data source) 

thus bypassing the need to consume network bandwidth in order to be submitted to the IIoT cloud 

[110]. 

On the other hand, end-node devices of the Industrial IoT have constrains of their own, manifested 

in energy-consumption restrictions, need for flexible, adaptable processing, bandwidth limitations 

etc. Thus, edge/end node processing is bound by the capabilities and limitations of the devices that 

perform such computing. Apart from that, the industrial network environment, is also considerably 

fragmented and heterogenous, with several wired and wireless protocols been deployed from 

factory to factory. The capabilities and constrains of each such protocol are also reflected in the 

end/edge device network support mechanism, the bandwidth constrains, the actuation-sensory 

capabilities and responsiveness as well as the supported security level [111] [112]. 

2.7.2. Edge Computing Intelligence and Applications 

Based on the previous rational, pointed out in several research works, the ability to process 

(consume) data at the edge opens several new capabilities for the edge domain on industrial 

systems. While traditional edge-computing devices in the industrial domain were of low intelligence 

capabilities (minimal processing power, simplistic actuation and control etc.), in this new approach 

where smart devices are introduced on the edge, intelligence can be introduced in such devices for 

locally processed data. Over the literature edge computing has been used for feature extraction 

[113] [114] and aggregation as well as data fusing [115], data classification and processing using 

machine learning/deep learning [116] before transmission to cloud servers. As described in literature 

[110], the move of processing and intelligence (computation offloading) on the edge apart from 

transmission delay reduction, network bandwidth relief and fast responsiveness, has a profound 

impact on energy consumption on the devices as well as the overall system that uses the edge 

computing paradigm. As originally described in literature [117], the computation offloading to the 

edge can lead to a 30%-40% reduction in energy consumption. Aspects of the edge computing 

paradigm that need to be considered in order to optimise the benefits are the following: 

Offloading strategy and mechanisms: The way that computational resources can be migrated from 

the cloud to the edge must abide with a strategy that optimises the performance and the energy 
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consumption. There are several different strategies in the literature that advertise such optimal 

behaviour. Such strategies according to literature [110] can be mathematically based, opportunistic 

or joint communication and computation-based offloading. Apart from those, additional intelligence 

(e.g., machine learning) techniques can be used in order to optimally which processing components 

will be moved to the edge. 

Storage strategy: Since edge computing devices do not have considerable resources, storing 

considerable amounts of data for smart processing can be a daunting issue. This problem potentially 

can be solved by distributing the data resources between edge devices [111]. We then can apply a 

balancing policy on data consumption (since we cannot control such data to the fullest) or a recovery 

strategy, when the whole dataset needs to be retrieved. Finally, a replication approach may be 

applied on the produced data so that high level of reliability can be achieved. It should be kept in 

mind that an appropriate storage of edge device data apart from network performance increase it 

also achieves a reduction in energy consumption as indicated in literature [118]. 

Security strategy: From the early stages of the edge computing paradigm [119], security aspects 

have been identified as important for the resilience of the edge devices. The preservation of the CIA 

triad (confidentiality, integrity and availability) given the distributed nature of the edge computing 

paradigm (especially in the data storage) can be hard to be achieved. Usually, the addition of 

security measures however it increases the computational cost and the energy consumption on the 

edge devices. Among them the introduction of low power cryptography hardware acceleration has 

been provided as an option [114] and even the use ML/DL intelligence (using CNNs) have been 

proposed as a cryptographic performance optimisation mechanism [119]  

Implementation strategy: This is an important aspect of the edge computing design since it can 

dictate the overall costs (in terms of bandwidth and network delay as well as overall performance) of 

the edge industrial environment. In the literature, researchers propose hierarchical network 

topologies that manage apart from efficiency, the fast deployment and allocation of resources from 

the cloud to the edge of the IIoT either by using appropriate offloading strategies within the 

hierarchy [120] or by introducing the concept of field, shallow, and deep cloudlets and develop an 

auction-based profit maximisation method for the allocation [121]. Another aspect that should be 

included in the implementation strategy is the appropriate usage of edge devices that can 

complement the edge computing paradigm need for high performance, computational offload, 

flexibility and scalability as well as low power consumption. There is abroad variety of devices that 

can be match the above requirements and are analysed in the following paragraphs. 

2.7.3. Edge/End Node Computing Platforms 

The fact that non-negligible intelligence has to be deployed on the edge of the IIoT system means 

that the usually resource constrained edge/end node devices should be able to provide enough 

processing power to support the intelligent functions that are migrated from the cloud. The 

embedded system nature of such devices though highlights the need for stronger, more powerful 

Microcontroller units (MCUs) deployed in field throughout the factory. The MCU market has been 

dominating the Industrial environment for many years however, it seems that traditional MCUs are 

not equipped with the means to handle the newly found processing burden of edge computing. 

Lately, the new generation of MCUs, that are equipped usually with ARM processors, are able to 

offer high versatility, low-power, and low-cost but just enough processing power to handle the 

added edge intelligence processing.  According to [122], there exist techniques to design and use the 

MCUs on edge computing devices, in order to meet low power constrains and support high 

versatility. In several MCUs, however, the architecture needs to be further customised at design 
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time with dedicated on-chip peripherals that can increase performance for dedicated applications. 

Such peripherals, i.e., IP cores, can be on-chip full-custom accelerators that speed up the execution 

of part of the applications as for example neural-networks, linear algebra or security engines [123] 

[124] [125]. The resulting heterogeneous system has thus both the flexibility of MCUs, and 

competitive performance and efficiency of hardwired Application Specific Integrated Circuits (ASICs) 

on specific domains. 

It should be mentioned though, that the MCU approach relying on fixed-function ASICs might offer 

optimal energy efficiency and processing power but lacks versatility, flexibility as well as scalability in 

terms of hardware acceleration. Finally, as indicated in [126] [127] using an edge node micro control 

unit (MCU) for multiple sensor data acquisitions (acting as a multi-sensor core controller) may be a 

difficult task since MCUs are not focused on offering parallelism. 

 

2.7.4. FPGA Technology as a Flexibility Enabler in Edge Computing 

FPGAs (Field Programmable Gate Array) solutions can fill the gap between ASICs and MCUs since 

they can be reprogrammed at the hardware level thus partially bypassing the long design and 

verification time of ASICs. Furthermore, they allow exploiting spatial computations typical of ASICs 

designs, as opposed to sequential execution done in software  [125]. Originally, used for rapid 

prototyping of ASIC designs, FPGA products nowadays have reached the maturity to act as a 

replacement for ASIC solutions when flexibility is needed. However, fully migrating all node 

functionality on FPGA technology (with no MCUs) tends to be problematic, since FPGAs do not have 

Analog to Digital and Digital to Analog Converters (ADC and DAC) or floating-point units. For this 

reason, use of FPGA or complex programmable logic (CPLD) in combination with MCUs (in the form 

of System on Chips (SoC)) has been proposed in order to migrate parallel processing for multisensory 

control to dedicated hardware components in the FPGA/CPLD fabric [126] [127]. Indeed, the latest 

FPGA trend is the advanced MultiProcessor System on Chips (MPSoCs) which include MCU 

processors (ARM based) along with embedded GPUs and FPGA reconfigurable logic on-chip, manage 

to merge the two worlds (ASIC and FPGA) thus offering the high performance required from MCUs 

and the flexibility/scalability of the FPGA fabric programmable logic at hardware level. In the work of 

[128] a solid FPGA SoC-based solution is proposed where the main functionality of the embedded 

edge node is left to an ARM processor inside the FPGA SoC, while the device communication (using 

IEEE 802.15.4) is handled by a dedicated IP core inside the SoC’s FPGA fabric. There are also some 

other research solutions that propose customised edge node solutions based on MPSoC with FPGAs 

like the work in [125]  where a risk V core is created and coupled with an embedded FPGA (eFPGA) 

to speedup dedicated purpose operations accelerated through hardware (FPGA) means. A similar 

work using FPGA fabric is presented in [129] and introduces the concept of direct connection 

between sensor outputs and the IP cores inside the FPGA fabric which drastically reduces the 

computational delay of sensor data processing.  Finally, the work in [119]  places the FPGA 

reconfigurability as an integral part of the IIoT infrastructure at the edge and proposes a dynamic 

reconfiguration of the edge devices based on the behaviour of the overall system. In general, in 

EnerMan we adopt these latest developments in the edge device domain and we will introduce 

FPGA technology at the edge of the EnerMan architecture by extending the mentioned works in this 

subsection. We acknowledge the benefit of integrating FPGAs into SoCs as the possibility to increase 

performance, by specialising the SoCs for one particular domain that can change over time (updated, 

reconfigured or scaled up/down), increasing the product life-time and application span. 
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Furthermore, the latest MPSoC platforms, since they include multiple CPUs, GPUs and FPGA fabrics, 

offer a broad range of heterogenous processing power that can be exploited to achieve considerable 

performance benefits for edge computing applications thus enabling the migration of increasingly 

complex intelligence on the IIoT edge. Already, FPGA manufacturers like Xilinx and Intel (Altera) have 

provided highly elaborate products/tools and libraries that exploit this heterogeneity. Also, by 

simplifying the design process of FPGA fabric using tools like Xilinx Vitis, for example, they manage to 

offer ease of use and design transparency enabling the quick update of both hardware (FPGA) and 

software designs. This enables the fast deployment and redeployment of accelerator cores within 

the MPSoC in a dynamic way. This concept will be adopted and exploited in EnerMan for various 

applications like energy management/assessment and security. 

2.8. Industrial Network Protocols 

The Industrial Networking landscape, historically, has been probably the most pluralistic and 

heterogeneous environment in ICT technology, with dozens of incompatible solutions and decades 

of market and standardisation wars. Indicatively, the efforts for the standardisation of specialised 

fieldbuses during the 90’s and 00’s, after the so-called “fieldbus wars” [130], resulted in the IEC-

61158 series of standards, which, along with the accompanying IEC-61784 standard for fieldbus 

profiles, were at the end nothing but the set of all major market stakeholders at that time. During 

the following years, R&D efforts were focused on extending these specialised networking structures 

into the wireless domain, initially trying to fight against the huge costs of wirings, considering the 

size and complexity of industrial installations [131] [132]. The tight constraints in industrial 

networking, mainly in terms of timeliness and reliability, were – and still are – the major barriers 

towards the wide deployment of radio technologies in the domain. In an effort to decouple critical 

from non-critical applications and to speed up the penetration of technologies, the different possible 

use cases were captured by the ISA SP100 committee under three broad categories and six classes, 

ranging from simple logging for monitoring purposes up to safety critical scenarios involving 

emergency actions, according to Figure 8. 

 

Figure 8: ISA SP-100 Wireless Network Application Classes. 
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Legacy technologies in existing installations will not easily cease to exist, due to the relatively high 

investment costs, however, today, the wired industrial networking technology domain is dominated 

by a small number of Ethernet and IP-based solutions. In the wireless domain, after the recent 

advances in embedded technologies as well as in the standardisation efforts for constrained devices 

and networks - mainly in the context of IETF - it is becoming evident that IP will define the common 

“thin waist” of all kinds of industrial networking. Below this, a certain number of link and physical 

layer options will be available, according to the specific application requirements, while above it, a 

more restricted set of options will prevail, leading to a highly interoperable industrial environment 

with flat, homogeneously managed networking structures. This is perfectly captured in the 

architectural framework of the Industrial Internet Consortium and more specifically in its Industrial 

Internet of Things (IIoT) Connectivity Framework [133], as it is depicted in Figure 9.    

 
Figure 9: IIC IIoT Connectivity Framework [133] 

It must be noted though that this flattening of the old, layered and complex industrial networking 

infrastructure must be not confused with the business and operations level structure of the 

industrial production environment, which is expected to remain mostly in place. This either will be as 

traditionally defined in the context of ISA95 standards, or as it will be finally shaped in conjunction 

with the provisions of modern architectural frameworks such as the RAMI 4.0 [134] or the IIRA [135]. 

Regarding the wireless technology choices for industrial automation, the current situation clearly 

separates solutions among the process and the manufacturing industries. Thus, in the process 

industry, the technology is mostly based on IEEE 802.15.4 (e.g., ISA-100.11a / IEC-62734 and 

WirelessHART / IEC-62591 in U.S. and Europe, or WIA-PA / IEC-62601 in China), while in the 

manufacturing industry, the technology is based on either 802.11 or 802.15.1 (e.g., ABB WISA or 

WIA-FA / IEC-62948).  On the other hand, connectivity and distributed applications in industry are 

not only for industrial automation and control, therefore the various classes of Figure 6, may remain 

as a top-level roadmap of matching technology characteristics with application specific requirements 

[136]. In this wider IIoT view, the major challenges considered are real-time performance, energy 

efficiency, security, and interoperability [137]. Although the components needed to build real-time 

wireless sensor network segments can be already available, there is still open space for tools and 

mechanisms that will master the complexity of configuring the scheduling functions and other 
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relevant specificities, including secure bootstrapping of constrained embedded structures in an 

automatic or semi-automatic way [138], [139].  

As regards current trends in this area, according to a study by Nokia and ABI Research [140] from 

late 2019 based on surveying 602 large industry stakeholders, the share of wired networking 

infrastructure in industrial environments is currently close to 89%. However, this situation is 

expected to be quickly reversed completely, with current trajectories estimating that this number is 

expected to fall to 40% by 2025, according to the same study. Other important related findings 

include the following:  

 74% of the surveyed 602 industries in the study planned to upgrade their 

communications/control networks within the next 2 years.  

 90% were actively investigating the use of 4G/5G technologies.  

 50% believed that 4G/5G will be necessary for their future business operations.  

Regarding other important aspects of choosing a specific technology in industrial environments, to 

the question “what are the key drivers behind your buying decisions for new industrial systems for IT 

or OT (Operational Technology)?”, IT drivers for change primarily focus on reducing downtime (53%), 

also suggesting the importance of maintenance time and flexibility in production lines since it is 

expensive to reconfigure them, while for OT it is replacing/updating aging infrastructure (43%). Both 

aspects reflect the expected shift to wireless technologies, as well as the design goals of such 

technologies themselves.  

Moreover, the scale and complexity of the networks envisioned in the Industry 4.0 scenarios can be 

realised in most cases much easier by using wireless networking technologies. This option enables 

significantly more flexibility in installation and maintenance for networks consisting of several 

hundred or thousands of IIoT nodes, as well as overall lower ownership costs, while at the same time 

recent technologies like 5G allow wireless nodes to have comparable, or even better, performance 

and characteristics than legacy wired alternatives. Furthermore, there are cases where wired 

installations are simply not feasible, like in the case of logistics/tracking of 

products/tools/components in vast factory spaces, or in the case of automated guided vehicles. 

Wireless networking potentially also translates to less disruption to production lines in the case of 

repairs or regular maintenance. Although in most cases in industrial environment the existing 

infrastructure in place accommodates wired networking, this type of infrastructure can be a) 

deprecated or based on proprietary technologies (and not open standards-based ones), b) occupy 

considerable space and can be difficult to service and maintain.  

However, with wireless networking one should always have in mind the serious issues of radio 

interference in dense networks and abundance of metal objects and materials in industrial 

environments, which can have devastating effects on wireless networking performance. These 2 

factors, together with the fact that technologies such as 5G are still in the phase of standard 

definition and have not been tested extensively, are currently strong arguments against quick 

adoption of such technologies. Nevertheless, there can be combinations of wired and wireless 

connectivity inside industrial environments, e.g., with islands of wired connectivity unified by data 

terminals and wireless access points, or private 5G networks, or the opposite, I.e., wireless islands 

interconnected with the rest of the factory through a wired backbone.  There has been a number of 

proposals for hybrid implementations of wired and wireless networking [141] [142] to satisfy the 

diverse application requirements inside industrial environments, while also easing their adoption 

process.  
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Regarding application domains in Industry 4.0 scenarios [133], 5G-PPP [131] proposed early on a 

classification of Industry 4.0 applications based on latency, reliability, availability, among other. In 

the following table we include a general list of application domains related to EnerMan and similar 

classification criteria. 

Table 4: List of application domains 

App. domain  Cycle time / Latency  Data Rate  Reliability  Battery Lifetime  

Control  Very low  Low to Ultra high  Very high  Less critical  

Monitoring  High/not critical  Low to Very high  High  Years  

Augmented Reality  Very low  Ultra-high  High  Less critical  

Predictive maintenance  Low to high  High  High  Years  

Asset tracking  High/not critical  Low  Low  Years  

AGVs  Very low  Ultra-high  Very High  Less critical  

 

Regarding 802.11-based technologies like WiFi, in order to address concerns with previous versions 

WiFi 6 (previously known as 802.11ax) uses technologies such as MU-MIMO and OFDMA 

(Orthogonal Frequency Division Multiple Access) to overcome them and is currently being 

considered a more serious competitor in the landscape of wireless networking for industry. Other 

features like TWT (Target Wake Time) help to enable better battery longevity and decrease channel 

contention in dense networks.  

With respect to 4G technologies like LTE Cat-M1 and NB-IoT, their characteristics in terms of data 

rate and latency allow to use them in scenarios such as IIoT (LTE Cat-M1) and LPWAN-suited 

applications (NB-IoT). Another option for driving Industry 4.0 championed by the 

telecommunications industry is 5G, which aims to offer an umbrella of solutions for various 

application domains, including industrial use cases. 5G aims to provide an answer to issues that 

previous wireless networking technologies had. E.g., average latency in options like WiFi 5 (and 

previous versions) or LTE can be between 80-150ms, which can be problematic for certain industrial 

use cases like control or self-guided vehicles. Also, 4G can support 100K devices per Km2, while 5G 

can support 1 million devices allowing for much denser deployments of IoT nodes. Features like the 

ability to assign priorities to network nodes, e.g., monitoring sensors can have lower priority than 

Automated Guided Vehicles (AGVs), and the support for using spectrum in unlicensed ranges 

provide further advantages to 5G. Overall, 5G specifications have very ambitious goals, like 3GPP 

release 16 [143] which aims to replace wired Ethernet and WiFi, while Release 17 will include 

specific provisions for operation in industrial environments. Some of the touted advantages of 5G 

networks are:  

 Connection with a massive number of IoT devices that can send and receive data at a 

significantly higher data than previous wireless solutions.  

 Reliability of connectivity (99.9999%) and security of data transmissions.  

 Very low latency (<10ms) that can enable real-time interaction, such as AR and drone 

inspections.  

An interesting aspect of recent long-range wireless networking technologies is the ability to form 

private networks, versus carrier-operated WANs. In fact, private 4G/5G networks [135] seem to offer 

several advantages, since they can be tailored to meet the needs of a specific industrial deployment 

and avoid operator-specific dependencies. In this context, LoRa is another interesting option in the 

LPWAN landscape, that can be utilised to implement LPWANs while avoiding completely carriers. 
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However, since LoRa has very low data rates, is suitable for a limited range of applications, like 

tracking products and tools in warehouses, or monitoring with relatively low sampling rates.  

The following table summarises some aspects of the wireless networking technologies discussed 

above.  

 

Table 5: Aspects of wireless networking technologies 

Technology  Latency  Data Rate  Reliability  Range  Longevity  Density  

IEEE 802.15.4-based   Low to high  Low  Medium to high  Short/medium  Months  High  

Bluetooth  Low to high  Low  High  Short  Years  Low  

WiFi 6  Very Low  Very high  High  Long  Hours  High  

NB-IoT/Private 4G  Low to high  Very high  Very high  Long/very long  Months  Very high  

Private 5G  Very low  Ultra-high  Ultra-high  Very long  Years  Ultra- high  

LoRa/LoRaWAN  Medium/high  Very low  Medium to high  Very long  Years  Very high  
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3. SYSTEM ANALYSIS AND PREDICTION 

3.1. Related Definitions 

3.1.1. Introduction to Energy Sustainability 

Sustainability was defined in the 1987 Brundtland Report of the World Commission on Environment 

and Development, referring to sustainable development, as «development that meets the needs of 

the present without compromising the ability of future generations to meet their own needs» [144]. 

As a result, Energy Sustainability refers to the provision and use of energy services in a sustainable 

manner regarding their environmental, economic and social impacts, all along the related lifecycle. It 

includes the harvesting of energy sources, their conversion to useful energy forms, energy transport 

and storage, its use and recycling. These different aspects are synthesised in Figure 10. 

 

Figure 10: Energy sustainability spectrum/overview 

 

Energy sustainability has to be dealt with, regarding these various points of view: sustainable energy 

supply (energy sources and carriers, including their transport and storage), sustainable energy 

consumption and finally sustainable waste disposal. Sustainable energy consumption both involves 

energetic-efficiency (related to the amount of resources required to produce a given level of output) 

and energetic-effectiveness (related to the choice of the most appropriate energetic-process for a 

given system) [145].  

In this context, in order to assess and optimise energy sustainability, some sustainability 

parameters/indicators have to be defined. These parameters will allow to characterise the previous 

facets with quantitative criteria, based on measurable, calculated, estimated reliable data, including 

notably environmental and economic impacts. 

Focusing on the environmental, economic and social impacts (Figure 11), the current challenge 

focuses on simultaneously achieving these three types of sustainability. In this study within the 

EnerMan project, we will focus on economic and environmental impacts. Another long-term solution 

consists then in reducing the demand for energy services (related to the economic growth) [146]. 
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Finally, to comprehensively address energy-related environment impacts, the entire life cycle of the 

product or process must be considered, from acquisition of energy and material resources, to 

utilisation and ultimate disposal. Such an approach is provided by life cycle assessment (LCA), which 

allows environmental issues to be quantified and related to the part of the life cycle responsible for 

them.  

 

Figure 11: Sustainability impacts dimensions [147] 

Focusing on industrial activities, they represent 51% of the global energy consumption, and the 

particular manufacturing sector is responsible for 84% of energy-related industry CO2 emissions and 

90% of industry energy consumption [145]. Thus, it is critical to study energy sustainability within the 

production and manufacturing context (objective of the EnerMan project), regarding the different 

scale levels (unit process, multi-machine, factory, multi-facility and supply chain). Especially since 

even if some environment –oriented software tools have been developed (e.g., LCA software), 

unfortunately manufacturing data are often not available, not representative of the situations faced 

by the manufacturers, or based on unrealistic assumptions. 

3.1.2. Sustainable Energy  

Sustainable energy [148]is similar to the concepts of green energy and clean energy in its 

consideration of environmental impacts, however formal definitions of sustainable energy also 

include economic and social impacts. Sustainable energy is based on renewable energy that means 

energy sources which are available in unlimited quantities. Renewable energy sources include: solar 

and wind, natural forces (gravitation, earth rotation), hydraulic energy, ocean thermal energy, 

geothermal energy, tidal energy, wave energy, biomass energy and waste-to-energy incineration. 

Radiative cooling is another technique, which leads to a decrease in the temperature of the system 
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(object, building, water, etc.) by remotely acquiring the coldness of the universe [149], [150]. One of 

the leading companies in utilising radiative cooling is SkyCool Systems, which can offer an 

exploratory way to reduce GHG emission in factories within the EnerMan context. Smart Grids and 

intelligent energy systems including storage can also help to match supply and demand. In parallel, 

some non-fossil fuel energy options reduce or eliminate greenhouse gas (GHG) emissions, and can 

support sustainable energy solutions: although non-renewable, nuclear energy avoids GHG 

emissions [144]. Note: the main GHG source is carbon dioxide, which results from the combustion of 

fossil fuels. 

In parallel, sustainable energy can also be provided from reusing, recovering or recycling energy 

(Figure 10), or by any process of utilising energy that would normally be wasted, e.g., by means of 

multi-energy generation systems. It is usually performed by capturing and converting this energy 

into electricity or thermal energy, while reducing energy costs and greenhouse gas pollution 

simultaneously. These solutions are dealt with in energy performance research studies (energy 

consumption and efficiency) presented in the following sections. 

3.1.3. Sustainable Manufacturing and Production  

Over the past few years, the manufacturing industry has become aware of the need to integrate the 

concept of sustainability into its production goals. Today’s industry must produce cleanly and 

efficiently, reducing negative impacts on the society and the environment. This is the main challenge 

for sustainable manufacturing. The main obstacles that remain are the difficulty in adopting a 

holistic approach able to take into account all the technical and the human aspects, as well as their 

interactions [151]. Also, for the performance evaluation in terms of sustainability, a holistic approach 

is necessary to incorporate the Sustainable Development Goals (SDG) into the Corporate 

Sustainability Assessment (CSA), which is a tool for the evaluation of the sustainability practices of 

companies [152]. 

Nowadays, the need to incorporate sustainability into the manufacturing sector is even more 

compelling, due to the acceleration of the climate change, the growing of the global population and 

the increasing competition in the emerging new economies and technologies, coupled more recently 

with the societal and economic changes brought about by the COVID 19 pandemic. Many researches 

concern this topic and, according to [153], they mainly focus on the following four aspects:  

 Business models and processes  

The new business models should be implemented as “product service systems”, by focusing on the 

performance of the product instead that on the physical production and selling only. A sustainable 

supply-chain powered by a knowledge-sharing network must be also developed.   

 Asset and product life cycle management (PLM)   

The sustainability of products should be assessed during the entire life cycle, which can be 

summarised into three phases: 1) beginning of life (design and manufacturing) 2) middle of life 

(distribution, use and maintenance) and 3) end of life (recollection, recycling or disposal). One of the 

major challenges consists in integrating the customers into the development process and in 

modelling their interaction with the product itself. This could be obtained also through the 

implementation of “intelligent products”, connected and interacting among themselves.  

 Resources and energy management  

Owing to the reduction of natural resources, there is a growing need for developing new strategies 

for the reuse, the recycling and the disposal of materials and products, as well as for the reduction of 

the impact of the packaging process and the utilisation of alternative fuels. In the process industry, 
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several improvements have been achieved in the last years thanks to the employing of control 

systems. On the other hand, this goal has not been reached yet in the discrete manufacturing, where 

the control of the energy consumption is not enough mastered. In this context, new energy sources 

can be obtained from energy harvesting devices and from the realisation of energy autonomous 

factories. The energy can also be efficiently managed in a collaborative way, by integrating different 

production processes and sectors and sharing their corresponding wastes, which are generally in the 

form of heat or products. Finally, the energy consumption should also be monitored and controlled 

in real time thanks to advanced automated systems.  

 Enabling technologies  

This concerns the need for adaptive manufacturing industries, which are able to re-configure 

themselves quickly, in accordance with the market challenge and the emerging of new technologies, 

as for example the additive forming technologies, the miniaturisation of machine components and 

the Information and Communication Technologies (ICTs). 

In parallel, machine tools have an environmental impact dominated by the use phase, as they 

consume important resources, in particular energy in the form of electricity or fuel. For example, the 

use phase of milling machine tools has been found to comprise between 60 and 90% of CO2-

equivalent emissions during its life cycle [154]. Moreover, to better understand the energy flow and 

consumption of machines, it could be beneficial to develop an energy flow map. From this map, 

opportunities for improvement can be identified along with energy related features. After creating a 

map, models can be generated that will help predict energy consumption and enable optimisation 

and more sustainable design of machine tools [155]. Furthermore, these models can be used for 

adjusting production levels when external power (or energy) constraints exist. For example, factories 

have been one of the first sources of flexibility demand in case of abnormal grid conditions (high 

congestion levels or disconnected generation units). In this context, a factory would be compensated 

by a Distribution System Operator or Transmission System Operator for participating in Demand-

Response campaigns by curtailing energy consumption during a certain time window, or shifting 

consumption to another off-peak period. Similarly, production might need to be increased, e.g., in 

case of high renewable production that exceeds demand. Note that these adjustments could be 

triggered by local constraints as well, e.g., unexpected failures on electrical equipment or local 

renewable production. Apart from any additional revenue streams or cost advantages, this energy 

flexibility enables to significantly increase the share of renewables sources in the energy mix, to 

avoid power outages and to defer (or even avoid) costly grid infrastructure upgrades. Finally, to 

improve the efficiency in the manufacturing industry, three items seem important and require 

attention [156]: energy consumption reduction strategies, energy policies, and the state-of-the-art 

for energy-saving methods.  

3.1.4. Sustainability Parameters and Metrics 

To characterise energy sustainability, a large number of parameters (influent factors used as inputs) 

and metrics (quantified outputs impacting energy sustainability) have been defined in literature 

[152], [157], [158]. While not including social ones that are out of the scope of the EnerMan project, 

we have classified them in Table 6 according to the level of the system concerned, and according to 

their nature: technical/energy performance, economic, environmental. 

Table 6: Sustainable parameters and metrics overview 

Level Nature  Plant Production line Machine or sub-systems 
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Energy 

Performance/Technical 

Energy reuse, recycling 

Green Supply Chain 

Circular economy 

Cycle time 

Efficiency/Energy-heat losses  

Energy load profile 

Performance 

Energy Consumption (EC) and related expressions (OEE/EC; EC/Product; EC/line) 

Economic 

Energy costs 

Energy sufficiency 

Energy generation 

Waste costs 

Energy investment 

cost 

Efficiency (i. e., energy cost/unit 

of product) 

Environmental 

Energy sources (renewable or not) 

CO2 emission 

Waste amount 

In addition to the information contained in the Table 6, regarding technical parameters, Boyd et al. 

evaluate manufacturing Energy Performance Indicators at ‘plant level’ [159]. [145] identify five 

different levels to analyse energy efficiency: device/process level, line/cell/multi-machine system, 

facility, multi-factory system and enterprise/global supply chain [145]. An overview of energy 

efficiency approaches, focusing in both production and machine tool level is also proposed by 

Salonitis and Ball [160]. Many indicators to characterise energy consumption and energy efficiency 

have been defined in the literature [161] and standards have been developed such as the ISO 14955 

series [162] and 50006 [163] proposed by the International Organisation for Standardisation. As 

pointed out by Suganthi, the huge amount of indicators makes it difficult to grasp the overall 

problem for policy- and decision-makers and composite indicators should therefore be preferred 

[164]. 

Regarding environmental and economic parameters/metrics of LCA, Iacovidou et al. define global 

warming potential (GWP), ozone depletion, photochemical oxidation, acidification, eutrophication, 

human toxicity, aquatic ecotoxicity, terrestrial ecotoxicity, abiotic resource depletion and energy 

depletion. Concerning Life Cycle Costing (LCC) they claim that LCC is mainly based on 5 parameters 

corresponding to acquisition costs, operational costs, maintenance costs, end-of-life disposal costs 

and external environmental costs. Finally, adding social aspects, they integrate the PESTEL (Political, 

Economic, Social, Technological, Environmental and Legal) analysis to address the need of identifying 

the most significant parameters and ranking their respective uncertainty that drive or inhibit change. 

Additionally, multiple sustainability metrics are discussed in [165]. 

Finally, the dependencies between the previous relevant parameters must be analysed in order to 

serve as modelling basis. By inspecting the interconnections with a correlation matrix viz. pair-wise 

comparison of individual parameters, abstracted groups can be defined and an increased 

understanding of cause-effect relationship can be established [166]. Especially, in order to comply 

with the defined term of sustainability, the identified groups can also be clustered into 

environmental topics as mentioned in [167]. 
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3.2. Energy Sustainability Modelling 

3.2.1. Sustainability Modelling 

There is a strong relationship between energy consumption and economic growth. Currently, 

considerable effort is being devoted to reduce CO2 emissions because of the Kyoto Protocol on 

climate change. This goal has consequences on the interrelated topics of energy consumption, 

energy security and energy policy [168]. 

As mentioned earlier, sustainability combines environmental, economic and social aspects. The most 

obvious sustainability goal, albeit difficult to measure, is carbon emission; although a more complete 

sustainability assessment must also integrate energy consumption, production cost and time, and 

machining precision [169]. Decomposing meticulously a manufacturing process into a set of 

contributions to the various objectives above-mentioned as in [169] would be tedious in the context 

of EnerMan though, as there exist many different machine types with non-accessible or non-existing 

sustainability models. 

One major aspect, reminded here for completeness, in energy sustainability modelling is energy 

consumption. The objective of the modelling and simulation the energy consumption of production 

processes is to achieve the integration of all data and simulation results of components, systems, 

machines, conveyor systems within the production line in a common interface [170], [171]. The need 

is to achieve “maximum profit from the minimum of resources” with the objectives of determining 

how the Overall Equipment Effectiveness (OEE) indicator has been used in the manufacturing 

industry, in which factory layout it has been implemented, will discuss by [172]. A summary for 

utilising Industry 4.0 for energy efficiency and costs improvements is presented by [173]. They 

discuss different energy efficiency opportunities that the adoption of Industry 4.0 can offer to the 

manufacturing industry and smart factories. Models of energy consumption and energy efficiency 

have thus been proposed in the literature considering different modelling scales from country or 

cities scale [164] to everyday home environments [174]. Focusing on industry, energy consumption 

has been studied at many levels, from manufacturing systems [175], [176] to machine levels [177], 

[178], [179], [180]. The two review papers by Cai et al. [161]  and Yoon et al. [181] provide a global 

overview of energy consumption models and energy saving strategies at all manufacturing scales. 

Energy efficiency aims at eliminating energy waste and, again different level of modelling could be 

considered. A first sustainability metrics is hence the Specific Energy Consumption (SEC), i.e., the 

energy required to process one unit of material (e.g., for milling, SEC is the energy required to 

remove a unit of volume [182], [183]. The correlation between the SEC and the processing rate is an 

indicator of a process’ energy efficiency [184], although a process’ machining efficiency evolves with 

time. In [185], an empirical energy-consumption model for machine tools is developed, leading to a 

closed-form expression for calculating the energy-optimal tool-life and cutting speed, thus 

minimising a tool’s energy footprint. Aiming for low energy consumption and high efficiency, a set of 

energy sustainability cost functions has been developed in [186]. The optimisation problem 

developed and solved in [187] combined energy consumption with economic parameters, namely 

maximising energy efficiency while minimising production cost.  

Greenhouse gases emissions constitute the angular stone of sustainability modelling in 

manufacturing [188]. Energy sustainability is not limited to reducing the overall energy consumption, 

another crucial factor is energy’s origin which needs to be tracked in order to reduce a 

manufacturing activity’s carbon footprint. To one unit of energy corresponds an amount of heat, 

potentially associated with a mass of greenhouse gases (equivalent to a certain mass of carbon 

dioxide 𝐶𝑂2𝑒). For coal, oil, natural gas and biomass, and fossil fuels in general, quantification of 
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carbon emissions is straightforward as their conversion into more usable forms is the emitting 

process. Although electricity – as-is – is carbon free, the primary energy it was produced with is not. 

Therefore, Carbon Emission Signature (CES, in kg/GJ) [188] is a first order approximation of the 

amount of CO2 mass contained in one unit of electrical energy from the power grid, taking 

conversion efficiency into account. This is based on the power grid’s fuel supply pattern, i.e., the 

proportion of electricity which used as primary energy: coal, nuclear fission, wind, etc. Therefore, an 

operating machine’s carbon footprint constitutes a powerful metrics for sustainability modelling. 

This can be evaluated at all times in a sustainability model using CES or metrics based similar 

principles. 

Furthermore, [186] developed a low carbon objective function for dry cutting processes. This metrics 

accounts for carbon emissions related to electricity consumption, tool wear and raw material 

consumption, which includes raw material’s fabrication and transport. Tool wear emissions are 

deduced from the tool life formula; raw material emissions are mostly due to chip generation and 

recycling. Overall, a sustainability optimisation problem is proposed, combining processing time, 

energy consumption and carbon emissions within the objective function, under multiple constraints 

such as maximum absorbed power and efficiency, speed and torque ranges, as well as cutting tool 

life range and feed rate which can affect machining quality and continuity. 

In addition to carbon intensity, [184]  proposed the “energy intensity”, i.e., the Global Domestic 

Product (GDP) per energy use, as another carbon emission contributing factor. Adapting such a 

parameter for manufacturing could lead to a relevant economic sustainability metrics. Technical-

economic cost functions have been proposed to optimise machining operations [183], integrating 

machine-specific parameters, as well as production costs and times. 

Models proposed in this section can be grouped into four classes: theoretical, empirical, discrete or 

event-based, and hybrid models [189]. 

Theoretical models have been proposed, mostly for production process optimisation (waste stream, 

system utility, etc.) or energy consumption, especially for mainstream pieces of equipment such as 

machine tools [182], [190], [191], [192], [193]. Greenhouse Gases (GHG) emission modelling for 

manufacturing equipment is less studied, there were over 270,000 publications for “machine tool 

carbon emission model” over the past ten years, against more than 400,000 publications for 

“machine tool energy consumption model”. To the best of one’s knowledge, to this day there were 

no theoretical GHG emission model developed for production machines; except for those which 

embed an energy converter from fossil fuels to another form of energy, thus emitting greenhouse 

gases through a chemically modelled process (e.g., conversion emissions quantified in [188]. 

Empirical modelling refers to “any kind of modelling based on empirical observations rather than on 

mathematically describable relationships of the system modelled” [194]. Empirical models typically 

comprise non-physical phenomena (production cost-related models, etc.), simplified models of 

complex systems, or learning-based models, e.g., pattern recognition in data as in [195] where 

sparse Gaussian process regression is used to determine a non-parametric energy consumption 

model. Most greenhouse gas emission and economic models for manufacturing processes, are thus 

empirical. Statistic modelling (e.g., multiple regression, neural network (NN), etc.) is often 

accompanied by methodology in design of experiments, in order to select the most relevant 

parameters, thus reducing the problem’s complexity [189]. 

Theoretical and empirical models often present a parametric nonlinear closed-form, e.g., a machine 

tool’s milling process [182], which require calibration from sensor data and machining analysis [186] 
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[193], especially when these contain time-varying or drifting parameters. These models not only 

depend on machine-specific parameters, but also on external factors such as a workpiece’s material 

or interface temperature during machining [189]. 

Event-based models describe processes, e.g., in order to find the energy-optimal cutting sequence 

[196]Authors of [189] highlight the share of desired energy consumption, i.e., used for raw material 

processing, with respect to the total amount of energy consumed – only 25%; whereas 40% is 

consumed in idle time and system losses. Optimising the manufacturing process holistically, i.e., 

taking all production and non-production phases into consideration, justifies the need for discrete 

models. This model type is suitable for high-level modelling, it does not aim for detailed estimation 

though [189]. Such models can also enable sustainable process planning, production scheduling; tool 

condition monitoring and clean machining e.g., minimise the cutting fluids [197]  – although this has 

a dramatic impact on energy consumption and tool wear [198].  

Hybrid models are a combination of all previously mentioned model types  [189]. For instance, 

authors of [199]  modelled the milling process using empirical models for the different 

manufacturing phases, and state transition diagrams to represent operational states, machining 

events, component operating modes, machine tool components. 

While models constitute a representation of real-world objects or phenomena as a set of logical, 

mathematical and computational concepts and equations, a framework is an abstraction providing a 

set of interrelated concepts. As energy sustainability modelling must represent multi-energy systems 

with economic, environmental or potentially social descriptions, a framework is needed to connect 

all aspects holistically. Moreover, a framework should be selected for its ability to yield interpretable 

results, as well as its scalability for the wide range of EnerMan use-cases. 

Energy sustainability frameworks have been developed for several applications, such as strategic 

energy planning for large-scale energy systems (i.e., cities, countries, etc.) [200], [201], cooling in 

data centres [202]  and building energy management [203]. Spatial energy representation is 

preferred for both latter applications, as it allows cooling or heating (e.g., servers) system layout 

optimisation through Computational Fluid Dynamics (CFD) analysis. This is made possible by the 

limited variety of pieces of equipment though; systems within manufacturing plants have more 

complex dynamics and interactions with more control inputs – for these reasons spatial energy 

representation might result in overcomplicated and computationally expensive simulations, with 

little added-value for energy management. 

Focusing on sustainable manufacturing, authors of [204] investigate the analogy between 

sustainability criteria and thermodynamics. Further studies have turned this parallel into a 

framework with a view to analyse manufacturing processes [205], to characterise the material and 

energy resources in particular. Metrics have been derived to quantify energy efficiency with respect 

to theoretical limits, e.g., the “energetic improvement potential” [206], [207]. However, this 

framework is subject to controversy as this analogy can lead to misinterpretations [208]. Such a 

high-level and abstract representation may not be suitable for energy sustainability-based control 

nor would it provide guidelines to improve the manufacturing processes. 

There exist many physical dynamic systems, among which block diagrams, signal-flow graphs and 

bond graphs. Interestingly, the latter classifies physical components into energy-related classes 

which form the nodes of a graph; the arcs being bi-directional exchanges of physical energy. Bond 

graphs present a unified representation for multi-energy domain systems [209], [210] despite a 

potentially wide range of time scales [211], [212]. From this object-oriented framework, energy 
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losses can easily be located or inferred, and automatically processed for control applications [210]. 

There are downsides though, bond graph generation can be tedious, and non-physical aspects might 

be missing or poorly modelled. 

Hybrid models, as in [199], can also provide a unified representation for sustainability modelling. 

This consists in discretising the production process in operational phases linked by state transitions, 

each phase being ruled by a dedicated dynamic. A concept of “Fine Energy Consumption Allowance 

of Workpieces” has been proposed in [213]. 

3.2.2. Sustainability Control 

The main challenge is pursuing the sustainability of manufacturing industries by addressing all 
involved facets (energy, environmental, economic and social). Accordingly, holistic multi-objective 
and multi-criteria frameworks need to be implemented to optimize the whole factory entity, 
involving all systems and processes, including – for instance – production of hot and cold energy 
streams for industrial processes and/or services.  

Energy efficiency can be considered as one of the key components of sustainability. Some studies 

introduce a decision support tool that aims to provide increased energy efficiency in production 

[158]. Decision support tools can be used to determine the lowest energy consuming production 

route without changing the quality and/or quantity of the product. These tools provide an economic 

way to save energy since it can be performed with zero investment. 

Energy Management Systems are being developed [175], [214], [215], [216], [217], although at this 

stage most software focus on monitoring and analysis (energy & emission breakdown), allowing for 

manufacturing process enhancements but hardly true optimisations and even less automated 

energy-aware control loops. Operational frameworks enable multi-objective optimisation [218], 

combining many energy sustainability and financial indicators. Energy system design and planning is 

thus made possible. More generally, energy system models are commonly classified [218], [219], 

[220], [221] as: (i) Energy design and planning models, (ii) Energy demand-supply models, (iii) Energy 

forecasting models, (iv) Data-driven energy models, (v) Emission abatement models, (vi) Energy 

system optimisation models. Further ongoing challenges are presented in [222]. 

Real-time energy control for sustainable manufacturing is being investigated, in particular for (real-

time) multi-machine multi-level cases [223], [224], [225], [226], process optimisation being the main 

focus. For the same application type, [227] developed a distributed feedback control law. Direct 

manufacturing inputs (machine inputs) are seldom used into multi-machine control algorithms. 

Environmental parameters can be controlled as well, for instance a temperature control system for 

production plants has been developed in [228]. 

Concluding on energy management systems for production plants, many monitoring, analysing and 

process optimisation tools are available. Energy control focusing on process optimisation is an active 

area of research; those systems might lack of control capability though. Developing distributed 

control algorithms capable of acting upon machine inputs with a fine understanding of machines’ 

and production processes’ dynamics would certainly be something to look into during the EnerMan 

project. 

3.2.3. Energy Consumption Environmental Impact Modelling 

Legislative regulations and international agreements like the Paris Agreement have been prepared 

to enforce the effort to reduce the emission of greenhouse gases (GHGs) [229]. Greater 
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environmental awareness among customers and introduction of strict environmental regulations 

requires the detailed consideration of the environmental impact of production processes.  

An important environmental impact factor is the carbon footprint because carbon dioxide (CO2) 

emissions are a main cause of the global climate change [230]. The carbon footprint is defined as the 

direct (on-site, internal) and indirect (off-site, external, upstream, downstream) emissions of carbon 

dioxide equivalent of a product or service in its entire life cycle [231]. The carbon dioxide 

equivalency is a quantity used to compare the emissions from various GHGs on the basis of their 

global-warming potential (GWP), by converting amounts of other gases to the equivalent amount of 

carbon dioxide with the same global warming potential [232]. In the EnerMan project, indirect 

upstream emissions from electricity production are considered. In particular, the carbon footprint of 

the electric energy consumption mix will be an important topic. 

In order to reduce the carbon footprint of a product, it is important to identify the carbon footprint 

over the whole product life cycle. The product life cycle includes manufacturing of raw materials, 

production processes, logistics, usage, and recycling or disposal at the end of the life cycle. Within 

the scope of the EnerMan project, the focus is on the calculation of energy related emissions in 

production processes.  

Different standards and guidelines provide a basis for this calculation. The standard ISO 14044:2006 

specifies requirements and provides guidelines for life cycle assessment (LCA). It includes the 

definition of the goal and scope of the LCA, the life cycle inventory analysis (LCI) phase, the life cycle 

impact assessment (LCIA) phase, the life cycle interpretation phase, reporting and critical review of 

the LCA, limitations of the LCA, relationship between the LCA phases, and conditions for use of value 

choices as well as optional elements [233]. Additionally, while LCA only accounts for environmental 

impacts [234], social Life Cycle Analysis (sLCA) and Life Cycle Costing (LCC) consider social and 

economic ones. Coupling all three, the resulting Life Cycle Sustainability Assessment (LCSA) enables 

sustainability impact identification [235]. Indeed, some sustainability impacts are correlated – or 

their causes are – sustainability must hence be analysed holistically. Another drawback with LCA 

approach is the time-consuming, and hence resource-intensive, process-specific data acquisition. An 

alternative to measuring the machine tool’s electrical energy consumption directly, for example, is 

to use aggregate data as is done with EIOLCA [236]. An EIOLCA, therefore, is not specific to the 

design of a particular product. The specific energy model allows a product designer to estimate the 

production consumption without needing to measure power demand directly at the machine tool 

during their part’s production [237], [238]. 

In the EnerMan project, this standard can serve as a basis for further investigations. 

3.3. Overview of Prediction Methods and Energy Cost Forecasting 

In this section, an overview of forecast methods is given. First, the relevant methods are explained in 

general terms. In the second part of the section, these methods are applied to the forecasting of 

energy costs. 

3.3.1. Prediction Methods 

Classification of forecast methods 

An important factor in forecast models is the time frame for which the model is valid. While short-

term forecasts are an important indicator for energy utilities, long-term forecasts aim to identify 

trends and seasonal fluctuations [239]. One problem here is the weak delineation of the time 
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horizons between short and long term [240]. There is a collection of mathematical and statistical 

methods for making forecasts. Selected ones are briefly presented below. 

Autoregressive approach 

In autoregressive methods, it is assumed that the time series under consideration depends on an 

adaptable polynomial equation and a stochastic disturbance. In this method, an attempt is made to 

extrapolate into the future by means of regression based on past trends. Since the time of the 

observations can be weighted in this method, it is suitable for both short- and long-term forecasts. 

Exponential smoothing approach 

In the exponential smoothing approach, a smoothed time series is created based on past 

observations. The time window considered for the smoothing is the most important adjustment 

parameter. Since the method only takes into account the observations that occurred in the time 

window, it is suitable for the detection of trends. For the processing of energy data, it can also be 

used to remove outliers from the typical quarter-hourly measurements and thus have adjusted data 

points for long-term forecasts. 

Machine learning methods 

Machine learning methods are divided into supervised, unsupervised and reinforcement learning. 

These learning methods adjust the weights of an underlying information carrier, usually an artificial 

neural network. Supervised learning is particularly suitable for predicting future data based on past 

data and was already proven to work for energy consumption forecasts [241]. A more detailed 

explanation of these techniques is given in the following Section 3.4. 

 

3.3.2. Energy cost forecasting 

The energy costs consist of the energy price and the energy quantity. In order to be able to predict 

energy costs, energy price and energy quantity must be predicted as accurately as possible. In 

addition to the composition of the energy price, established methods of price forecasting are 

explained below. 

Electricity price forecasting 

The retail electricity price consists of several pricing components. In addition to the costs incurred in 

the generation of energy, costs are also incurred in the construction, maintenance and use of the 

electricity grid. While the retail electricity price is fixed in most cases, the wholesale share incurred 

for power generation varies widely [242]. This is due to the fact that supply and demand on the 

wholesale electricity market are constantly changing. While the forecast offtake in practice 

corresponds well with the real offtake, sustainable sources of electricity are usually difficult to 

estimate due to the fluctuations in environmental conditions. However, these fluctuations are often 

neglected in energy price models and approximated by stochastic methods [243]. 

Country-specific levies are added to the energy production and transport costs [242]. These include 

a surcharge for sustainably produced energy. However, this does not depend on the current 

electricity mix. For the EnerMan project, therefore, the electricity composition, i.e., CO2 emissions, 

should also be taken into account and priced in order to access a realistic database here. 

Additionally, the existing models for wholesale pricing must be extended to take the specific levies 

into account [244]. 
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Various models can be used for the analysis and prediction of the wholesale electricity price. 

According to Weron, these include: multi-agent models, fundamental methods, reduced-form 

models, statistical approaches and computational intelligence techniques. 

Multi-agent models 

Multi-agent models simulate the interactions between different agents using game theory. In this 

method, energy consumers and producers can be agents. The individual agents have the goal of 

maximising their own advantage and are not or only partially cooperative [240]. This behaviour 

creates the so-called Nash equilibrium. However, the regulations in electricity generation create 

information symmetry between the agents to a certain extent. In the EnerMan project, it can be 

assumed that internal agents behave cooperatively and that the information is distributed 

symmetrically between the agents.  

Fundamental methods 

Fundamental methods attempt to identify the values underlying the model and use them as a basis 

for forecasts. Since the energy decrease can be determined sufficiently well with autoregressive 

methods, efforts here usually concentrate on the exact determination of the parameters wind 

energy, solar energy as well as temperature.  

Inherent in this method is a factual assessment. On the spot market, however, investors' 

expectations are traded, resulting in a divergence between inherent and traded value. For the 

EnerMan project, fundamental methods are particularly relevant for the prediction of the 

sustainable electricity share, as it is based on the underlying values. 

Reduced-form models 

Reduced-form models are essentially based on the autoregressive method. Basically, they can be 

divided into jump-diffusion models and Markov regime-switching models. Reduced-form models 

attempt to approximate the stochastic parameters [245]. For the EnerMan project, these methods 

can potentially be used for in-house predictions of energy consumption in addition to price 

predictions. In contrast to the computational intelligence models, the reduced-form models offer 

good traceability and are therefore particularly suitable for less complex forecasts. 

Electricity load forecasting 

In addition to the forecast models for the electricity price, the expected load profile is also relevant. 

However, since the load profile has no market volatility, the random influences are also reduced. In 

addition to the use of stochastic methods, this also allows the use of look-up methods for short- and 

long-term forecasts [240]. For the EnerMan project, the choice of the system level considered is 

particularly relevant here. While the current and forecast load profiles can be viewed at grid level on 

the Entso-e Transparency Platform, the EnerMan project could select the shop floor under 

consideration as the load profile forecasting level. In this way, forecasts can be made at the shop 

floor level using the established methods. The existing forecasting methods may be the basis for an 

additional monitoring to detect energetic anomalies [246]. 

For load forecasting, Entso-e [247] mentions the following forecasting possibilities:  

Table 7: Load forecasting methods grouped by forecast period 

Short-term forecasting methods Medium- & long-term forecasting methods 
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Similar day look up 

Regression based 

Time series analysis 

Artificial neural nets 

Expert systems 

Fuzzy logic 

Support vector machines 

Trend analysis 

End use analysis 

Econometric analysis 

Artificial neural nets 

Multiple linear regression 

Strikingly, the methods of load forecasting overlap very strongly with the methods of price 

forecasting. The scientific literature shows that machine learning methods have been used more and 

more in recent years [243]. Therefore, they will be explained separately in the following section. 

3.4. Machine Learning/Deep Learning for Prediction 

3.4.1. Introduction to Industrial Artificial Intelligence 

The machine learning is a computer technique to optimise the performance of a system by a training 

[248], through example and dataset, in order to predict the future evolution of the system itself. It is 

based on the imitation of the human intelligence and the concept of human neuron.  

The Rosenblatt’s perceptron is the first and simplest algorithm to describe how a neural network 

works. The model is composed of a single neuron with synaptic weight and a bias. The model 

consists of a linear combination of a set of inputs and a bias, followed by a limiting function that 

regulates the maximum output value. 

3.4.2. Machine Learning Techniques 

There are several algorithms that exploit machine learning concepts. The majority of them are tools 

of classification or regression that attempt to find analogies and regularities in the input data, and 

artificial neural network [249] structured in layer of neurons. The machine learning algorithms also 

use digraph representation as in the artificial neural networks and in decision tree representation. 

Other algorithms are based on the competitive learning where each neuron compete with the other 

to attract the similar inputs in a cluster.  

All techniques can be grouped into three kind of categories [248]: (i) supervised, (ii) unsupervised 

and (iii) reinforcement learning, characterised by different approaches in the training phase. 

The supervised learning requires a set of outputs associated to the inputs in the training phase. The 

output dataset is a target to achieve during the training. The supervised machine learning algorithms 

lead to the optimisation of the network in order to obtain outputs as similar as possible to the 

provided outputs. Once the network is arranged, it will be able to predict the output of a new set of 

input data based on the past experience. This kind of algorithms is appropriate for classification 

problems and regression problems as well as prediction in similar situations.  

The unsupervised learning has no output dataset associated with the input dataset. The algorithm 

works only on the relationship among the inputs trying to find pattern and similarity. This kind of 

algorithms is appropriate in classification problem and clusterisation where the input data are 

grouped for analogy. The neurons of the network compete with each other to attract the input so 

that they can be organised in maps. In other algorithms there are recursive neural networks that 

arrange the network through the knowledge of the outputs. 
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On another hand, the reinforcement learning works mapping the available action in the current 

situation in order to maximise the rewards. It is based on the modelling of concepts such as 

environment that is the model of the world, agent who explores the world, reward function (or 

punishment function) to guide the agent in the choices. The aim is to explore the environment 

(possible action) and find the best action collecting the reward. This kind of algorithms is based on 

Gaussian processes that try to find the best action knowing the current situation and past 

experience. 

Furthermore, the probabilistic forecasting is a technique that tends to achieve a predictive 

distribution set of data. 

In the following table the main machine learning algorithms are depicted, classified through the 

learning approach they use. 

Table 8: Machine learning algorithms classified by learning approach 

Machine learning 

algorithms 

Neuron model Rosenblatt’s perceptron 

Supervised learning 

Support vector machine 

Instance-based learning 

K-nearest neighbours 

Ensemble learning 

Neural networks 

Multiple regression–logistic regression 

Decision tree 

Gradient boosting  

Additive models 

Locally weighted learning 

Bag of words 

Random forest 

Unsupervised learning 

k-means 

Self-organising maps 

Principal components analysis 

Reinforcement learning 

PILCO 

SMART 

Gaussian process regression 

Bayesian networks  

Statistical algorithms Probabilistic forecasting 
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3.4.3. Deep Learning Techniques 

The deep learning is a subset of the machine learning [250] structured as neural networks arranged 

in multi-layers. This technique leads to significant performance respect to the other machine 

learning techniques. An example of deep learning are the convolutional neural networks, an 

evolution of the artificial neural network. They are composed of a large number of layers and use the 

convolution to increase the performance but need a very high computing power. These techniques 

are grouped in supervised and unsupervised learning algorithms as explained in the previous 

paragraph and can be applied in situation where there is a large amount of data to process. Many of 

these algorithms are used to make more accurate predictions i.e., about the energy consumption 

patterns during production [251]. 

The following table presents the main deep learning algorithms divided in supervised and 

unsupervised learning. 

Table 9: Deep learning algorithms, supervised and unsupervised learning 

Deep 

learning 

algorithms 

Supervised learning 

Long short-term memory neural networks (supervised deep learning) 

Convolutional neural networks 

Recurrent neural networks  

Restricted Boltzmann machine 

Multiple linear perceptron 

YOLOv2  

Convolutional Neural 

networks 

Auto encoders  

Convolutional neural networks  

Recurrent neural networks  

Restricted Boltzmann machine  

CAMP-BD 

 

3.4.4. Machine Learning for Prediction and Real-Time Monitoring of Complex Data 

 

Functional Data Analysis 

In many industrial scenarios, the rapid development of data acquisition technologies is facilitating 

the collection of rich and complex real-time functions, which are usually referred to as profiles, as 

well as image data [252], [253]. Functional data analysis [254] is the branch of Statistics that 

provides tools for the analysis of this type of data. Unsupervised (e.g., functional clustering, 

functional principal component analysis) and supervised (e.g., functional regression and 

classification) techniques are available in the literature, which extend machine learning techniques 

for multivariate data to functional data. In particular, the recent literature provides many 

contributions on applications of functional data analysis to the prediction of energy consumption, 

CO2 emissions and sustainability parameters. 

Among the unsupervised techniques in functional data analysis, [255] proposed both functional 

clustering and functional regression (i.e., also supervised learning) for short-term peak load 
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forecasting using past heating demand data. [256] proposed a functional latent block model for the 

co-clustering of electricity consumption curves, so that summaries can be obtained of large 

consumption data, which can be collected thanks to recent policies for smart meter development. 

[257]  used functional data analysis and functional clustering to investigate changes in China's energy 

security level, i.e., the availability of natural resources for energy consumption. [258] proposed a 

functional coefficient panel approach for regional long-run energy demand forecasting, based on 

functional principal component analysis. 

In the literature of supervised techniques in functional data analysis, [259] applied functional data 

analysis on high-frequency electricity load curves to identify drivers of residential electricity 

consumption, showing that daytime patterns of electricity consumption depend on the ownership of 

specific clusters of electrical appliances. Moreover, they evaluated a real-time feedback intervention 

that is shown to achieve an overall reduction of the energy consumption. [260] proposed a fuzzy 

system approach to functional data analysis to build a nonlinear functional regression model and it is 

shown to be effective, compared to standard functional regression models, in several applications, 

including the prediction of electricity usage and energy consumption on the basis of the temperature 

curves, using data from a French electricity transmission system operator. [261] proposed 

procedures to build prediction intervals in one-day-ahead forecasts of electricity demand and price 

using functional regression models. [262] proposed a functional data approach for forecasting 

quantile curves of electricity demand, so that the focus is not restricted to deterministic forecasts of 

mean or median, but the interest is more general to probabilistic forecasts of the electricity load. 

Predictions allow to include environmental variables as predictors like meteorological forecasts. 

Profile Monitoring 

Another important area is profile monitoring, i.e., the use of control charts to monitor quality 

characteristics when modelled as functional data. In many industrial applications, there is an interest 

in monitoring sustainability parameters, provide early detection (possible prognosis) of anomalies, 

identify trends, diagnose possible causes of problems and the availability of this type of data can 

help to achieve these objectives. [263] provide an overview on recent profile monitoring papers. 

[264] proposed an integrated monitoring and root-cause diagnostics approach for high-dimensional 

data streams and image data, based on principal component analysis and an adaptive choice of the 

principal components that are most likely to be affected by process changes. [252] show how to 

adjust a quality characteristic profile to be monitored for the effect of the additional variables 

available as profiles as well, using the so-called functional regression control chart. They showed an 

application to monitoring CO2 emissions from ship navigation.  

Real-Time Monitoring of Functional Data 

In functional data analysis and profile monitoring literature there is growing attention on real-time 

monitoring. Profiles and images are often obtained as streams of massive amounts of observational 

data and are observed over temporal domain. In these cases novel approaches show how to apply 

monitoring procedures in real time [265], [266]. In the context of prediction and monitoring of 

energy consumption, it is also important to predict environmental variables that may affect the 

energy consumption. [267] proposed a functional data analysis framework to detect changes in 

temperatures that may cause anomalies for aircraft electrical generator.  They also built a digital 

twin of the electrical generator and compared several machine learning algorithms for the detection 

of anomalies prior to failure events. [268] proposed a global online monitoring procedure based on 

the discrete wavelet transform that uses a local recursive cumulative sum control chart (CUSUM), 

which they applied to a real case study in manufacturing. [265] proposed real-time control charts 
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based on functional regression for monitoring CO2 emissions from ship fuel consumption, where a 

scalar quality characteristic is adjusted for the effect of functional predictor variables having 

influence on it. [266] proposed a novel process monitoring methodology for high-dimensional data 

streams including profiles and images, using recursive estimation procedures for spatiotemporal 

smooth sparse decomposition of the original tensor data and providing useful diagnostic information 

about possible location of change in the functional mean. 

Interpretable Machine Learning 

Since machine learning algorithms have great potential for improving products, processes and 

research, but usually do not explain their predictions, this is a barrier to the adoption of these 

methods. Then, the recent literature provides methods to interpret machine learning algorithms 

[269]. One can use simpler, parametric statistical models such as multiple linear regression and 

generalised linear models, for which it is often easy to interpret the effects. In the case of high-

dimensional data, sparse methods such as lasso regression [270]  allow to automatically obtain only 

a small subset of relevant predictors from the initial set of available variables.  

While lasso regression also exists for more complex settings such as functional data [271], one step 

further to increase flexibility but retaining interpretability is to use generalised additive models 

[272], which allow to use general smooth, non-linear, non-parametric effects. In the context of 

energy prediction, [273] provided methods to estimate generalised additive models with large data 

sets for electricity grid load prediction. [274] proposed an ensemble method for probabilistic 

forecasting of disaggregate electricity demand, which is an aggregation of experts with mixture 

weights depending on covariates via an additive structure. 

When one goes beyond interpretable models and uses complex machine learning algorithms for 

prediction, model-agnostic methods for interpretation of machine learning methods can be used. 

One of the most common approaches to show the marginal effect of a predictor variable on the 

predicted outcome of a machine learning model is partial dependence plots [275], which however 

can produce erroneous results if the predictors are strongly correlated. [276] proposed a new 

visualisation approach known as accumulated local effects plots to show the marginal effect of a 

predictor variable, which do not require this unreliable extrapolation with correlated predictors. In 

the context of energy prediction, recent papers focus on the problem of providing interpretability to 

machine learning methods. In particular, [277] proposed a clustering-based prediction framework 

with two tree-based algorithms to provide short-term prediction of solar energy from photovoltaic 

panels and they provide an interpretability analysis to reveal the features that are important for the 

prediction. [278] proposed hierarchical probabilistic forecasting of electricity load demand with 

smart meters, where forecasts are made coherent in the sense that the forecast of the aggregated 

series is equal the sum of the forecasts of the corresponding disaggregated series. [274], whose 

work is mentioned above, used accumulated local effects plots of [276] to facilitate the 

interpretation of the covariate’s effects on the expert’s weights, which are non-linear in the model 

parameters. Moreover, they showed that having more accurate predictions can be exploited to use 

home batteries to optimise the electricity cost under a peak-load tariff. [279] provided tools, based 

on the Shapley additive explanations, to interpret the predictions of a machine learning model 

predicting the electrical energy consumption of an electric arc furnace. 

Application of AI for Control and Optimisation of Energy Flows in Industries 

AI provides a “magic tool” for control and optimisation of energy flows in industries with a view to 

the “smart and sustainable energy industry” paradigm [280]. Accordingly, significant industrial data-
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driven energy savings can be achieved, grounded in experimentation and knowledge-based data, as 

shown by [281]. The authors argue that the true challenge for Industry 4.0 concerns communication 

and infrastructure problems, not so significantly the modelling techniques. In this regard, current 

methods and technologies for industrial energy savings are reviewed to showcase the potentials of 

more accurate and effective digital twin-based infrastructures for the industry, based on 5G, IoT and 

AI. In this concern, interesting insights are offered into the symbiosis between researchers and 

industrialists for such a transition as well as guidelines to foster advanced energy-saving systems. 

The strong link between smart and green – i.e., sustainable and energy-efficient – manufacturing 

through the implementation of AI techniques has been outlined by further studies as well, e.g., 

[282], [283], [284]. 

[284]  investigated the role of several AI technologies, such as knowledge graphs, Bayesian networks, 

and Deep Learning, to solve major issues in green manufacturing, especially as concerns safety 

management. Accordingly, specific technical challenges are presented, including knowledge 

acquisition and reasoning about scarce error data, accurate fusion of heterogeneous data, early 

warning and aided decision-making through optimisation to properly address the energy flows. [283] 

discussed the major challenges and opportunities of AI for sustainability addressing (i) overreliance 

on historical data in machine learning models, (ii) uncertain human behavioural responses to AI-

based interventions, (iii) increased cybersecurity risks, (iv) adverse impacts of AI applications, (v) 

difficulties in measuring effects of intervention strategies. As concerns industrial case studies, this 

paper shows how AI represents a huge opportunity to leverage hardware and software to learn new 

ways of organising industrial processes and global supply chains, aiming at reducing water, energy, 

and land consumption as well as polluting emissions. [284] focused on the importance of smart 

Industry to promote a sustainable growth. In this frame, ICTs are the foundation for tomorrow 

innovative solutions, and the two major drivers are smart embedded systems and the internet, 

which are revolutionising several industrial sectors, e.g., medical, manufacturing, automation, 

energy and others. The application of these technologies in a smart grid framework with the 

integration of energy flows’ optimisation and renewable energy source systems let the IoT take the 

sustainable and industrial character under the name "Green Industrial Internet of Things (GIIoT)”. 

GIIoT and Green Industrial Artificial Intelligence are the key paradigms for the industry of today and 

tomorrow.  

In this frame, interesting case studies about the link between smart and green manufacturing to 

control/optimise industrial energy flows are proposed by recent papers ensuring huge reductions of 

energy consumption, environmental footprint and/or lifecycle costs. Table 10 shows some 

heterogeneous examples from different industrial contexts. 

Table 10. Applications of Artificial Intelligence for control and optimisation of energy flows in industries  

Reference Case Study 
ML/DL and 

Optimisation tools 

Aim Remarks 

[285] Google 

- Neural network-

based controller 

predicting and learning 

the power usage 

efficiency of industrial 

data centres 

success in catching erroneous meter 

reading and optimizing plant 

operational parameters 

[286] 

injection 

moulding and 

stamping 

- wavelet 

transformation 

- segment clustering 

- SVM 

implementing a data-

driven Decision Support 

System (DSS) to attain 

process energy savings 

to reduce amount of sensors and data, 

the DSS included an intelligent 

framework to detect the process 

operational states based on energy 

measurements; accuracies higher than 

95% 
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[228] 

manufacturing 

operations of 

small and 

medium sizes 

- correlation analysis 

on energy, work 

and data flows on 

industrial machines 

developing a data-driven 

energy-smart production 

management system 

named e-ProMan, i.e., a 

real-time, virtual and 

user-friendly factory 

model 

e-ProMan can be used to control, 

optimise and manage the use of energy 

on manufacturing shop floors by real-

time measurement and analysis, so to 

understand energy, data and workflows 

[287] 
manufacturing of 

countershafts 

- discrete events 

modelling 

- GA (weighted fitness 

function) 

minimising electrical 

energy, furnace gas 

energy, removed 

material mass by cutting, 

loss of cutting lubricant, 

number of cutting tools 

optimisation reduced cutting lubricant 

and energy costs by shortening the 

cutting; only one fitness/cost function 

was considered (no Pareto approach) 

[288] 
manufacturing 

machines 

- ANNs optimised by a 

GA (NSGA-II) 

performing data-driven 

energy prediction for the 

consumption of a 

machine tool 

the use of GA to optimise ANNs’ setting 

and training ensured high prediction 

accuracy 

[289] 
combined heat 

and power plant 

- regression analysis 

- random walk 

- ANNs 

achieving a stochastic 

Monte Carlo optimal 

planning decision in a 

waste-to-energy 

plant 

electricity prediction was successful in 

nearly 65% of observations; worse 

performance was achieved for thermal 

energy prediction, i.e., 16% 

[290] 
industrial cloud 

robotics (ICRs) 

- distributed energy 

condition 

perception 

- Big Data analysis 

developing a novel 

system architecture 

focused on distributed 

energy savings 

the system can analyse energy 

consumption fluctuations associated 

with ICRs operating states: foundations 

for scheduling optimisation 

[291] 
crude distillation 

units 

- Taguchi method 

- GA 

- ANNs 

data-driven optimisation 

to minimise energy 

consumption 

the ANN model drastically reduced the 

calculation time and was capable of 

predicting optimum cut-points 

[292] 
casting in a steel 

plant 

- enhanced ANNs 

(TRASFORM 

algorithm) 

- Multi-Objective GA 

(NSGA-II) 

maximising slab exit 

temperature, maximising 

casting speed, 

minimising bulging 

ANNs are governed by parameters, e.g., 

architecture and sample sizes, whose 

heuristic assumption deteriorates the 

surrogate quality. TRANSFORM solves 

this issue through a logical framework 

that intelligently estimates such 

parameters 

[253] 

ceramic 

manufacturing 

industry 

- energy Big Data 

perception and 

acquisition using IoT 

developing a complete 

architecture to identify 

energy-saving 

opportunities from data 

monitoring 

comprehensive framework for 

manufacturing enterprises to obtain a 

new mode and analytical approach 

during the whole process for reducing 

waste, emissions and costs 

[293] 

large biomedical 

manufacturing 

facility 

- ordinary least 

square 

- K-nearest 

neighbours 

- ANNs 

- SVM 

applying a computing -

based system – 

IntelliMaV – to verify the 

energy savings in near 

real-time 

novel, cloud, computing-based 

application of machine learning with 

large datasets to verify energy saving 

measures automatically and in near 

real-time; 

limitations: measurement frequency of 

training data and site specific data 

pipeline 

[294] 

hypothetic data 

according to real 

machining setups 

- Deep Belief Network 

- GA 

reducing energy 

consumption in a 

simulated machine tool 

simultaneous optimisation of machine 

tool, cutting tool and machining 

conditions; simplified case study 

[295] oil refinery 
- correlation-based 

principal 

component 

finding optimal 

processing conditions to 

improve, simultaneously, 

process energy improved by 3.5%, 

acidification potential improved by 

90.89%, main product yield improved 
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analysis-aided 

statistical process 

optimisation 

(PASPO) 

product quality, process 

energy and 

environmental impacts 

by 84.4%, quality improved 46.5% 

[296] 

manufacturing of 

a rotary impeller 

using a turn-mill 

machine tool 

- ANNs 

- ANOVA 

- Multi-Objective GA 

minimising specific 

energy consumption, 

minimising surface 

roughness (i.e., 

maximising product 

quality) 

comprehensive Pareto optimisation of a 

single device 

Table 10 outlines that the most used AI techniques for control and optimisation of energy flows in 

industries are ANNs and SVM (or SVR). That is why strengths and weaknesses of such techniques are 

focused. SVM features high performance, high accuracy, good handling of high dimensional data, 

but lack of transparency and extensive memory requirements. ANNs are good at handling large 

datasets, detect all possible interactions between prediction variables as well as complex non-linear 

relationships, but they feature high hardware dependencies, unexplained behaviour of the network, 

unknown network duration. 

The above applications show that several studies addressed the optimisation of specific industrial 

processes in order to achieve energy savings, mainly as concerns electricity consumption. However, 

few studies proposed holistic approaches for the optimisation of all plants’ processes and systems, 

considering also space conditioning – which can be significant [297]– under the smart factory 

paradigm. Accordingly, there is a lack of comprehensive multi-objective [298] and multi-criteria [299] 

frameworks addressing energy, environmental, social and economic performance indicators with a 

view to sustainability. EnerMan aims to fill such a knowledge gap. 

3.5. Simulation of Industrial Processes 

At this point, tools have been highlighted with a view to measure, track, predict, optimise and 

control sustainability performance. However, sustainability analysis and control require deep 

knowledge about the industrial process, and therefore EnerMan must hence provide simulation 

software. 

Simulation techniques are broadly used to design, operate and optimise manufacturing systems. 

Overview papers such as [300], [301] review a large body of work from both academia and 

practitioners on the use of simulation to help analyse and solve complex decision problems faced in 

industrial processes. Exemplary application areas with possible relations to the EnerMan pilots and 

important problem types covered in the different areas are given in the following table. Important 

simulation techniques frequently applied in these areas are Discrete Event Simulation (DES), System 

Dynamics (SD), Agent-Based Simulation (ABS). Sometimes also combinations of these techniques are 

applied, either in the form of hybrid simulation (several techniques supported by a single simulation 

tool), or co-simulation (different simulation tools coupled with each tool simulating different aspects 

of the system under investigation). 

 

Table 11: Example application Areas of Simulation of Industrial Simulation 

Application Area Sub-categories 

Assembly line balancing Design and balancing of assembly lines 



 

60 
 

D1.1 - SoTA and Analysis of current practices 

Capacity planning Uncertainty associated with capacity planning, changing capacity levels (e.g., adding 

handling/storage resources, effects of bed reductions at a hospital, number of berths at a 

port), sequencing the expansion of current resources, improving current operations to 

increase capacity 

Forecasting Comparing performance of alternative forecasting models 

Inventory management Risk and cost of holding inventory, determining inventory levels, continuous 

replenishment, inventory policy, determining reorder points and batch sizes 

Just-in-time Design of Kanban systems, how Kanban can be used 

Process engineering-

manufacturing 

Process design and improvement, anticipating start-up problems, investigating equipment 

and operating problems in planning stage, design of new facility, performance 

measurement 

Process engineering-service Design, evaluation, and implementation of new technologies; multiple changes to service 

delivery process including scheduling rules, capacity, layout, analysis of bottlenecks, 

performance measurement 

Production planning and 

inventory control 

Two or more of the following topics: safety stock, batch size, bottlenecks, Rop methods, 

forecasting, and scheduling rules 

Manufacturing operations 

planning and Scheduling 

Throughput times, delivery reliability, job sequencing, development of equipment 

schedules, production scheduling, scheduling resources to minimise idle time, matching 

labor to demand, order release, flight scheduling, shop-floor control 

Workforce planning Workforce scheduling, cross-training, labor staffing versus customer service levels, labor 

flexibility versus investing in equipment 

Depending on the goal of a simulation study, models with different scopes and various levels of 

detail can be applied ranging from very detailed to more coarse and abstract representations. We 

differentiate four levels of abstraction also relevant for  EnerMan. The levels presented here 

originate from semiconductor manufacturing [302], but can be applied to other areas of industry as 

well. Ranked from low to high, these levels are: tool and work centre, manufacturing site, internal 

supply chain, end-to-end supply chain. 

While simulation models on the lowest level focus on single pieces of equipment or a single work 

area, the second level encompasses the entire factory’s shop-floor, e.g., all work areas of a factory. 

The third level models the company’s supply chain as a whole including all subcontractors and 

suppliers. Lastly, the fourth level integrates all players of the semiconductor supply chain including 

tier one customers, end customers, primary suppliers, and raw material suppliers. Each lower level is 

included within the next consecutive level. Figure 12 shows the relationship of these four different 

aggregation levels for the simulation of industrial processes. 
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Figure 12: Four Levels of Manufacturing Simulation [303] 

3.5.1. Energy and Sustainability Aspects in Industrial Simulation 

While historically simulation of industrial processes focused largely on optimising economic or 

logistic objectives such as reducing costs or maximising throughput, due to global challenges such as 

climate change also the environmental impact of industrial processes becomes more and more 

important. This is also reflected in a growing body of literature regarding the modelling of 

environmental aspects in general and energy flows in particular together with the “classic” 

objectives of industrial processes.  

This leads to more holistic modelling approaches going as far as combining simulation techniques 

from Building Energy Modelling (BEM) and Manufacturing Process Simulation (MPS) to achieve a 

comprehensive picture of the energy flows of a production site. [304] presents tools and application 

examples following this branch of work. 

Following the classification of [305] three basic paradigms can be distinguished regarding the 

simulation of manufacturing systems including energy flows (Figure 13).  

In Paradigm A conventional discrete event simulation (DES) tools are used to simulate manufacturing 

systems and typical variables like the state of machines or production time. This information is given 

to an (external) evaluation tool where the data are converted to environmentally related variables 

(e.g., energy consumption).  

Paradigm B stands for the dynamic coupling of different (DES and evaluation) tools which allows a 

more detailed analysis of, e.g., energy flows with the consideration of existing interdependencies 

between different factory subsystems.  

In Paradigm C all environmentally relevant features are implemented within one (DES) application. 
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Figure 13: Paradigms for simulating energy flows in manufacturing systems [306] 

Figure 14 presents key characteristics for a selected approach following a certain paradigm. For 

paradigm A the SIMTER Project SIMTER [307], [308] was chosen, coupling multi-objective simulation 

with integrated evaluation of environmental, ergonomic and technical aspects. 

Energy oriented manufacturing system simulation environment by Herrmann and Thiede [309] is 

chosen in [305] as a combination of paradigms B and C. The approach describes a generic simulation 

environment for all relevant energy flows of process chains and factories including the 

interdependencies with technical building services (combination of paradigm B and C – integration 

of paradigm B idea in one application).  

Embodied product energy modelling [175] is a simulation concept, which includes direct and indirect 

energy consumption in manufacturing and emphasises information feedback to product design 

(chosen as an example of paradigm C). 

 

Figure 14: Selected examples for each paradigm [167] 

3.5.2. Practical Example Semiconductor Manufacturing: Flexibility in Global 

Manufacturing Network as Enabler for CO2 Reduction 

The example presented here is taken from [310]. The semiconductor supply chain is characterised by 

several factors which makes it challenging for companies to achieve a competitive advantage. 

Among other challenges, the semiconductor companies need to cope with the high demand 

volatility by optimising production capacities of their in-house sites. The flexible utilisation of the 

global manufacturing network is often used by companies to improve the utilisation of expensive 

machines without buying more. 
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The practical example presented in this section shows a simulation study which tested the 

hypothesis: how the flexibility of a global SC enabled by a global production network could be a 

driver for the CO2 reduction? The simulation model is built using the AnyLogic Software [311], the 

simulation is developed using discrete event simulation technique. An entire manufacturing network 

is simplified into two front-end fabs, two back-end fabs and one distribution centre (DC). The 

product line used in the simulation is assumed to be flexible in the sense that it can be produced in 

either fab. 

The simulation results show the best values of the gram of CO2 per product produced is obtained for 

different values of flexibility. The optimal value of CO2 per component is obtained at higher forecast 

accuracy values. The lower the forecast accuracy, the more flexibility is needed to enable the SC to 

cope with the demand volatility. This gives space for manoeuvring for companies to choose the 

value of flexibility that gives the best carbon footprint. Figure 15 shows the results obtained from 

this simulation model. 

 

Figure 15: The results of semiconductor supply-chain simulation study [310] 

3.6. Industrial Digital Twins Systems   

3.6.1. What Is a Digital Twin in the Context of EnerMan? 

The Digital Twin (DT) acts as a virtual copy of an industrial production system creating a bi-

directional link that enables it to interact with the physical counterparts. A DT should guarantee the 

implementation of services to support monitoring, maintenance, management, optimisation and 

safety [312].  In [313], it is stated that nine services should be implemented by a DT. In the context of 

EnerMan project, the most relevant service is the “Energy consumption analysis”. The 

aforementioned service needs at least three other interrelated services to be implemented; the 

“Real-time state monitoring”, the “Product failure analysis, prediction and maintenance” and the 

“Intelligent optimisation and update” [314]. The DT can act as the intermediate to reflect the current 

and future states of all the participating machines in a production process. Hierarchically, each 

process can be decomposed into activities and transitions and related energy-consumption models 

will be associated with them respectively. The DT using the EnerMan Simulation and Forecasting 

modules will establish an energy-consumption model for the entire production process, reflecting at 

each time point different production states. The EnerMan Decision Support System (DSS) (T3.4) will 

collaborate with the DT to evaluate and propose different production execution scenarios and 

scheduling points in order to minimise the energy cost and the environmental impact. The use of DT 
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in estimating the energy consumption in a drilling production process is presented in [315]. Figure 16 

presents how a digital twin implements data-driven energy savings and the requirements on the 

computational and communication infrastructure to establish them in industrial environments [281].   

 

Figure 16: Digital Twins and Infrastructures for Energy Efficiency [281] 

3.6.2. Commercial Digital Twin Platforms and Systems 

DT Market size exceeded USD 4 billion in 2019 and is estimated to grow at a compound annual 

growth rate of over 30% between 2020 and 2026. Energy applications could account for a notable 

share of these revenues. Undoubtedly, the increase of power consumption every year drives the 

demand for digital twin platforms commercially available for integration, in sites where, energy is 

produced and consumed massively. 

The last three years such systems have seen an increasing acceptance by industry and many 

important applications have been served by the large companies’ solutions such as Siemens, 

Microsoft Azure and IBM as well as many newer competitors in the form of start-ups. These new 

Digital Twin Start-ups are working on fusing even newer technologies bringing together AI, 3D 

modelling (of both physical objects and processes) and energy consumption forecasting for the 

industry. 

In this subsection, the commercial offerings of energy management digital twin platforms with the 

widest acceptance are presented, as a state of the market study, and application examples for each 

one is discussed. Also, as prototype developers, some new thriving early tech adoption companies 

are presented towards the end. 
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3.6.3. Azure Digital Twins 

Microsoft Azure Digital Twins allows partners to take advantage of the platform’s data schemas and 

advanced computing capabilities. Users’ insight into equipment and facilities, uncover what can help 

reduce operating energy costs and improve overall utilisation of energy and space [316]. On the 

other hand, energy producers can create digital replicas with simple APIs of grid assets like 

substations, transformers, and distributed energy resources (DERs). Azure together with partners is 

working on new energy optimisation and forecasting scenarios, including utilising connected 

distributed energy resources to balance the distribution grid to avoid expensive infrastructure 

upgrades and outages, automated carbon footprint reduction, and new ways to include smart 

charging infrastructure for electric vehicles. 

 

 

Figure 17: Azure Digital Twins platform1 

As an application example, Agder Energi, a Norwegian electric utility, is using Azure Digital Twins to 

identify ways to operate its electrical grid more efficiently. They model distributed energy resources, 

device controls, and predictive forecasting - thus avoiding costly and time-consuming energy 

upgrades. The possibilities for Azure Digital Twins as an energy consumption management tool also 

extend beyond single buildings and into models of whole cities or campuses. L&T Technology 

Services (LTTS) built a comprehensive solution for Smart City applications. The solution provides a 

virtual representation of an entire connected city and its building infrastructure, providing AI 

capabilities. LTTS i-BEMS Digital Twin dashboards optimise building energy management and tenant 

experience management [316].  

                                                             
1 https://www.linkedin.com/pulse/digital-twin-evolution-path-simulation-based-twins-%C3%A7a%C4%9Flayan-arkan/?utm_source=mp-

social&utm_medium=smm&utm_campaign=social&utm_content=LI-article-digital-twin-evolution-the-path-to-simulation-based-twins 

https://www.linkedin.com/pulse/digital-twin-evolution-path-simulation-based-twins-%C3%A7a%C4%9Flayan-arkan/?utm_source=mp-social&utm_medium=smm&utm_campaign=social&utm_content=LI-article-digital-twin-evolution-the-path-to-simulation-based-twins
https://www.linkedin.com/pulse/digital-twin-evolution-path-simulation-based-twins-%C3%A7a%C4%9Flayan-arkan/?utm_source=mp-social&utm_medium=smm&utm_campaign=social&utm_content=LI-article-digital-twin-evolution-the-path-to-simulation-based-twins
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3.6.4. Bentley Systems 

Bentley Systems developed a suite of services called Connected Data Environment (CDE), catering to 

the need for physical asset and network management. These include a solution to offer immersive 

4D visualisation and advanced analytics using digital information to support utilities’ decision-making 

processes, while improving infrastructure performance. The company is also providing a service that 

will deploy virtual twin technologies to align GIS performance as well as other forms of enterprise 

data. CDE provides all power network infrastructure model and data, allowing DT to provide 

visualisation, interrogation (execute queries, ask questions, compute and compare scenarios), 

monitoring and finally prediction of the performance and maintenance requirements of the physical 

assets. In EnerMan, assets may be machine that participate in industrial processes, which can be 

monitored for their state, health status or location in the industrial floor. Using DT, it is possible to 

preserve energy through predictive maintenance as well as through leveraging the performance of 

decision-making processes. 

 

Figure 18: Bentley iTwin system2 

Doosan Heavy Industries & Construction in South Korea is working to improve the efficiency of wind 

turbines. Doosan worked with Microsoft and Bentley Systems to develop a digital twin of its wind 

turbines to improve the design and reduce maintenance costs for their clients. [317] Bentley iTwin 

service integrates large amounts of complex operational data from wind turbine IoT sensors and 

other sources to simulate, visualise and optimise every aspect of infrastructure planning, 

deployment, and ongoing monitoring, from energy efficiency and employee safety to asset resilience 

and disaster response [318].  

                                                             
2 https://www.bentley.com/en/Campaigns/Digital-Twins/iTwin-Infographic 

 

https://www.bentley.com/en/Campaigns/Digital-Twins/iTwin-Infographic
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3.6.5. Siemens 

Siemens Electrical Digital Twin (SEDT) allows power utilities to bring together the physical and virtual 

assets in a common network model, and offering capabilities in the following areas: Transmission 

network model management across operations and planning, streamlined renewable integration 

analysis using GIS data and automated operations planning case creation. An industrial environment 

can benefit from SEDT through the modelling of electrical properties of equipment as well as the 

integration of sensory data and analytics of the various assets and processes to allow integrated 

energy management. Partners can report power requirements and track underperforming assets 

allowing optimisation through geolocation, fault detection and health status. 

 

 

Figure 19: Siemens Electrical Digital Twin3 

In 2016, Fingrid which is Finland’s TSO partnered with Siemens to introduce ELVIS, a digital grid 

model that supports asset and operations management, including infrastructure investment 

planning allowing the evaluation of several investment scenarios taking into account different policy 

frameworks. Data collection and verification process takes less than 20% of the time, while 80% is 

used for the crucial analysis task saving time and money. In early 2017, American Electric Power 

Transmission partnered with Siemens PTI to help provide and facilitate the transition a DT as part of 

AEP’s greater T-Nexus Network Model Management Improvement Program. The new solution is 

built upon the industry-approved Common Information Model (CIM) open standard, which allows 

AEP Transmission to efficiently maintain, analyse and exchange network data across multiple 

domains, and produce short-term and long-term cases [319]. 

                                                             
3  https://new.siemens.com/global/en/products/energy/energy-automation-and-smart-grid/electrical-digital-twin.html 

 

https://new.siemens.com/global/en/products/energy/energy-automation-and-smart-grid/electrical-digital-twin.html
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The infrastructure of digital twins has been established in various industry-leading companies such 

as ABB, General Electric, PTC, Schneider Electric, Oracle, ANSYS, Dassault, SAP and Altair. Digital 

twins have also been implemented for the recovery, recycle and remanufacture of waste electrical 

and electronic equipment. Some other software solution for the deployment of digital twins already 

available in the market are seen below (Table 12) [281]. 

Table 12: Alternative Digital Twin Platforms 

Provider Description 

Seebo Industry 4.0 

Platform  
(Seebo Interactive) 

Specialises in process flow digital twins. The application focuses on process-based predictive 

analysis, automatic root cause analysis and predictive simulations. Artificial intelligence-enabled 

analytics and streamline IoT data integration are enabled through Microsoft Azure technology stack 

in the back end. 

Digital Twin Builder  
(ScaleOut Software) 

A fully customised digital twin that is constructed by Java or C# object-oriented programming 

codes. Supports cloud computation and data source integration. Good infrastructure for process 

event messages and real-time feedback 

IoT Production 

Monitoring  
(Oracle) 

Supports real-time Key Performance Indicators-based (KPIs) analytics. A feature named ‘Deep Dive’ 

is available to gain operational visibility in multiple manufacturing levels. Able to diagnose 

production anomaly, act on prescriptive analytics and reduce inefficiencies. 

PREDIX  
(General Electric) 

Supports infrastructure with asset-centric communication, edge-to-cloud, distributed architecture, 

data management, integrated analytics and embedded cybersecurity. The digital twin is mainly 

dependent on asset models and knowledge base. Machine learning is also supported in the 

platform. 

Elements for IoT 
(CONTACT Software) 

Provides an asset state-based digital twin for monitoring and predictive analytics. Supports sensor 

integration, 3D models, maintenance history, customer records, cloud computation and edge 

connectivity. 

Some top Digital Twin startups are also working on solutions for the energy industry merging the 

newer technology fields and testing their prototypes with pioneer industry units [320]. 

Indian start-up, Pratiti Technologies – Performance Analytics for Renewable Generation is trying to 

forecast the precise power generated from renewable sources of energy like wind or solar. Also, the 

performance analytics of their project makes it easier to understand the life of an energy asset. Their 

product integrates SCADA and remote monitoring systems to deliver features such as benchmarking, 

root cause analysis for failures, intra-day power prediction and performance forecasting. 

British start-up, QiO Technologies – Predictive Asset Maintenance aims to develop an AI-infused 

maintenance application, for the oil & gas industry, to predict potential failures and recommend the 

best course of action for teams to prevent or mitigate them while minimising downtime. It creates 

dynamic diagnostics, especially when root causes are difficult to identify, to ensure the future 

operations do not face the same issues. 

Australian start-up, PETRA Data Science develops digital twins for the mining value chain for the oil 

& gas industry. Their product integrates 3D geological, blasting, and fragmentation data with time 

series processing data. ML algorithms allow for simulating the planning of the mining process and 

the process control options while predicting the overall plant performance. 

3.6.6. Digital Twins and Sustainability 

Countries, policies, organisations and industrialists around the globe prioritise energy savings, 

energy efficiency and new business models of industrial systems as critical factors for an energy-

sustainable future. Moreover, the COVID-19 pandemic presents an unforeseen challenge to 
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industrial operators as they face the immediate impact of plummeting demand for many products, 

as well as pressing needs to ensure the safety of employees. Yet even as industries grapple with 

structural changes, and as societies and economies pivot to the “next normal,” companies 

themselves have a window of opportunity to adapt their operations to help reduce the disruption 

that climate change imposes and lead the way to a lower-carbon sustainable future. The transition 

from traditional industry towards a digital twin-based energy-sustainable industry is a key factor for 

the achievement of such target. The digital twin technology can bring changes that help create a 

more sustainable world and make business more successful. 

Data-driven DT sustainability through energy efficiency of existing system five critical challenges 

must be met. [321] Diversification of energy sources, energy savings measurement standards must 

be established, the energy-saving outcome must include carbon reduction framework and the 

variability of energy efficiency must be understood. To successfully overcome such challenges, 

strategies from technological innovation, energy market, organisational changes, policy framework 

and agency governance must be adopted.  

DT improves sustainability through innovation, advanced analytics, digitisation, electrification and 

mitigation of carbon intensive operations by enabling business-model innovation aimed at satisfying 

demand for lower-carbon technologies and more sustainable products, reorienting supply chains 

toward more “circular” practices. The falling costs of both electrical equipment and renewable 

electricity generation itself are expected to boost electrification of industrial processes. Regulators, 

for their part, will continue to bear down on companies’ greenhouse-gas emissions. Meeting the 1.5-

degree Celsius pathway [322] advocated by IPCC would require multiple industrial subsectors to 

electrify at more than twice their current levels by 2050. Hybrid equipment that can switch between 

conventional fuel and electricity may, on a case-by-case basis, be a cost-effective first step, 

particularly for processes such as drying and melting, whose heat requirements collectively account 

for about 35 percent of fuel consumption for energy in industry today. As fossil fuel versus electric 

power cost vary, process sustainability must also take into account carbon pricing (a rise in which 

would make industry electrification more feasible). Finally, an additional cost-benefit component 

aspect is payments that industrial companies could collect as a result of “grid balancing” practices. 

Grid operators can reward customers for consuming the excess electricity that is generated during 

peak periods of renewable generation. Making these payments helps grid operators [323] avoid the 

even greater costs they incur when grids experience strain or outages as more intermittent 

renewables such as solar or wind power [324] come online. This in turn can mobilise the digital twin 

efficiencies of the smart grid operation contributing towards a sustainable grid as well. 
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4. INDUSTRIAL MANAGEMENT SYSTEM 

4.1. Industrial Decision Support Systems 

The emerging industrial sustainability domain dictates new production-efficiency interventions. This 

is because manufacturing plants are facing increasing pressure to reduce their carbon footprint, 

driven by concerns related to energy costs and their impact to climate change. To create a 

sustainable-energy environment in the industrial production ecosystem, multiple aspects should be 

considered, and a hierarchical decision-making process should be implemented. Supply chain, 

production planning and scheduling, as well as maintenance planning, interwind with floor-shop 

energy monitoring, gas emissions tariffs and energy market prices, to create a sustainable 

manufacturing environment. 

4.1.1. Taxonomy of Decision Support Systems for Industrial Control Systems 

Decision Support Systems (DSSs) are an essential addition to Industrial Control Systems (ICS). Their 

role is to use all the available information and data of collected by the ICS, to take decisions that can 

optimise the operation of the ICS in all the levels of operation. Thought intelligent decision-making, 

DSSs can enhance the energy sustainability and efficiency of the industry. In [325], several 

mathematical models have been developed to support enterprises that are facing choices of self-

saving, shared savings, and guaranteed savings to determine the optimal strategies of improving 

energy efficiency when consumer environmental awareness is considered. DSSs can act as agents 

that can control, supervise, monitor, diagnose, manage, and optimise the industrial operations. 

Furthermore, DSSs can consist of solutions to improve the safety and security within the industry, 

which is substantial in the era of cyber-physical threats and attacks [325], [326], [327], [328], [329]. 

State-of-the-art DSS technologies propose a variety of statistical or mathematical methods for 

supervision, monitoring and fault diagnosis such as: probabilistic approaches [330], [331], ontology-

based approaches [332], convolutional neural network (CNN) approaches [333], [334], tensor 

factorisation layer merged with deep neural network model [335], support vector machine [336], 

principal component analysis (PCA) [337], etc. Besides monitoring, one step ahead is the proper 

control design. The state-of-the-art control methods for ICS can be classified into model-based and 

data-driven approaches. Data-driven approaches usually make use of data and machine learning 

algorithms [338], [339] to improve the control design in multiple levels of industrial operations. Even 

if data-driven approaches do not require modelling effort, the data collection and training can be a 

drawback. On the other hand, model-based methods may not require training, however, the 

modelling calibration is not an easy task due to the disparity of the industrial processes. The 

management and optimisation of industrial processes has been given a great emphasis [340]. There 

is a variety of state-of-the-art management and optimisation methods that consist of techniques 

such as: reinforcement learning [341], dynamic neural networks [342], cross layer optimisation 

control protocol [343], non-gradient-based optimisation algorithm [344], etc. 

4.1.2. Control Systems Design for Industrial Systems 

The control community has long tradition in control systems design for Industrial Systems. Control 

and optimisation policies can be considered as a hierarchical control design task classified into a low- 

and high-level, respectively, thus, the next section discusses the control system design for industrial 

systems. Control methods can be categorised according to level of control, into: machine/device 

control, process control, plant management, enterprise planning and collaboration between 

manufacturing enterprises and energy providers [345]. 
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At production level, scheduling is critical in decision making process while been computationally 

demanding and sensitive on data-availability and credibility. For instance, withing the FP7 ARTISAN 

project, an energy-aware hierarchical optimisation DSS that used an Iterated Local Search with 

application to the textile industry was implemented [346]. A rescheduling method was proposed in 

[347] to tackle the problem of reducing energy consumption when resolving dynamic flexible job-

shop scheduling problem under machine breakdowns. In [348], a hybrid mathematical model and an 

NGSA-II multi-objective genetic algorithm were used to address integrated production scheduling, 

maintenance planning and energy controlling for sustainable manufacturing systems. 

A recent trend enabled by advances in technology, is the collaboration between manufacturing 

enterprises and energy providers. In [349], a multi-agent architecture was proposed, aimed at 

elaborating predictive and reactive energy-efficient scheduling through collaboration between cyber 

physical production and energy systems. A framework of data-driven sustainable intelligent/smart 

manufacturing based on demand response for energy-intensive industries is proposed in [350] 

where a framework is implemented to support multi-level demand response models that address 

machine, shop-floor, and factory levels. A framework to allow collaboration between energy 

providers and manufacturing companies is also proposed in [351]. Energy price forecasts are 

signaled to the manufacturers and an adaptive production-scheduling approach considering the 

power usage of manufacturers in response to time-varying energy prices is presented. 

Control techniques vary from classical control (e.g., on/off, PID), model-based control (e.g., 

nonlinear control, robust control, optimal control, adaptive control, model predictive control (MPC)), 

to data-driven control (e.g., fuzzy logic control, neural network control), and hybrid control (e.g., 

adaptive-approximation, adaptive fuzzy, adaptive neuro, fuzzy PID, etc.). However, adaptive control 

uses a learning approach with online adaptation capabilities that aim to facilitate the flexibility of the 

control system to accommodate system uncertainties and/or time variations. For instance, the 

textbooks [352] and [353] comprise comprehensive information sources on approaches to design 

adaptive controllers, while the textbook [354] discusses general methodologies for designing 

adaptive approximation-based control systems. 

In [355] and [356], the authors worked with linear systems, on accommodating online changes in the 

system’s dynamics and order (e.g., when new sensors or actuators are plugged in a closed-loop 

system). A complementary challenge is dealing with the size of the control problem in combination 

with the heterogeneity of the required control system components, which led to the adoption of 

modular architectures in control systems. One way to take decisions for the dynamic online 

reconfiguration strategies, it to use the knowledge-based approaches that can characterise the 

system components. The knowledge-based can benefit the design of reconfigurable control and 

optimisation strategies that can provided an intelligent decision-making for energy efficient 

industries.  

4.1.3. Knowledge Management and the SEMIoTICS Platform 

An ontology-based Industrial DSS System uses a knowledge/semantic model of the ICS components 

(e.g., sensors and actuators), and knowledge about the plant, to design a closed-loop control 

framework, by exploiting the semantic inference capabilities of an ontology-based knowledge 

model. Ontologies are declarative languages that are used to model expert knowledge, so as to be 

exploitable by machines. Subsequently, a knowledge management system performs deductive 

reasoning to decide the re-configuration of feedback control loops [357].  

Several ontology schemes are proposed to describe new components; e.g., the W3C Semantic 

Sensor Network Incubator Group (SSN-XG), in collaboration with the Open Geospatial Consortium 
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(OGC) created the “Semantic Sensor Network (SSN)” [358] and the “SensorML” standard [359] 

respectively, for the semantic characterisation of sensors’ operation.  

 

Figure 20: SEMIoTICS Architecture 

Domain specific ontologies are also available. For instance, in the buildings domain, the ''DOGont'' 

ontology [360] deals with the current issues of vendors' and technologies' heterogeneity, and the 

BASont ontology [361] which is an ontology for Building Information Models [362]. 

The Semantically Enhanced IoT-Enabled Intelligent Control Systems (SEMIoTICS) [363], [364], [365] 

architecture, is a state-of-the-art IoT-enabled monitoring and control system architecture, 

developed by the UCY project team, that addresses challenges arising due to the growing ecosystem 

of Internet of Things (IoT)-enabled devices, from a feedback-control viewpoint. SEMIoTICS provides 

the ability to seamlessly integrate new IoT components (sensors or actuators) or to modify existing 

configurations in feedback control settings with more efficient designs.  

An outline of the SEMIoTICS architecture is found in Figure 20. The SEMIoTICS supervisor module is 

composed by: i) a knowledge model, defined using an ontology scheme and it is updated by human 
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experts, online update/upgrade services and by the control system components; ii) the semantic 

reasoning module that performs reasoning within the knowledge model; and iii) the configuration 

selection module semantic reasoning modules to decide which components to select and how to 

configure them in order to re-configure the closed loop feedback control. The different 

reconfigurations are then evaluated based on their efficiency, or some other type of metric. The 

supervisor module reasons on the configuration of components including sensors and actuators, and 

controllers and includes knowledge on pre-condition and functions that process sensor output data, 

post-condition function that process controller outputs towards actuator signals, as well as 

parameter functions that take into account parameter input to the different components. 

4.2. Big Data Analytics for Industrial Applications 

4.2.1. Big Data Analytics Concept 

The “Big Data” analysis is considered a game-changer when it comes to its application to the 

industrial sector. Following an evolution of industry from the 18th century (Industry 1.0) up to today, 

the big data in a combination with IoT (Internet of Things), cloud computing and Cyber Physical 

Systems (CPS) constitute a new technological breakthrough, Industry 4.0.  The concept of Big Data 

lies on the great amount of data, produced by manufacturing systems using sensors and data 

acquisition systems [366], [367], [368]. Having records and readings for each machine could 

ultimately reduce the malfunction rates, improve production quality and capacity as well as affect 

the business management and supply chain. Additionally, the consumption and emission can be 

monitored and optimised. The main characteristics, known as the “five V’s”, of Big Data involve (i) 

Volume: Huge amounts of data, (ii) Velocity: Speed of data accumulated, (iii) Veracity: Uncertainty in 

data, (iv) Variety: Data from various sources and (v) Value: Extracting useful data. Along with these, 

five more characteristics have been defined as critical, especially in the field of Industry 4.0: (i) 

Validity: Correctness of data, (ii) Variability: Dynamic behaviour, (iii) Tendency to change in time, (iv) 

Vulnerability: Vulnerable to breach or attacks and (v) Visualisation: Visualising meaningful usage of 

data [367]. In the framework of  EnerMan, a solution is required that can handle and process large 

amounts of data, being at the same time secure and robust when dealing with heterogeneous data 

[367], [369].  

4.2.2. Types of Data Used in Industrial Environments 

In industry 4.0 sensory data is the most common type of data, in a combination with IoT 

technologies for acquisition and processing [370]. The data could either have a structured type (text 

or numbers) or an unstructured type (videos, audio etc.). In the EnerMan project, since we aim for a 

holistic data processing, both types are considered. In more detail, structured data represent the 

piece of information that is well-organised and to the point. The data are fitted in columns and rows, 

representing a complete database. In our case, the monitoring of the CO2 emissions, the 

consumption, the product numbers, weather conditions etc could be identified as structured data. 

On the other hand, the unstructured data do not have any pre-defined structure and could have any 

kind of form, requiring relevant AI-driven tools, data storage architectures and visualisation tools. A 

few examples would be the data coming from cameras and audio devices used in the manufacturing 

areas. Furthermore, in EnerMan project we are interested in both real-time and historical data so to 

provide a complete analysis. To be more specific, data such as machine conditions (temperatures, 

faulty conditions, maintenance requirements, materials required for the production), weather 

conditions (temperature, humidity, forecasting), CO2 emissions, energy prices will be collected in 

real-time. At the same time, the historical data from previous process, weather conditions, CO2 

emissions will be used to predict future consumptions and thus manage the manufacturing 

processes accordingly to optimise the whole procedure. Weather conditions are important as they 
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can provide an insight on how renewable energy could be utilised, planning the heavy-consumption 

manufacturing during the optimal weather conditions (where the energy generation will be at its 

peak). It is also important for a company to be able to collect data regarding the factory processes: 

production requirements, design, manufacturing, testing, sale maintenance and management [371]. 

In  EnerMan, since the energy management is the concern, data explicitly on energy consumption 

will be collected, considering all manufacturing processes, weather conditions, emissions and 

monitoring the manufacturing site.  

4.2.3. Data Sources 

The data collection in Industry 4.0, as in the EnerMan use cases, mainly happens form sensors, 

communication devices, logistics vehicles, factory buildings, humans, and manufacturing tracking 

systems. One of the main industrial big data sources are the large-scale data devices, involving Cyber 

Physical Systems (CPS) and their connection to physical sensors (IoT-enabled devices such as 

actuators, video cameras RFID readers etc.) [372]. Nowadays, data can be collected by wearable 

devices, e.g., wearable gas detection sensors, that can collect data from the environment 

surrounding the first responder [373]. Additionally, open and web data are valuable sources for data 

analytics, since the consumption, for example, of an industry in a use case in EnerMan could be 

compared with a similar industry in another country. Another example, familiar with the EnerMan 

framework, would be the monitoring of the energy prices and prediction of prices for an efficient 

planning of the manufacturing processes. Social media is also a data source worth taking into 

consideration as it provides information about customers’ preferences and the manufacturing of 

products could be aligned accordingly. Life-cycle production data are also important for meeting the 

demand of products.  

The collected data could be processed either on-premises or remotely by using cloud services. In the 

EnerMan project the first case could be more favourable due to data confidentiality concerns [374], 

however, both approaches could be tested.  

4.2.4. Main Challenges 

The application of Big Data analytics in industrial environments could be a game-changer on the one 

hand, but on the other it could become challenging. Firstly, missing valuable data could lead to 

inaccurate analysis and wrong decision making, thus it is essential that the processing speed meets 

the minimum requirements. Additionally, even though industries have devices for data collection, 

they lack the appropriate infrastructure services to support analysis of the data and achieve data 

spatiotemporal integration and fusion [374] like in the case of EnerMan use cases, which could be 

expensive. In an extent of that, industries lack of effective and efficient online machine learning 

algorithms that can handle heterogeneous, sometimes unstructured, noisy, and redundant data and 

provide instant solutions. This could improve the analytic techniques and speed up the computation. 

Another challenge is the lack of data management systems, especially in environments operating 

with CPS where the data is huge.  Finally, the lack of data visualisation systems is also an issue. As 

the importance of data visualisation was mentioned before, visualising data of such scale could turn 

out to be extremely helpful for decision making, providing useful information about schematic 

forms, patters, trends, anomalies, constancy, variation etc [371], [374]. In addition, the data 

acquisition requires communication with many devices and users simultaneously and thus 

send/receive data with different formats and frequencies. In EnerMan we take the value of data 

visualisation into account, including this feature in our design.  
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4.2.5. Recent Applications/Possibilities in Industry 

Big data analytics have drawn great attention of recent industrial applications and research 

activities. The major industrial applications and techniques of big data analytics being utilised 

nowadays could revolutionise many sectors of the industry. Specifically, the smart factory visibility 

includes the usage of devices and managing processes connected with IT and online operating 

systems in the manufacturing facilities. In this regard, models that use IoT enabled smart factory 

visibility platforms to achieve real time production visualisation and a reflection on the production 

operations have been previously introduced [375]. Big data analytics can also provide production 

line information to decision makers regarding performance data improving overall efficiency [374]. 

Big data could also be beneficial in machine fleet management, involving large sets of identical 

machines exposed to different working conditions for different tasks, even across multiple locations. 

Using Telematics (integration of wireless communications, vehicle monitoring and location services) 

gives the ability for real-time spatial and performance data of the machines for optimisation [373]. 

Data-driven algorithms were used for adaptive control of effective and efficient production planning 

and in-time maintenance scheduling [374]. This predictive maintenance could be beneficial for 

operational efficiency and efficient utilisation of the finite resources.  A model was proposed [376], 

addressing Just in time (JIT) supply chain manufacturing gaining a better acquisition of the supply 

chain information, the flow of materials and manufacturing cycle times. The availability of the 

products is also monitored. In another case, IoT technologies were used to collect real time data 

facilitating dynamic JIT manufacturing [377]. This way the production could be maximised through 

proper planning [378] and it could be promising for the EnerMan solution. Recently, the state-of-

the-art big data analytics and IIoT technologies were used in a waste-to-energy (WTE) plant where 

data-driven soft sensors were used to predict syngas heating value and hot flue gas temperature, 

showing that these kinds of sensors are useful for predictive data analytics [379]. In a technical 

paper, Sahal et al. [380]used existing open-source technologies for big data and stream processing 

for predictive maintenance in the areas of rail transportation and wind energy. Additionally, in 

another study a big data-driven framework was proposed for sustainable and smart additive 

manufacturing [381], combining big data analytics, additive manufacturing, and sustainable smart 

manufacturing technologies. In an aim of digitalising the oil and gas (Ο&G) industry, Nguyen et al. 

[382] evaluated the technical and nontechnical factors affecting the adoption of Big Data 

technologies, focusing on the network architecture, data privacy implications, cybersecurity and 

opportunities and challenges of Big Data platforms. Interestingly, Yang et al. [383] proposed an 

architecture of the intelligent cloud manufacturing system with collaborative edge and cloud 

processing, supporting latency-sensitive applications for real-time responses. This could be 

particularly interesting for the EnerMan project as Big Data analytics are used along with AI enabled 

Manufacturing Operations promoting fast operation and upgrading of cloud manufacturing systems 

with smart monitoring-analysis-planning-execution in a closed loop.  

4.3. Virtual Factories and Human Machine Interfaces in the Industrial Domain  

Organisations, and especially factories, increasingly want to which enables them to establish a 

company-wide policy for improving energy-related performance and energy efficiency and reducing 

greenhouse gases. This is driven by the need or desire to:  

• realise untapped energy efficiency potential by identifying energy-wasteful 

processes; 

• reduce operating costs and the impact of increasing volatility of electricity prices, as 

well as legislative carbon targets; 
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• reduce impact of power outages by tapping into flexible production schemes, 

optimised maintenance schedules, local energy consumption and energy storage 

systems; 

• enhance the entity's reputation as a socially responsible organisation, e.g., by 

reducing greenhouse gas emissions. 

ISO 50001 [384] and a number of other related standards (especially 50004 [385] and 50006 [163]) 

provides a framework that help organisations to:  

• establish strategy for more efficient use of energy; 

• select appropriate Key Performance Indicators and set targets; 

• collect data from various systems and processes; 

• measure the results and compare against targets; 

• continually review and improve energy management policy. 

In order to effectively manage the energy performance of their facilities, organisations need to know 

how much is consumed across different systems, processes and equipment, as well as over time, 

based on the Energy Performance Indicators (EnPI) taxonomy that was defined in Section 3.1.4. 

Furthermore, ISO 50006 defines the Energy Baseline (EnB), which is quantitative reference providing 

a basis for comparison of energy performance during a specified time-period. By comparing the 

energy performance indicator value after the implementation of energy performance improvement 

actions with the baseline one can: 

 assess whether the target has been achieved (and to what extent), or not.  

 identify how different variables impact energy performance (e.g., production parameters 

like production type, volume, production rate, weather conditions such as outdoor 

temperature and humidity, operating hours and other operating parameters like operational 

temperature, light level) by comparing the baselines of two different periods. 

The concepts of EnB, EnPI and target value can be demonstrated with the Figure 21. 
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Figure 21: Concept of baseline period and reporting period for an EnPI (from ISO 50004) 

While a wide set of KPIs can be defined for monitoring and adjusting energy sustainability, some of 

those may not fit the domain of the target organisation. Furthermore, different users inside the 

same organisation have different needs [386], [387]. For example: 

• Executive managers, who want to ensure that energy performance is aligned with 

company long-term planning and thus expect to utilise a limited set of KPIs 

(especially those related to cost), 

• Plant managers, who strive to meet target energy performance posed by top 

managers and/or mandated by external entities (e.g., regulatory bodies, sector 

associations, etc.), 

• Process engineers, who are responsible for introducing energy performance 

improvements when necessary and thus should be able understand the effect of 

different variables on the high-level KPIs in order to be able to apply the appropriate 

one (i.e., they would heavily depend on KPIs that are computed using statistical 

techniques and engineering models), 

• Operations managers, who are responsible for the energy performance of a certain 

production line or subsystem and thus are interested in those KPIs relevant to those 

activities. 

Organisations can use a variety of visualisation charts and reports for getting useful insights on 

energy performance. These include, among others, pie charts for breaking down an aggregate value 

into its subcomponents [388], trend charts of a KPI compared to time or another variable, scatter 

plots for associating values of a KPI with different values of another independent variable, etc. 

Furthermore, each chart can be filtered based on any relevant dimension helping the users to better 

analyse energy performance patterns. 

Furthermore, multiple charts of the same type can be place side-by-side allowing, for example, the 

user to compare current performance against target and/or baseline performance. Similarly, 
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different charts can be presented at the same time, and these can also be linked for better 

understanding patterns (e.g., selecting on a particular product on one chart to automatically activate 

filter the rest charts so that indicators about this product are only shown). Apart from combining 

charts to create custom dashboards, dashboards can also generate alarms in real time if certain 

thresholds on KPI values are violated. In the latter case, the user with the appropriate privileges can 

be also prompted to select a mitigation action to apply from a list of proposed ones. 

Several Factory Energy Management Systems exist today, but predicting the effect of improvement 

actions on energy sustainability, identifying critical processes and proposing mitigation actions are 

not supported. 

Enerize E34 Factory Energy Management System by Yokogawa visualises energy-related activities in 

the factory in order to: 

• identify waste in energy supplying equipment and quantitative use thereof, 

• enhance awareness of energy saving in energy consuming departments, 

• identify waste and improve the efficiency in production activities. 

While Enerize E3 allows for energy flows to be defined and custom dashboards to be created for 

different user types, only energy-related KPIs based on actual measurements can be computed and 

visualised.  

Advantech Factory Energy Management System is part of a smart-factory ecosystem that provides 

visualisation of energy consumption per facility and sub-system (air conditioning, lighting, power 

consumption etc.), monitors local generation production (e.g., from renewable plants), generates 

alerts and optimises the operation of individual systems (e.g., heat recovery ventilation system) to 

reduce CO2 emission and factory operation costs. 

Zenon5 collects energy-related data in real time and displays, provides an overview of energy 

consumption throughout the facility in order to assess whether goals were met (or not), understands 

what equipment uses the most energy, detects whether a sub-system uses more energy than usual, 

and compares the energy consumption of both new and old equipment. 

While traditional dashboards are well-suited to managers, energy sustainability is a collective 

process where field workers need to also contribute. The latter can use Augmented reality (AR) 

technologies for generating an enriched version of the real physical world. By superimposing digital 

audio-visual elements and information onto their field of view, the time required for performing 

complex assembly and complex maintenance can be reduced, safety can be increased and quality 

assurance can be improved. At the same time, AR can provide a level of immersion that contributes 

to more effective training of new field workers, or existing personnel to familiarise themselves with 

the impact of manufacturing equipment updates, configuration updates and production line 

variations. For example, Vuforia Studio6 can transform an existing factory model and IoT data into AR 

experiences that provide training, instructions and critical information to front-line workers. 

                                                             
4 

https://www.yokogawa.com/eu/library/resources/yokogawa-technical-reports/enerize-e3-factory-energy-management-system/ 

5 
https://www.copadata.com/en/industries/energy-management-for-smart-factory/ 

6 
https://www.ptc.com/en/products/vuforia/vuforia-studio 

https://www.yokogawa.com/eu/library/resources/yokogawa-technical-reports/enerize-e3-factory-energy-management-system/
https://www.copadata.com/en/industries/energy-management-for-smart-factory/
https://www.ptc.com/en/products/vuforia/vuforia-studio
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Advanced technologies can also be used by managers. When energy sustainability (or production 

scale up and diversification) suggests major updates to manufacturing processes, taking decisions 

based on projected KPIs is complemented by using Virtual Reality (VR) technologies. VR allow users, 

such as process engineers, to interact with a computer in a simulated environment and plan factory 

layout in a way that future problems are reduced or avoided completely. 
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5. SECURITY 

5.1. Threats and Vulnerabilities in the Industrial Domain 

In addition to threats in the IoT domain, there are other threats that can affect Industry 4.0 and 

Smart Manufacturing companies, which are in OT and IT environments. According to these, ENISA 

developed a threat taxonomy focused on Industry 4.0 [389].  Denial of Service (DoS) attacks are 

usual threats in the industrial domain that attempt to make a machine or network resource 

unavailable to its intended users by sending a massive number of requests to the system. In 

Distributed Denial of Service (DDoS) attacks, multiple systems target a single system with a DoS 

attack and makes it impossible to stop the attack simply by blocking a single source. An attacker can 

also take advantage of a large number of IIoT devices and attack some other system. The attacker 

can also use MALicious softWARE (Malware) to perform unwanted and unauthorised actions, which 

may cause damage to an OT system, operational processes and related data. Types of malware 

include spyware, adware, phishing, viruses, trojan horses, worms, rootkit and ransomware can affect 

Industrial Control systems (ICSs) including Supervisory Control and Data Acquisition (SCADA) 

systems. In IIoT systems there is a threat of unauthorised manipulation of devices software or 

applications within an OT system by an attacker. This may include manipulation of IIoT devices, 

advanced robotics, servers and systems, ICS, ICS networks and components and security monitoring 

tools. Data manipulation attacks are also a threat in which the attacker modifies data for some type 

of gain. These may apply to compromising OT or production supporting systems, such as SCADA, 

MES, Historian and manipulation of process data. These attacks are harder to detect and recover 

than a normal theft or deletion attack. One way to gain unauthorised access to an organisation’s 

resources (i.e., data, systems, devices, etc.) is by brute force attack that attempts to crack a 

password or key, using a trial-and-error approach, hoping that eventually will be solved. This is an 

old attack method, but it's still effective and popular with hackers. Another critical threat for a 

manufacturing facility is the threat of active eavesdropping that is called Man-in-the-Middle attack / 

Session hijacking.  In these attacks, the attacker listens to the exchanged messages between 

unaware parties who believe they are communicating directly with each other, in an attempt to 

capture sensitive or confidential information or actively modify the transmitted data. The attacker 

can also hijack an existing commutation session between two IIoT network components which may 

lead to the disclosure of passwords and other confidential information. There is also a threat of 

revealing internal network information (e.g., connected devices, used protocols, open ports and 

used services, etc.) to an attacker who manages to scan a network passively for planning future 

attacks. Except cybersecurity attacks, a manufacturing facility must be protected against vandalisms, 

sabotages, accidents and failures/malfunctions. 

According to NIST “Guide to industrial control system security” appendix C [390], several different 

types of threat sources can be identified for Industrial systems. They can be classified as adversarial, 

accidental, structural, and environmental sources. Adversarial sources are related to the individuals, 

groups organisations or states that aim to exploit an organisation. Accidental sources are related 

with faulty actions taken by individuals that as part of their day-to-day activities initiate unknowingly 

a threat through a vulnerability. Structural sources have to do with equipment failures and industrial 

systems decline due to aging malfunction or resource depletion, while environmental sources are 

related to natural disasters outside the control of the security personnel or the industrial system as a 

whole. Based on the above threat sources, NIST defines a series of vulnerabilities that are linked to 

these sources grouped as Policy and procedure vulnerabilities, architecture and design 

vulnerabilities, Configuration and Maintenance, physical vulnerabilities software development 

vulnerabilities and communication and network vulnerabilities. At policy level, vulnerabilities 
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associated with threats can be linked to inappropriate security policies, lack of security training of 

the ICS personnel (lack of security awareness), lack of guidelines for use of ICS equipment in a secure 

way, inability to enforce and update a security policy as well as lack of an ICS specific contingency 

plan and configuration management policy. Also, policy related threats and vulnerabilities can be 

linked with the inability to enforce security goals and requirements like lack of access control, 

authentication, incident detection policies. Systemic/architectural vulnerabilities are associated with 

inadequate incorporation of security at architectural level like lack of a defined security perimeter, 

ICS networks that are used for traffic not related to control, ICS services that are not provided 

directly from the control network and lack of collection of event data that can construct the system’s 

history. The broadest range of vulnerabilities are however linked to configuration and maintenance 

of the industrial system. Such vulnerabilities are related to hardware, software and firmware not 

been patched after a security attacks or not been configured correctly, also on poor access control to 

industrial devices and lack of testing of security updates introduced in such devices. Furthermore, in 

this vulnerability category we have to include poor configuration of devices and system in the ICS, 

lack of data protection for data in storage or in transit as well as inappropriate generation and usage 

of identification and authentication mechanisms like passwords. Finally, lack of protection against 

malicious software should be included in this category of vulnerabilities as well Denial of Service, 

lack of intrusion detection and prevention software and proper logging of device generated events. 

Similarly, we should also consider as critical, vulnerabilities that are linked to the physical 

environment like unauthorised access to industrial spaces, power failures, non-secure physical ports 

and damaging due to radio frequencies and electromagnetic pulses. Regarding software 

development vulnerabilities, these vulnerabilities should be linked with improper compliance with 

the secure software development lifecycle and can be associated with improper data validation, 

security features that are missing or are not configured by default as well as inadequate 

authentication, privileges and access control mechanisms in software that is installed in the industry. 

Finally, of critical importance in interconnected Industrial systems are communication and network 

vulnerabilities. These vulnerabilities can be non-employed data flow controls, inadequate, 

misconfigured or non-existed firewalls and router logs, user, data and device substandard or non-

existing authentication, non-secure ICS protocols, lack of integrity during communication and lack 

appropriate protection on wireless links/access points. 

Given the overall threat and vulnerability landscape in the previous paragraph, some of the major 

state-of-the art threats in industry 4.0 can be described. According to [391] published in 2021 and 

[392], the most prominent threats are those related to Cyber Espionage, to Denial of Service, to the 

factory supply chain and extended systems, to the lack of personnel security training and due to the 

presence of Advanced Persistent threats (APTs) to the industrial control system and its devices. 

Cyber Espionage is increasingly popular in corporate and production lines due to vulnerabilities in 

the Industrial network and the devices handle data. Similarly, Denial of Service can be easily 

achieved in the industrial environment by malware infiltration, destruction of ICS sensors and 

actuators within the factory, by malformed input data that are fed to ICS devices and by 

overwhelming Industrial servers with request to consume all resources. Also, Supply chain and 

extended systems threats can be very devastating since they can cause a cascading effect within the 

extended factory. Similarly, devastating effects can stem from APTs that are related with 

vulnerabilities staying in the ICS for long periods of time, remaining mostly unnoticed. Given that in 

several occasions, Industrial devices (especially in-field ones) are not regularly updated and also that 

APTs are been created/exploited by experienced and highly knowledgeable attackers, the impact of 

such threats is significant. 
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Linking the existing threat landscape with the latest 2020 annual reports and predictions for 2021 

from the prominent security vulnerability detection enterprises like Fireye [393] and Fortinet [394] 

[395], reveals what are the latest, state-of-the-art, most prominent threats among the ones 

described in the previous paragraphs and also highlights the impact of COVID19 in the European and 

global cybersecurity landscape. Currently, malware threats have been consistently increasing, 

especially those that act as ransomware (also featuring the concept of ransomware as a service, 

which is considerably trending as a threat) while, due to the COVID19 pandemic, attackers’ attention 

has been focused on compromising routers and other connected devices at home (essentially 

compromising VPNs linking employees’ devices with the enterprise network). Specifically for 

industrial control systems that are using Operational Technology, the 2020 threat landscape reports 

have revealed that espionage frameworks designed for the collection and exfiltration of sensitive 

files within air-gapped or highly restricted networks have been extensively active (for example the 

Ramsay espionage network toolkit, check: [396]). What also is seen, is the fact that still many OT 

infrastructures lack Core cybersecurity protection and also that the OT infrastructure in many 

occasions is still visible to the attackers regardless of the installation of countermeasures.  

5.2. Data Security and Security Protocols for Industry 

Overview 

According to a recent study conducted by the Ponemon Institute [397], the volume of insider 

cybersecurity incidents has risen by 47% since 2018, whereas the cost of insider threats rose by 31% 

since the same year. Thus, one can easily understand that a significant amount of security breaches 

happens due to human error. Cybersecurity protocols are plans, protocols, actions and measures 

that aim to keep an organisation (regardless of its size) safe from security incidents. An organisation, 

in order to truly safeguard its data, ought to have a mix of data user rules and cyber security 

measures in place.   

The next subsections will provide a number of security protocols that should be in place, for an 

organisation to have the minimum level of security. 

In general, security protocols are, most of the times, addressed by a security control which, in turn, 

should be in place, in order to satisfy one or more security properties. The CIA triad (Confidentiality, 

Integrity and Availability) is one of the most well-known models, designed to guide policies for 

information security within an organisation. There are of course other security properties that need 

to be taken into consideration when implementing security controls such as non-repudiation, 

auditing etc. 

5.2.1. Security Communication Protocols (e.g., https, TLS, TLS v3) 

This subsection deals with protocols used for the secure communication between two cyber 

systems. According to NIST, “A secure communication protocol is a protocol that provides the 

appropriate confidentiality, source authentication, and integrity protection” [398].  The National 

Information Assurance Partnership (NIAP) introduced (in 2013) a Protection Profile for Enterprise 

Security Management Access Control [399] that provides the security assumptions, organisational 

security policies and security objectives for a well-defined management access control system. Most 

of the protocols that will be described below are already listed in this Protection Profile. 

Secure Socket Layer (SSL) 

SSL (just like its successor, TLS) is a cryptographic protocol for establishing authentication, privacy, 

non-repudiation and integrity for customer specific client or server applications. It was invented by 
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Netscape (SSL 1.0 and was originally intended for use with the HTTP protocol used by web servers 

and browsers but was later evolved to be an important component in all kinds of secure Internet 

communication.) SSL 1.0 was never released because it came with a number of security flaws. That 

led to the development of SSL 2.0 that was again riddled with a number security issues. The last 

update of SSL was SSL 3.0 but, after some time, it was again considered unsecure. Today, SSL 

certificates are not considered as a secure communication protocol and have been deprecated. 

Transport Layer Security (TLS) 

TLS is a widely adopted security protocol designed to facilitate privacy and data security for 

communications over the Internet and the successor of SSL. TLS was first proposed by the Internet 

Engineering Task Force (IETF) [400] and the first version was published in 1999. The most recent 

version, TLS 1.3, was published in 2018 and is considered the most secure TLS version so far. Among 

others, NIAP introduced a functional package (i.e., set of security requirements) for TLS [401]. 

Hypertext Transfer Protocol Secure (HTTPS) 

HTTPS is an implementation of TLS encryption on of the HTTP protocol. Any website, and especially 

those that require login credentials or any other secure data (credit card number etc.) should use 

HTTPS. In modern browsers (such as Chrome, Mozilla Firefox etc.), websites that do not use this 

protocol are marked as unsecure. 

Internet Protocol Security (IPsec) 

IPsec is a group of protocols used together to set up encrypted connections between devices and 

helps keep data sent over public networks secure [402]. IPSec operates at the network layer, unlike 

SSL and TLS which operate at the transport layer. 

5.2.2. Authentication / Authorisation 

Authentication and authorisation -even if they sound similar- are considered as different security 

processes in the world of identity and access management. Authentication is the process of 

validation that users are whom they claim to be, whereas authorisation is the process of given the 

user permission to access a specific resource or function. 

Authentication Protocols 

An authentication protocol is, simply put, a communication protocol. It can be in place, to ensure the 

safe transfer of authenticated data between two or more different parties. There are a number of 

authentication protocols that, most of the times, address different needs. 

Password Authentication Protocol (PAP) 

PAP was one of the most widely and easy to use authentication protocols as it transmits data in plain 

text. However, this simple approach made PAP durable against attacks resulting to it being 

considered as unsecure and not being used in production environments anymore. 

Lightweight Directory Access Protocol (LDAP) 

LDAP is a widely used software protocol that enables anyone to locate organisations, individuals, 

and other resources such as files and devices in a network, whether on the public Internet or a 

corporate intranet. It contributed to the creation of the so-called Directories-as-a-Service and 

Microsoft’s Active Directory. 

Kerberos 
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Kerberos is a network authentication protocol that works on the basis of tickets. It provides strong 

authentication for client/server applications by using secret-key cryptography. 

Authorisation Protocols 

On the other hand, an authorisation protocols provide a means to acquire access-protected 

resources without requiring the resource owner to share its credentials. 

OAuth 2 

OAuth 2 is one of the most widely used authorisation protocols that enables applications to obtain 

limited access to user accounts on an HTTP service. It is often used, for identity and authentication 

using user data, such as an identifier, returned in the OAuth2 process. 

User-Managed Access (UMA) 

UMA is an OAuth-based access management protocol that facilitates the use of data, information 

and accesses shared by several parties. Its main difference with OAuth 2 is that it makes it possible 

for resource owners to delegate access to third parties based on well-defined authorisation policies 

maintained on the authorisation server. 

Security Assertion Markup Language (SAML) 

SAML is an XML-based data format for exchanging both authentication and authorisation data 

between parties (i.e., between an identity provider and a service provider). The SAML protocol is 

one of the most common web protocols used by almost all internet users daily for easily logging on 

to websites and online services. SAML is the link between the authentication of a user’s identity and 

the authorisation to use a service. 

5.2.3. Data Encryption and Secure Storage 

Data encryption is a well-known and effective security method used across many organisations. 

Today, there are several data encryption approaches to choose from. Most security professionals 

separate them into two distinct categories: symmetric and asymmetric. 

Symmetric Encryption 

Symmetric encryption is a type of encryption where only one key (the secret key) is used to both 

encrypt and decrypt data. The involved entities communicate must exchange the key so that it can 

be used in the decryption process. There are two types of symmetric encryption algorithms: (a) 

Block algorithms, where set lengths of bits are encrypted in blocks of electronic data with the use of 

a specific secret key and (b) Stream algorithms where data is encrypted as it streams instead of 

being stored in the system’s memory. The most widely known symmetric encryption algorithms are: 

(a) the Advance Encryption Standard (AES), (b) the Data Encryption Standard (DES) and (c) the 

Blowfish. 

Asymmetric Encryption 

Asymmetric encryption, also called public-key cryptography, uses two keys for the encryption 

process, a public and a private key, which are mathematically linked. More precisely, the public key 

is used for the encryption of a message and the private for the decryption. This type of encryption is 

mainly designed for securing data and key exchanges. The most widely known asymmetric 

encryption algorithms are: (a) RSA, (b) Elliptic Curve Encryption (ECC), (c) DSS and (d) Diffie-Hellman. 
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5.2.4. Storage Security  

According to ISO/IEC 27040 [403], storage security is the application of physical, technical, and 

administrative controls to protect storage systems and infrastructure as well as the data stored 

within them. These controls may be preventive, detective, corrective, deterrent, recovery or 

compensatory in nature. Just like ISO/IEC, the Storage Networking Industry Association (SNIA) [404] 

also provides a number of best practices that could be used for storage security. Physical controls 

are mainly designed to protect storage resources and the data they contain from physical access. 

Such controls are: (a) security personnel monitoring storage resources to prevent unauthorised 

access, (b) CCTV monitoring, (c) access controls such as biometric reads or smart card readers, (d) 

temperature sensors and smoke detectors and (e) alternative power sources such as backup 

generator. On the other hand, technical controls mainly include security procedures done by IT 

security professional such as, intrusion detection and prevention systems, firewalls, anti-malware 

filtering used for the logical security of the data. Such controls are: (a) authorisation and 

authentication, (b) traffic profiling, a technique that detects anomalous or suspicious behaviour and 

flags them for closer investigation, (c) strong encryption or pseudonymisation [405], (d) database 

security, such as database hardening, use of database firewalls etc.  and (e) endpoint protections. 

Lastly, administrative controls are mainly security policies that provide information like: (a) where 

different types of data can be stored, (b) who can access it, (c) how these should be encrypted and 

(d) when should they be deleted.  

Storage security is an important task for every organisation and, most of the times (depending on 

the sector and country), is also subject of regulations such as GDPR [406] and HIPAA [407]. 

Post-Quantum Cryptography (PQC) 

PQC is about designing cryptographic solutions that can be used by today’s computers and are 

considered as resistant to both conventional and quantum cryptanalysis. ENISA has currently 

published a document [408] that provides useful information on PQC’s current state and quantum 

mitigation. NIST [409] has initiated a process to solicit, evaluate, and standardise one or more 

quantum-resistant public-key cryptographic algorithms and is currently on its Round 3 Submission 

phase. (Crockett, et al., 2019) presented a study that reports several implementations of post-

quantum and hybrid key exchange in TLS 1.2, 1.3 and SSHv2, as well as work to hybrid authentication 

in TLS 1.3 and SSHv2. 

5.2.5. Security Assurance Schemes 

Security Assurance Standards and Frameworks are collections of best practice used to protect 

organisations from cyber threats. Table 13 provides the most widely known and used security 

assurance standards and schemes. 

Table 13: Security Assurance standards and schemes 

Standard / Framework Name  Abstract 

ISO/IEC 27001:2013 

[410] 

Information technology — 

Security techniques — 

Information security 

management systems — 

Requirements) 

“ISO/IEC 27001:2013 specifies the requirements for establishing, 

implementing, maintaining, and continually improving an 

information security management system within the context of 

the organisation. It also includes requirements for the assessment 

and treatment of information security risks tailored to the needs 

of the organisation. The requirements set out in ISO/IEC 

27001:2013 are generic and are intended to be applicable to all 

organisations, regardless of type, size or nature.” 
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(ISO 27001 is currently under review) 

ISO/IEC 27002:2013 

[411] 

Information technology — 

Security techniques — Code of 

practice for information 

security controls 

 

“ISO/IEC 27002:2013 gives guidelines for organisational 

information security standards and information security 

management practices including the selection, implementation 

and management of controls taking into consideration the 

organisation's information security risk environment(s).” 

ISO/IEC 27005:2018 

[412] 

Information technology — 

Security techniques — 

Information security risk 

management 

“Supports the general concepts specified in ISO/IEC 27001 and is 

designed to assist the satisfactory implementation of information 

security based on a risk management approach”. 

ISO 27018:2019 [413] Information technology — 

Security techniques — Code of 

practice for protection of 

personally identifiable 

information (PII) in public 

clouds acting as PII processors. 

“This document establishes commonly accepted control 

objectives, controls and guidelines for implementing measures to 

protect Personally Identifiable Information (PII) in line with the 

privacy principles in ISO/IEC 29100 for the public cloud computing 

environment.” 

ISO 27701:2019 [414] Security techniques — 

Extension to ISO/IEC 27001 and 

ISO/IEC 27002 for privacy 

information management — 

Requirements and guidelines 

“This document specifies requirements and provides guidance for 

establishing, implementing, maintaining and continually 

improving a Privacy Information Management System (PIMS) in 

the form of an extension to ISO/IEC 27001 and ISO/IEC 27002 for 

privacy management within the context of the organisation.” 

GDPR [415] General Data Protection 

Regulation 

Data Security requirements of General Data Protection 

Regulation (EU) 2016/679. 

NIST SP.800-53 

Rev.5 [416] 

Security and Privacy Controls 

for Information Systems and 

Organisations 

“This Special Publication defines the standards and guidelines for 

federal agencies to architect and manage their information 

security systems.” 

CSA CCM 

3.0.1 [417] 

Cloud Controls Matrix “The Cloud Controls Matrix (CCM) is a cybersecurity control 

framework for cloud computing aligned to the CSA best practices, 

that is considered the de-facto standard for cloud security and 

privacy” 

CC v3.1. Release 5 [418] Common Criteria The Common Criteria for Information Technology Security 

Evaluation (Common Criteria or CC (ISO/IEC 15408, 2020), 

(ISO/IEC 18045, 2020) is the technical basis for an international 

agreement (namely the International Common Criteria 

Recognition Arrangement – CCRA) 

EUCC [419] EUCC Candidate Scheme “EUCC looks into the certification of ICT products cybersecurity, 

based on the Common Criteria, the Common Methodology for 

Information Technology Security Evaluation, and corresponding 

standards, respectively, ISO/IEC 15408 and ISO/IEC 18045.” 

IoT-SE-PP [420] Protection Profile for IoT Secure 

Element 

“The purpose of this CC Protection Profile is to standardise the 

security requirements of an IoT Secure Element (IoT SE) to be 

used in an IoT device. This PP targets IoT devices, which are home 

appliances like washing machines, refrigerators, air conditioners, 

etc.” 

CEN/CENELEC/ETSI – 

SMCG/Sec/oo156 [421] 

Protection Profile for Smart 

Meter Minimum Security 

requirements 

“This Protection Profile describes a set of security requirements 

for smart meters, based on the ‘minimum security requirements’ 

for components of AMI infrastructures” 

ISO/IEC JTC 1/SC 25 
Scope [422] 

Interconnection of information 
technology equipment  

Standardisation of microprocessor systems, interfaces, protocols, 
architectures and associated interconnecting media for 
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information technology equipment and networks to support 
embedded and distributed computing environments, storage 
systems and other input/output components.  

 

5.3. Security Monitoring in IIoT Environments and Countermeasures 

Security monitoring in a system is an effective way to detect suspicious behaviour or unauthorised 

system changes and respond to known and unknown threats when necessary [423]. The 

fundamental differences between the IIoT and regular IT networks can create security challenges. 

The first challenge is that IIoT devices that are older and less secure are likely to be connected to the 

network [424]. These devices require continuous monitoring because of their high vulnerability. 

Examples of this type of monitoring systems are proposed by [425] and [426] [427]. A solution to this 

problem can be fog-based security monitoring systems. A Fog node could run IDS software to detect 

anomalies or attack signatures. This also provides an opportunity for the Fog and Cloud to augment 

each other. Intrusion detection models could be trained in a Cloud environment, while executed on 

a Fog node, thereby addressing the latency issues normally apparent in Cloud solutions [428], [429]. 

This way, resource overhead for extremely lightweight Edge devices is kept to a minimum, while at 

the same time allowing localised management and response through the Fog layer. The Cloud layer 

uses data analysis approaches to intelligently detect attacks. Another notable challenge for security 

monitoring in the domain of IIoT is the imbalance of data sets. Due to the sheer amount of data 

generated by IIoT devices and the low attack frequency, obtained data sets that can be used for 

machine learning approaches to intrusion detection tend to be very imbalanced [430]. Another 

aspect of security monitoring concerns the continuous monitoring of network traffic ensuring that 

network security policies are not violated. This type of monitoring is to help maintain the integrity 

required of Industry 4.0 network infrastructure, and as such does not target devices themselves, but 

rather SDN controllers and routing devices. In [431], they propose a live monitoring solution of flow 

permission controls, as well as a proactive formal verification mechanism of the security policies in 

SDN systems. 

5.3.1. Intrusion Detection Systems 

In the industrial security domain, it becomes harder to monitor threats when taking into account 

parameters such as the extreme environments in which some IIoT appliances are deployed, resource 

constraints, and data privacy requirements. To develop an Intrusion detection System (IDS) for 

protecting IIoT services, it must be ensured that it is lightweight enough to be deployed at the edge, 

and the performance of the detection operations is better than the detection performed in the 

cloud.  On the other hand, as IIoT system activity is largely the result of automated processes, the 

traffic patterns tend to be fairly static and periodic, making it easier to perform accurate anomaly 

detection [432], [424]. However, this periodicity is also a vulnerability since it can be taken 

advantage of and allow for stealthy injection attacks [433] or to establish covert communication 

channels, as shown in [434], hence they have to be constantly monitored. Nonetheless, this 

predictability has been used against attackers in the context of a water distribution system by 

developing a honeypot [435]. It simulates physical processes, and is able to detect attacks that aim 

to modify the system’s behaviour. Moreover, a machine learning based IDS capable of detecting 

these types of attacks has been proposed in [436]. However, the gradual decay of the IIoT's physical 

processes, also called aging, is a natural component of the IIoT's life cycle, which has not received 

sufficient attention from the scientific community [437]. The work presented in [438] proposes a 

self-adapting IDS that detects anomalies in Cyber Physical Systems (CPS) where raw materials, 

machines, and operations are interconnected to form a sophisticated network. Their solution 
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requires the continuous collection of logs of all connected devices to a central control system, which 

is acceptable in environments with reasonably powerful machines and lightweight nodes.  

Furthermore, in the scientific community there is an interest in Machine Learning (ML) techniques 

for anomaly detection in IIoT. In [439] and [440] there are performance comparisons of various ML 

algorithms. In [441] and [442] the authors propose a deep neural network approach for ransomware 

detection and in [443], the authors employ machine learning to detect time synchronisation attacks. 

In [444] they propose a hybrid IDS based on the ISA95 standard that is trying to avoid a potentially 

high rate of false-positives. Then, using a neural network for anomaly detection, they can filter out 

false positives and categorise anomalies based on being malicious or just manifestations of 

dysfunctionality.  

Subsequently, machine learning-based networks can be vulnerable as analysed in [445]  [446] it is 

shown that one can reliably create adversarial samples that defeat deep learning-based systems.  

Robustness against adversarial samples is something that needs to be taken into account when using 

machine learning for security monitoring. In [447] they can even bypass machine learning systems 

and two methods are presented for increasing resilience through the retraining of the networks. In 

[429], they identify the requirement for IIoT monitoring services to handle a large amount of 

heterogeneous data sources. This includes data to and from sensors, actuators, in addition to other 

forms of network traffic. They proposed a threat intelligence technique that is designed based on 

Markov models that uses a central processing system with parts running both in the Cloud as well as 

Fog. The data collection itself happens through middleware, thereby minimising the overhead on 

resource-constrained devices. Finally, modern hardware platforms such as FPGA, GPU, many-core 

processors and ASIC can be used for hardware-based intrusion detection techniques [448]. 

5.3.2. Intrusion Prevention Systems 

Intrusion prevention systems control the access to a network and protect it from abuse and attack. 

Like the IDSs, the IPSs are designed to monitor intrusion data with signature, anomaly, or hybrid 

detection methods but unlike the IDSs, they take the necessary action to prevent an attack from 

developing. Threat response is a requirement identified by many works in this area [449], [438], 

[450]. In most current IoT applications, the system configurations are set once and are rarely 

changed. Such systems are considered as ‘sitting ducks’ for the attackers, as they have the required 

time to examine them, analyse their weak points, and exploit their vulnerabilities. Another weak 

point for many systems is that their response is usually in the form of notifying security personnel 

and mitigating the threat by stopping the service. Therefore, next generation IIoT networks must 

have the intelligence to protect themselves proactively and respond to ongoing attacks 

automatically.  For instance, Moving Target Defence (MTD) mechanisms form a novel offensive 

defence strategy that promotes this vision [451] [452]the authors use the flexibility provided by 

Software Defined Networks (SDNs) to let the network operate in multiple modes, increasingly 

trading quality of service for security and in [453] they combine MTD and SDN-based honeypots to 

defend against DDoS attacks to lure attackers and malwares and change the attack surface. Possible 

drawbacks of this defence mechanism, such as the cost of movement between different modes of 

operation, have been identified [454] and several techniques have been proposed to address them 

by using dynamic schedulers to perform movement only when necessary or reduce the cost of the 

moving process [455], [456]. The DDoS mitigation approach proposed in [450] where local virtual 

network functions, Fog, and Cloud work together to respond to DDoS attacks is similar to the fog-

based IDSs that have been analysed above. Another use of Fog nodes as a security monitoring tool 

could be the deployment of an anti-malware for IoT devices that is supported by the Fog 

infrastructure [457]. In [458] and [459], they propose an anti-malware software for IoT and they 
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discuss how the use of Fog computing helps to solve some of the challenges intrinsic in the 

deployment. Finally, using modern hardware platforms is an efficient way to accelerate IPSs.  For 

example, a potential solution for accelerating intrusion detection and prevention operations is FPGA-

based computing on the edge [460]. 
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6. BENCHMARKING OF BEST PRACTICES 

Benchmarking refers to the continuous process of comparing one’s business processes and 

performance metrics to industry bests and/or best practices from other industries. The dimensions 

typically measured are related to quality, time and cost, while improvements from learning 

transform existing practices to be better, faster and cheaper. Given the nature of the EnerMan 

project, comparison of similar and identical functions across different sectors, namely appliances 

and industrial components manufacturing industry (automotive manufacturing represented by CRF 

and AVL and semiconductor industry represented by IFAG), food industry (represented by YIOTIS) 

and metal manufacturing and processing industry (aluminium industry represented by ASAS, 

titanium manufacturing for medical devices industry, represented by DPS, iron and steel 

manufacturing industry, represented by STN and additive manufacturing for processing metal 

component, represented by PE) a functional benchmarking approach is considered to be more 

appropriate. Functional benchmarking is the practice of comparing results across diverse industries 

and processes using commonalities in functional capabilities. In doing so, and in reference to the 

approach followed by EnerMan, three key areas of energy management will be explored: Energy 

Consumption, Energy Sustainability for Industrial Manufacturing Processes and Energy Footprint.  

Prior to addressing each key area from the EnerMan partners’ point-of-view (Section 6.2) allowing 

an insight of where and how performance gaps related to energy management have been addressed 

and current practices conducted within the organisations participating, a review of existing energy 

management solutions (see Section 6.1) is presented to understand the current standard of energy 

management solutions and an objective understanding of where the current state of EnerMan is, to 

set baselines and goals for improvement. 

6.1. Review of Existing Energy Management Solutions 

In the framework of the preliminary analysis towards full commercial exploitation of EnerMan, upon 

the proposal submission a preliminary analysis of existing tools has been made available in the DoA. 

Based on the research carried out towards this direction, a preliminary analysis of the competitors of 

the EnerMan’s solution, are hereby briefly presented: 
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Figure 22: Preliminary SWOT analysis as described in DoA 

The solution provided by Integrated Technologies Australia (ITA7) involves 3 steps: (i) Analysis and 

Audit (analysing energy patterns and identifying areas to improve efficiency; (ii) Implementing tailor-

made solutions; and (iii) Monitoring and Improving (based on changing energy usage patterns). 

However, this solution is not in line with EU-based standards and regulations, does not provide 

environmental footprint mechanisms and does not include the deployment of a full simulation 

environment (e.g., digital twin) of the manufacturing system.  

Advantech8 delivers a Factory Energy Management System (EMS). Through IoT technology, the 

Factory EMS system provides the optimisation of energy supply and consumption to reduce CO2 

emission and factory operation costs. The specific solution includes: (i) Energy consumption 

visualisation system (air conditioning, lighting, power consumption); (ii) Air compressor equipment 

and Heat recovery ventilation system; and (iii) Renewable energy and natural gas energy monitoring 

system. This solution, compared to the vision set by EnerMan, does not include any ‘intelligence’ in 

terms of proposing specific activities and applying predictive analytics to improve energy efficiency; 

it is mainly used as a monitoring tool. 

In the specific field of Digital Twins, a handful of solutions is already available in the market: General 

Electric9 has developed such systems for power plants; SIEMENS10 and BOSCH11 see that as a 

baseline for Industry 4.0; IBM12 and ORACLE13 have already started deploying such solutions for any 

IoT-based environment. However, none of these approaches have a special focus on energy 

                                                             
7 https://integratedtechnologiesaustralia.com.au/energy-management/our-markets/energy-management-for-industrial-
plants-and-factories 
8 https://www.advantech.com/industrial-automation/industry4.0/fems#my_cen 
9 https://www.ge.com/digital/applications/digital-twin 
10 https://new.siemens.com/global/en/company/stories/industry/the-digital-twin.html 
11 https://blog.bosch-si.com/developer/how-digital-twins-boost-development-in-the-iot/ 
12 https://www.ibm.com/topics/what-is-a-digital-twin 
13 https://docs.oracle.com/en/cloud/paas/iot-cloud/iotgs/oracle-iot-digital-twin-implementation.html 

https://integratedtechnologiesaustralia.com.au/energy-management/our-markets/energy-management-for-industrial-plants-and-factories
https://integratedtechnologiesaustralia.com.au/energy-management/our-markets/energy-management-for-industrial-plants-and-factories
https://www.advantech.com/industrial-automation/industry4.0/fems%23my_cen
https://www.ge.com/digital/applications/digital-twin
https://new.siemens.com/global/en/company/stories/industry/the-digital-twin.html
https://blog.bosch-si.com/developer/how-digital-twins-boost-development-in-the-iot/
https://www.ibm.com/topics/what-is-a-digital-twin
https://docs.oracle.com/en/cloud/paas/iot-cloud/iotgs/oracle-iot-digital-twin-implementation.html
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management of manufacturing environments. EnerMan aims to provide a thorough solution that 

will comprise efficient energy management mechanism; minimisation of the environmental footprint 

and AI-based predictive analytics to facilitate an accurate decision support system; and the 

deployment of accurate digital twin-enabled environments that will enable the realisation of its 

services. 

As EnerMan partners possess great expertise in their respective areas and conduct state-of- the-art 

research, it is considered beneficial to benchmark all latest developments in the specific areas that 

EnerMan will address, namely Energy Consumption, Energy Sustainability for Industrial 

Manufacturing Processes and Energy Footprint. Recording of existing current practices will allow a 

better view of the required needs for adaptation within the EnerMan framework and the different 

aspects of its solutions (in terms of different models, processes and criticalities). 

 

6.2. Technological Areas of Interest in EnerMan 

6.2.1. Energy Consumption Aspects 

Energy management activities in general are gentler to the environment than large-scale energy 

production, and they certainly lead to less consumption of scarce and valuable resources. Time and 

energy management mechanisms have shown that they can substantially reduce energy costs and 

energy consumption.  

It is critical from the energy management coordination aspects point-of-view and this includes the 

EnerMan project as well, to have a view of the “pulse of energy consumption”. This is best achieved 

through an effective and efficient system of energy reporting. The objective of an energy reporting 

system is to measure energy consumption and compare it either to company goals or to some 

standard of energy consumption. Ideally, this should be done for each operation or production cost 

centre in the plant, but most facilities simply do not have the required metering devices. Many 

plants only meter energy consumption at one place—where the various sources enter the plant. 

Most plants are attempting to remedy this, however, by installing additional metering devices when 

the opportunity arises (steam system shutdowns, vacation downtime or others). Systems that should 

be metered include for example steam, compressed air, and chilled and hot water. As always, the 

reporting scheme needs to be reviewed periodically to ensure that only necessary material is being 

generated, that all needed data is available, and that the system is efficient and effective.  

Some of the operational efficiency aspects examined should include existence of energy audits, 

availability of energy consumption data, use of automated energy anomaly detection features, 

temperature or other metric-dependent loads, site performance and existence of energy 

consumption information. As part of the benchmarking procedure to be followed within the 

EnerMan project, each pilot site has offered details related to their use of current practices as 

far as energy consumption is concerned. 

 CRF Case 

CRF is the research and development entity of region Europe, Middle East, and Africa ex Fiat Chrysler 

Automobiles (EMEA EX FCA). This company is a large industrial manufacturer based on vehicle 

production worldwide. The plants of this industry present all the various departments for the 

production of the entire vehicle: press shop, bodyshop, paintshop, general assembly, powertrain etc. 

and this type of production is very energy-intensive. CRF mainly deals with innovation studies for 

energy management and reduction of the plants located in Italy. 
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Below are some current practices used within the EMEA EX FCA plants related to energy 

consumption: 

1. Monitoring of energy vectors relating to the main lines of the plant (e.g. monitoring for each 

department or some main process sub-line, no monitoring of the vectors on the individual process 

users) by means of fixed meters and data acquisition and aggregation systems (database type) for 

reporting and analysis of consumption by the energy manager to monitor the functioning of the 

processes and identify criticalities or possibilities of intervention, but without specific data 

processing or controls through forms of intelligent algorithms for the automatic identification of 

criticalities 

2. Monitoring of a centralised system in the control room of the main set-point parameters of 

the process utilities (e.g., process tank temperatures, temperature and humidity of the booths, 

temperatures of the furnace exchangers) on the basis of which the energy supply from the thermo-

refrigeration plant is regulated, mainly through the automatic opening or closing of control valves 

for the thermo-refrigeration fluid. 

3. Regulation of the HVAC (Heating Ventilation Air Conditioning) system for the work areas in 

the building based on the manual or scheduled ON/OFF switching on of the terminals, with a fixed 

supply as in the case of unit heaters or through variable regulation with thermostats according to 

the indoor temperature value as in the case of AHU (Air Handling Units). 

4. Implementation of the BEM (Building Energy Management) methodology on the region 

EMEA EX FCA plants for the study and objective and numerical evaluation of the effectiveness of 

energy efficiency measures related to building consumption through the use of digital twining 

models for energy analysis. 

 

 IFAG Case 

In order to ensure efficient resources management, Infineon (IFAG) established a global 

management system, IMPRES (Infineon Integrated Management Program for Environment, Energy, 

Safety, and Health), which integrates targets and processes relating to ecological sustainability 

(including energy management) as well as occupational safety and health protection. IMPRES has 

been certified in accordance with ISO 14001 and OHSAS 18001 [461] standards worldwide. 

Additionally, it has been certified in accordance with ISO 50001 energy management standard at the 

main European manufacturing sites as well as the Campeon corporate headquarters. 

In the calendar year 2020, IFAG is in the certification process of ISO 50001:2018 and ISO 45001:2018 

standards. These standards supersede ISO 50001:2011 and OHSAS 18001. This will enable IFAG to 

ensure that it achieves seamless transition and the continuing development of their management 

system. Changes in legal requirements and potential improvements in performance are continuously 

evaluated as a part of their integrated management system.  

The semiconductor industry is one of the most energy intensive industry. Electricity consumption at 

IFAG accounts for 49% of the annual carbon footprint according to Infineon sustainability report in 

the fiscal year 2020 as shown in the pie chart below. 
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Figure 23: Overall carbon footprint IFAG FY 2020 

At IFAG, energy is used mainly in the form of electricity. Primary energy sources such as oil and gas 

play only a minor part. Within the manufacturing sites, the frontend sites (which is the first 

manufacturing step) consume most of the energy, since the physical conditions for production are 

particularly demanding there due to the cleanroom conditions. In comparison, the backend sites 

(the second manufacturing stage) have lower energy consumption due to the nature of their 

processes. In 2020 fiscal year, IFAG consumed around 1,875 gigawatt hours of energy worldwide.  

 

 

Figure 24: Energy consumption at Infineon, rounded in gigawatts 

IFAG is endeavouring to minimise its energy consumption. For years, it has maintained special 

energy teams at its sites who are responsible for the optimisation and continuous evaluation of 

energy efficiency 

 DPS Case 

Depuy Synthes is a franchise of orthopaedic and neurosurgery companies that is a part of the 

Johnson and Johnson organisation. Depuy Synthes Cork Ireland where the use case will be hosted 

focuses on the manufacturing of medical device implants primarily knees and hips. The 

manufacturing process of primarily metal implants is an energy intensive process and Depuy have 

ambitious targets to reduce this energy consumption over the next five year. 
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Depuy operates to ISO50001 standards and has a yearly external audit carried out by certification 

Europe. Certification to ISO15001 is a campus wide certification which encompasses all Johnson and 

Johnson make sites on the island of Ireland. Internal audits are carried out in a rough 3-year cycle. 

These audits typically centre around identifying the significant energy users within the plant, and 

creating a list of these SEUS, over the next period of time the majority of efficiency efforts centre 

around the identified SEUS until the next internal audit.   

Energy consumption data is monitored at roughly 400 points across the site. The site uses a mixture 

of wireless (Episensor) meters and wired meters to gather energy data. All data is fed back into OSI 

PI which acts as the onsite historian. CIM a peak platform is used to visualise the data. The 

granularity of the metering is not entirely at the machine level but in some cases monitors machine 

groupings (groups of CNC machines for example)  

Anomaly detection is carried out on the significant energy users within the overall site, this detection 

is basically around the use of thresholds that are set based on historical usage. If a threshold is 

passed the asset in questions gets added to a non-conformance list and an investigation is launched 

to understand why this occurred and remediation is implemented if required.  

Along with the energy data site wide BMS data is also fed into CIM this data is visualised alongside 

the energy data.   

Energy consumption information is available in the site historian (OSI PI) and available for analysis 

this information at a high level breaks down information across the two main buildings in Depuy 

(known as Building 1 and Building 2) and further breaks down information across significant energy 

users and energy generators. The information also contains the mix of energy consumed (gas / 

electricity / generated onsite among others), but data can be displayed and reported on in a flexible 

way. 

 ASAS Case 

ASAS consists of four separate plants. Electricity and natural gas consumptions are monitored with 

three separate energy monitoring systems of Supervisory control and data acquisition (SCADA) 

nature. Notifications are made with monthly reporting. Unit energy consumption values are 

calculated according to the production data. Deviations are shared with the relevant departments 

and the cause of this deviations are investigated and resolved. After that, the unit consumption 

target is given to the relevant departments. 

The demo site “Trigeneration Facility” of ASAS is an energy production facility. The energy 

consumption of trigeneration facility is recorded and monitored with energy analyser. 

Natural gas (input) is used to produce electricity (output) in this facility. The consumption of natural 

gas is recorded from the monthly consumption bills supplied by government.  Electricity, low 

temperature water, high temperature water, cold water over ABS chiller measurements are 

obtained as output parameters. Water output measurements are monitored from counters, and 

energy output is monitored from analyser. Cold water production track is done by analysing the 

difference values of chillers energy consumption when ABS chiller is activated. 

 AVL Case 

AVL is the world's largest independent company for the development, simulation and testing of 

powertrain systems (hybrid, combustion engine, transmission, electric drive, batteries, fuel cell and 
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control technology) for passenger cars, commercial vehicles, construction, large engines and their 

integration into the vehicle. 

The company has decades of experience in the development and optimization of powertrain 

systems for all industries. As a global technology leader, AVL provides complete and integrated 

development environments, measurement and test systems as well as state-of-the-art simulation 

methods.  

As a pioneer in the field of innovative solutions, such as diverse electrification strategies for 

powertrains, AVL is increasingly taking on new tasks in the field of autonomous driving (connectivity, 

ADAS, CCAD, etc.) especially on the basis of subjective human sensations (driveability, performance 

attributes, etc.). In the competition of technologies – internal combustion engine, battery/electric 

drive and fuel cell systems – and their combinations, AVL is working intensively and with the same 

priorities. 

The energy consumption is recorded and monitored continuously. Depending on the sector, the 

consumption is evaluated via consumption measurement, but also via calculation of operating hours 

and actual performance. An external energy audit is performed on a regular basis, in accordance 

with Energieeffizienzgesetz (EEffG14) and EN16247. The consumption is recorded on company level, 

for buildings (offices, workshops, storehouses, assembly and test preparation, vehicle chassis dynos, 

acoustic competence centre, engine test beds, battery test beds, laboratories – mechanical, 

chemical and others) and down to single test beds and special equipment. The energy consumption 

is split up into energy carriers (electricity, gas, gasoline, diesel and heating oil fuels, and district 

heating) and sectors (buildings, processes, transport). 

 PE Case 

PRIMA ELECTRO is part of the PRIMA INDUSTRIE S.p.A Group; mission of the team is developing and 

producing electronics and high-power lasers (with the Convergent brand) to PRIMA INDUSTRIE 

Group and to external markets. Convergent Division is strongly vertically integrated from the fiber 

laser to the optical components: this is including internal production of high-power diode lasers, 

which technology is based on a new diode fab located in Torino. The process of making the laser 

diode for the production of high-efficiency lasers is the key technology being analyzed and 

developed within the EnerMan project. 

Laser cutting machines and related laser sources have been designed to reduce consumption and 

emissions:  

the fiber lasers of the CF series by Convergent Photonics are designed to deliver the best 

performance reducing the time dedicated for the material processing 

PE laser sources allow for less electrical consumption thanks to their high wall-plug efficiency: 

improved quantum conversion efficiency in the fiber cavity laser thanks to the optimised pumping 

wavelength, and high wall plug efficiency (state-of-the-art 60% of efficiency) of pump laser diodes 

are the key enabling factors.  

Every single detail of the laser and sheet metal processing systems in PE is designed with the aim to 

increase productivity and improve dematerialisation. On top of that, the3D fiber laser machine is 

widely used for the production of low-emission and efficient vehicles. 

                                                             
14 http://www.res-legal.eu/search-by-country/austria/sources/t/source/src/eeffg/ 

http://www.res-legal.eu/search-by-country/austria/sources/t/source/src/eeffg/
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 STN Case 

STN is an integrated steel production company consisting of a complex of individual production units 

producing steel (referred to as plants) in different forms, shapes and conditions. Following the 

steelmaking process the department units are the following: 

 Scrap Yard. The department is responsible for the reception and preparation of steel scrap. 

 Meltshop Plant. where steel scrap is melted and secondary metallurgy is performed. Final 

product is long steel semi-finished products in the form of Billets or Blooms and flat steel 

semi-finished products of in the form of Slabs.  

 Rolling Mill Plant. Uses the billets or Blooms of Meltshop and produces round long finished 

products. 

 Plate Mill Plant. Uses the Slabs from Meltshop and produces flat finished products. 

 Secondary treatment finished products lines (Peeling lines and Thermal Treatment lines). 

Uses round long products from Rolling Mill and produces peeled bars or QT bars. 

 Warehouses and other facilities. 

Two lines at 220kV and two lines at 110kV power the STN plant. The 220kV feed is transformed to 

35kV for the Meltshop while the 110kV feed is transformed into lower voltage for the rest of the 

production units. Peak hourly power for the plant is 140-145MW while when the main production 

units are not in operation this power drops to 15-20MW. STN has an in house developed energy 

monitoring system. Among the production units, the Meltshop is the biggest electricity consumer 

which is about 75% of the total energy consumed for the plant; for this reason, it is the focus of the 

EnerMan project.  

The Meltshop plant consists of smaller units that work in batch mode but are linked together making 

the process in continuous steps. The first step is Steelmaking that is made in two Electric Arc 

Furnaces (EAF); EAF 1 is equipped with a 120MVA transformer, which consumes the 42% of the 

electrical energy of Meltshop, and EAF 3 is equipped with a 72MVA transformer which consumes the 

32% of the electrical energy of Meltshop. Second step is Secondary Metallurgy, which is performed 

in Lade Furnaces (LF); LF 1 and LF 2 both equipped with 17MVA transformer which consume the 8% 

of the electrical energy of Meltshop each. Third and final step is the Casting with two Continuous 

Casting Machines one for Slabs (SCCM) and one for Blooms&Billets (BCCM). Meltshop also has 

auxiliary units in order to operate such as air pressure stations; water pump stations; air filtration 

units (Fume Treatment Plants) and heavy cranes. All these equipment consume of about 10% of 

total electrical energy of Meltshop. Meltshop is equipped with an industrial network of PLCs and a 

Level 2 automation (Danieli automation) which records from meters and sensors all production 

parameters across the plant in real time. In these parameters, energy consumption from EAFs and 

LFs are included but not the CCMs and auxiliary units. All the data are stored in database and can be 

evaluated with several given tools or extracted for further process. Through this industrial network, 

STN has daily automatic reporting of energy consumption per hour and per ton product or raw 

material consumed. Each month there is an energy reporting which includes all the energy aspects 

of the departments including the ones not monitored on a daily basis.  

Moreover, STN has a department dedicated for the energy; electrical and natural gas. Usually, all the 

electric power demand is bought from the IBEX (Independent Bulgarian Energy Exchange) but it is 

possible to purchase electrical energy through the free market with European traders. The forecast 

of the energy demand of the plant for the next day is bought through the Day Ahead Market (DAM) 

and corrections (buy or sell) are made hourly in the Intraday Market. STN also creates a yearly CO2 
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emission report in accordance to EU Emissions Trading System (EU ETS). The report is responsibility 

of the Environment Department. 

 YIOTIS case 

Within the operation of its Technical Department the company is monitoring on a monthly basis the 

consumption of energy (electrical and natural gas) and takes a number of corrective actions after 

taking into account relevant operating hours and actual performance per Production Line. In 

addition, the company has recently established in both its plants a number of systems for Online 

Power Monitoring for a number of crucial Production Lines.  

The company’s Investment Plans also include the implementation of novel systems towards reducing 

energy consumption such as Application of Led Technology, Optimisation of Steam Generating 

Systems, Use of Energy Recovery Systems in Air Conditioning.  

In the area of Dairy Manufacturing, where Energy consumption if extremely critical the company 

applies a centralised system for controlling the main set-point parameters of the production process 

towards optimising energy usage. In this new Dairy Plant, the regulation of the HVAC system for the 

High Hygienic Areas is done through variable regulation with thermostats according to the ambient 

temperature value. 

6.2.2. Energy Sustainability for Industrial Manufacturing Processes 

Smart Manufacturing offers new production advantages that come from the flexibility and 

productivity alignment offered by digital technology enablers. Smart manufacturing principles 

concentrate on embracing the data revolution, using technology to increase sustainable practices 

and upgrading the potential for people-driven processes through smart manufacturing strategies. 

Smart manufacturing ultimately leads to sustainable manufacturing. This concept refers to all 

industrial activities from the factory (plant) to the customer including all in-between steps (i.e., 

resources and services that are connected to the manufacturing chain). Since the manufacturing 

stage is a part of the supply chain for any product, which consumes more energy and resources, 

implementation of the “design of manufacturing” approach is an important key to achieve 

sustainability goals. Furthermore, when taking the full perspective of sustainability in consideration, 

sustainable manufacturing can be an essential strategy to promote better financial performance and 

satisfy social and environmental objectives and regulations. Prospective gains in production volumes 

and performance, while reducing overhead, operating and capital costs, are important drivers for 

manufacturers to invest in a smart manufacturing approach. Therefore, in examining energy 

sustainability in industrial manufacturing processes for the EnerMan partners, aspects considered 

for benchmarking include existence of data collection mechanisms, participation in energy efficiency 

networks and sustainability reporting features have to be present. In more detail: 

 CRF Case 

The region EMEA EX FCA has a worldwide sustainability policy for its different plants. The objectives 

of this policy are: (a) to improve monitoring of consumption to identify in more detail the energy 

losses, (b) increase the use of renewable source to improve our level of energy autonomy and (c) 

reduce energy consumption and CO2 emission generate. An indicative list of KPIs measured for 

energy sustainability and KPAs are written hereinafter:  
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Table 14: Indicative KPis and KPAs of CRF sustainability policy 

Key Performance Indicators Total energy consumption [GJ/car; GJ/hour of production]  

Electrical Energy [GJ/car; GJ/hour of production]  

Natural Gas [GJ/car; GJ/hour of production]  

Compressed Air [GJ/car; GJ/hour of production]  

Steam [GJ/car; GJ/hour of production]  

Environmental Heating [GJ/car; GJ/HDD]  

Technological Heating [GJ/car; GJ/TDD]  

Tech. Cooling [GJ/car; GJ/hour of production]  

Total CO2 emission [CO2 ton/car] 

Key Performance Areas Number of Energy Projects  

Number of Best Practices  

Number of MP Info 

 

Moreover, in EMEA EX FCA plants exists an implementation and activation phase of a smart energy 

management system for the real-time monitoring of energy consumption for some process utilities; 

the system allows the real-time identification of any peaks or drifts of energy with timesteps of 1 

minute, processing data acquired from many sensors in the field through calculation algorithms 

managed by a central server. The system allows to signal the deviation from a calculated reference 

consumption value through an alarming and notification system. However, the system is based on 

standard and non-predictive algorithms (therefore no ML or AI techniques are implemented) and is 

not able to perform automatic feedback actions to correct the problem. When the system reports an 

anomaly, it is the technician's job to identify the cause and take action to resolve the problem. 

 DPS Case 

Currently Depuy participates in an internal J&J initiative called Campus Ireland which incorporates all 

make sites in Ireland with a focus on energy sustainability. Campus Ireland operates as a single unit 

with ISO50001 certification. Depuy also takes part in the Large Industry Energy Network which is 

overseen by the Sustainable Energy Authority Ireland (SEAI). Energy targets are set over a five-year 

period and verified annually. There is an ultimate target to be carbon neutral across campus Ireland 

by 2025. Taking part in EU projects such as EnerMan as well national run initiatives are seen as one 

strand in moving towards energy sustainability. Other efforts include installation of renewables as 

well as creating new practices around manufacturing and the energy cost per part. 

 ASAS Case 

A lot of efficiency projects are carried out by participating in the efficiency-enhancing projects 

program implemented with government support. It is aimed to reach the new target consumption 

by revising the target consumption values reported to the departments with the energy savings 

achieved. Energy committee meetings are arranged at least once a month with all departments and 

studies and newly identified potential projects are discussed. In addition, all processes are carried 

out according to the ISO50001 Energy Management System. 
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 PE Case 

Wide introduction of industry 4.0 standards increases PE machine up-time and reducing service 

travels and emissions. Remote software solutions contribute to a reduction of in-field interventions 

and, consequently, of the emissions due to service staff travels. They also allow for a highly efficient 

digital management of the production, with effective systems reconfiguration according to the 

production needs. Data collection on the production systems allows defects early detection and 

efficient reuse, recycling or reworks on defective products. 

 AVL Case 

As an internationally competitive company, AVL sees it as its duty to contribute to help solving 

social, cultural and environmental issues - especially regarding environmental protection, 

sustainability and global emissions. AVL is official sponsor of the TRIGOS-Award (Austria's award for 

responsible business) as well as an active member of respACT, the leading corporate platform for 

Corporate Social Responsibility (CSR) and sustainable development in Austria – whose main purpose 

is to mobilise important players in order to make Austria a pioneer of future-proof and responsible 

business. A CSR Report is also published annually (e.g., the 2020 version15). 

Furthermore, AVL is taking part in the Circle17 program which aims to mobilise a local movement of 

young leaders in sustainable transformation, to turn the global Sustainable Development Goals 

(SDGs) into Austrian’s business priorities – leading change on all aspects of corporate and societal 

sustainability. The four pillars of AVL corporate sustainability commitment are (a) Environment and 

Product Sustainability, (b) Community and Culture, © Employee Empowerment, and (d) Supply 

Chain and Business Ethics 

 STN Case 

As far as STN is concerned, a Smart Manufacturing Data Collection Mechanism is not currently in 

place. 

 YIOTIS case 

YIOTIS has participated in a number of projects targeting at the Reduction of Carbon Food Print as 

well as at Energy Optimisation in a number of its production lines, such as Baby Foods. Based on the 

data acquired over the past years YIOTIS has been able to identify the required improvement actions 

as well as to select appropriate production technology to be applied per case. Within this context 

YIOTIS has been able to underline its social responsibility through specific Environmental Key 

Indeces. In addition, as member of SEVT (Federation of Hellenic Food Industries) and SEV (Hellenic 

Federation of Enterprises) YIOTIS has participated in a number of Environmental Committees and 

Working Groups towards structuring Environmental and Energy Policies while developing and 

applying innovative tools. 

As the company has established appropriate monitoring and control mechanisms towards energy 

consumption reduction a Complete Data Collection System that will provide relevant reports and 

suggested corrective actions would be extremely beneficial. 

 

                                                             
15 https://www.avl.com/registration-cta?articleId=35116410&groupId=10138 

https://www.avl.com/registration-cta?articleId=35116410&groupId=10138
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6.2.3. Energy Footprint  

One cause of global warming of the earth’s atmosphere is the emission of human made gases 

(methane, CO2, nitrous oxygen, etc.) into the environment. In order to control the emissions in all 

major countries (USA, Europe, China, and Japan) of the world, tough emissions targets are being set 

to reduce the contribution of CO2. These are derived from the global climate conference target to 

limit the maximum temperature increase of the earth by two degrees Celsius until 2100 [462]. The 

increasing concern about global climate change and carbon emissions as a causal factor has led 

many companies and organisations which are pursuing “carbon footprint” projects to estimate their 

own contributions to global climate change. A fourth assessment report by the Intergovernmental 

Panel on Climate Change16, and increasing requirements from retailers and shareholders, firms 

around the world are also now considering the extent of their carbon footprint, and the means to 

reduce these emissions17. Semiconductors are needed in all stages of energy conversion like 

generation, transmission and usage. More efficient semiconductors make a major contribution 

towards reducing CO2 emissions in accordance with the world's growing energy needs.  

Early-stage decision-making critically influences the overall cost and environmental performance at 

the manufacturing stage itself. However, the current approaches often fail to consider the multi-

perspectives of structural design, such as safety, environmental issues and cost in a comprehensive 

way. Ontology based study presents a holistic approach based on knowledge processing (ontology) 

to facilitate a smarter decision-making process for early design stage by informing designers of the 

environmental impact and cost along with safety considerations. The approach can give a reasoning 

based quantitative understanding of how the design can affect the ultimate overall performance.  

Utility validation Aspects (e.g., adoption of Environmental legislation, Continuous Monitoring of 

peak load, software features to streamline utility-related processes, identification of billing and 

metering errors)] 

 CRF Case 

The region EMEA EX FCA plants through its General Services entity are equipped with Energy 

Management System and subject to ISO 50001 Audit and WCM (World Class Manufacturing) Audit. 

According to ISO 50001, the plants are equipped with a permanent monitoring system of the main 

energy vectors of the plant for the supply lines of the various departments of the plant, with the aim 

of drawing up reports and evaluating the aggregates of consumption for accounting and 

identification of problems of operation of the process and plants. 

In accordance with the WCM methodology, each plant manages its own Energy Footprint based on a 

seven-step approach: 

 Step 1 – Selection of Model Area 

 Step 2 - Investigation 

 Step 3 – Measurement & Auditing 

 Step 4 - Analysis 

 Step 5 – Energy CD & Countermeasures 

 Step 6 – Benchmarking & Standardisation 

 Step 7 – Horizontal Expansion 

                                                             
16 https://www.ipcc.ch/site/assets/uploads/2018/03/ar4_wg2_full_report.pdf 
17 https://ec.europa.eu/environment/industry/retail/pdf/Issue%20Paper%206.pdf 

https://www.ipcc.ch/site/assets/uploads/2018/03/ar4_wg2_full_report.pdf
https://ec.europa.eu/environment/industry/retail/pdf/Issue%20Paper%206.pdf
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Moreover, each plant is constantly implementing measures to reduce or eliminate seven different 

types of energy losses:  

 Useless consumption  

 Overconsumption  

 Optimisation  

 Not using recoverable energy 

 Transmission Losses 

 Transformation Losses 

 More efficient/convenient/sustainable energy source 

Interventions concern process lines and machinery (modernisation and/or change of working 

points), the distribution plant and generation of energy vectors or the building; these actions are 

aimed at reducing consumption in order to achieve certain desired levels of energy efficiency 

according to certain KPIs, which must be verified by the certifying bodies in order to issue the 

conformity of the energy management system and the WCM score of the plant for which the 

Energy/Environment pillar contributes to the final overall score. 

Finally, through the intermediation of Manufacturing Engineering, the plants constantly provide 

model areas for studies and implementation of innovation projects conducted by research 

organisations such as CRF and universities. 

 DPS Case 

Depuy operates to ISO50001 and 14001 standards. As mentioned above load monitoring is carried 

out via an OSI PI network with a frontend visualisation and analysis platform (CIM) with targets to 

reduce the energy footprint given over a 5-year period.  

Over the last number of years Depuy has installed two 3MW wind turbines to offset the electrical 

energy usage from the grid and to power the site with a renewable element. There is also a 

combined heat power plant on site with plans to install a small solar array on site as well. There will 

be a bigger focus in coming years on gas usage of the plants and how to reduce and offset that 

consumption. 

 IFAG Case 

Research is ongoing in IFAG which is concerned with the development of a Semantic Web 

representation of supply chains deploying and manufacturing semiconductors. The so-called digital 

twin is a prototype for virtualising the electronic component supplier (ECS) value chain, aiming for a 

holistic digitalisation across the entire product life cycle. To estimate the carbon footprint estimation 

at IFAG, a CO2 balance ontology is being designed. The total CO2 ontology (also known as the CO2 

balance ontology) mainly consists of two ontologies.  

 Total CO2 burden ontology   

 Total CO2 savings ontology 

The total CO2 burden ontology is calculated with the help of four main contributions namely, the CO2 

burden of electricity, the CO2 burden of Raw materials, the CO2 burden of process materials and the 

CO2 burden of transportation. By adding the four individual CO2 burden contributions together we 

get the Total CO2 burden ontology. 
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To calculate the total CO2 savings a similar course of action is followed. The total CO2 savings 

ontology is calculated with the help of four main contributions namely, the CO2 savings of gasoline 

car, the CO2 savings of electric car, the CO2 savings of solar panel and the CO2 savings of wind 

turbine. By adding these four individual CO2 savings contributions, the Total CO2 savings ontology is 

calculated. 

Once the whole CO2 balance ontology is achieved, it becomes very easy to understand the rate of 

carbon emissions and to plan ways to control them. This way a very efficient methodology is used at 

Infineon technologies to estimate the overall carbon footprint. 

 ASAS Case 

In order to fulfil the legal obligation requested by the government for MRV (Monitoring, Reporting 

and Verification), working has been initiated with the consultancy firm and the report verification 

stage has been reached. 

In addition, with the decision of senior management, to provide the ISO14064 corporate carbon 

footprint standard and to get product-based EPD (Environmental Product Declaration) certification 

for each business on the factory, it was decided to provide and verify the ASI (Aluminum 

Stewardship Initiative) standard. 

 AVL Case 

To minimise its environmental footprint, AVL started several activities already some years ago. 

Indicative activities are hereinafter listed: 

 Change of contracts with electricity providers switching to renewable energy 

 Application of photovoltaics, including thermal storage. 

 Many of the test beds are equipped with recuperative electric dynos, by which electricity of 

~ 3.7GWh are fed back to the grid annually.  

 Estimation of energy savings potential, listing and ranking of measures in a realisation plan. 

The global warming potential of the energy consumption – again divided into energy carriers and 

sectors - is evaluated as well: 

 

Figure 25: Global warming potential [in tons CO2eq per year] per sector and energy carriers used 
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As a result of regular energy audits Sankey diagrams identify the main consumers of the energy 

sources fuels, electricity and heating. These three energy sources are monitored on a yearly basis. 

Additionally, related CO2 emissions are identified. Therefore, the evaluation serves as a basis for 

identifying energy efficiency improvements. 

STN Case 

Stomana Plant has created over the years a custom made (in house) system to acquire the energy 

consumption from 150 energy nodes (meters) across its facilities. The architecture of the system is 

SCADA like where several electricity meters are connected to a local PC and the local PCs are 

connected to a central (master) PC. This system is used to monitor the energy consumption; peak 

loads and divide electricity consumption from the bill in between the departments of Stomana plant. 

The latter is done for accurate appreciation of cost and conversion cost per department unit. 

  PE Case 

The adoption of strongly automated production processes, reducing lead time, reducing human -

involving manufacturing processes, allows an effective improvement of energy footprint in the 

production line. Production processes developing the desired technology steps are ranked according 

to the yield efficiency, and most promising process definitions are qualified as suitable to be 

transferred to the product line. The continuous monitoring of key systems parameters and process 

control charts enable a high yield process and rigorous programmed maintenance, contributing to an 

energy efficient production process. 

 YIOTIS case 

YIOTIS has performed Mapping of its emissions along its Supply Chain more on a Project Basis and 

focusing on specific Product Range/ Production Process per time. This activity has been carried out 

recently as a per case analysis and has provided data and actions that led to decreased Carbon Food 

Print figures in Baby Food Production. 

In addition, YIOTIS has participated in the Development of a Multi Criteria Analysis Tool within the 

context of a LIFE13 ENV/GR/000958 Program which was then applied by six food industries. The 

company has elaborated a Total Strategy for the reduction of CO2 in the food industry. 

 

6.3. Collection of Key Metrics for Benchmarking Lite Among EnerMan Partners. 

Seeing a need to improve performance within bringing to life the EnerMan vision, a strategic 

benchmarking type of action is considered to be of the most constructive nature within the project. 

Given the aforementioned analysis of existing practices followed within their related field, change 

and streamlining of processes with regard to the three identified areas (i.e., Energy Consumption, 

Sustainability and Footprint mechanisms) the following matrix of key metrics is constructed in an 

effort to homogenise the information presented in the previous section (6.2):  

Table 15: Current Practices Followed by YIOTIS, CRF, DPS and IFAG  

 YIOTIS CRF  DPS  IFAG  
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Consumption   Monthly Reports 
on Energy Usage 
per source 

 Central 
Monitoring of 
Temperature 
and Rh Figures 
per Area 

 Energy 
Consumption 
Ranking System  

 Reporting and 
Analysis Systems 

 Monitoring 
system  

 Regulation 
systems  

 Data acquisition 
and aggregation 
system  

 Reporting and 
Analysis systems  

 Building Energy 
Management 
Methodology  

 Operation under 
ISO50001 
standards  

 Yearly external 
audit  

 Monitoring 
system  

 Reporting, 
Visualisation and 
Analysis Systems  

 Example of 
IMPRES 
(Infineon 
Integrated 
Management 
system) 

Sustainability   New Heat and 
Cooling 
Recovery 
Systems 

 Studies and 
Implementation 
of Water Usage 
Reduction 

 Implementation 
of New 
Technologies 
(Led, Cooling) 

 Research in 
Energy 
Sustainability 
Projects  

 Implementation 
of sustainability 
policy  

 Participation in 
energy 
sustainability 
projects  

 Adoption of best 
practices  

 Participation in 
energy 
sustainability 
projects  

 Participation in 
Energy Networks  

 Installation of 
Renewables  

 Creation of new 
practices  

 

Footprint   Energy Footprint 
Study in the 
Baby Food 
Production (LIFE 
FOODPRINT, 
(LIFE13 
ENV/GR/000958
)) 

 Model and Tool 
Development 
within the 
Context of 
Research 
Programmes 

 Energy 
Management 
System   

 Subject of audits  

 Implementation 
of energy 
footprint 
approach  

 State-of-the-art 
adoption for 
intervention 
actions  

 Energy 
Management 
System  

 Renewable 
energy approach   

 Semantic Web 
Representation 
for carbon 
footprint 
calculation   

 

 

Table 16: Current Practices followed by AVL, PE, STN and ASAS 

 

 AVL  PE  STN  ASAS  
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Consumption   Recording and 

Monitoring 

System  

 Regular external 

audit  

 Recording and 

Reporting 

system  

 Use of state-of-

the-art low 

power 

consumption 

lasers 

 Process 

monitoring 

system 

 Compliance with 

regulations 

 In- house 

developed 

energy 

monitoring 

system  

 Regulatory 

adoption and 

reporting System  

 SCADA system  

 Recording, 

Reporting and 

Analysis system  

 Operation under 

ISO50001 

standards  

Sustainability   Participation in 

energy 

sustainability 

projects  

 Participation in 

Energy Networks  

 Adoption of 

corporate 

sustainability   

 Optimisation of 

production line 

 Recycle and 

rework strategy 

 Participation in 

efficiency-

enhancing 

projects 

  Participation in 

efficiency-

enhancing 

projects  

 Energy 

committee 

meetings  

Footprint   Renewable 

Energy Approach  

 Energy Efficiency 

Improvement 

Ranking System  

 Energy efficient 

production 

process 

 Reduced cycle 

time 

 Custom-made 

System 

Approach  

 Energy 

Consumption 

Ranking System  

 

 

In this point it should be highlighted that specific key metrics related to the practices followed by a 

number of EnerMan partners were not given respecting the terms of confidentiality imposed, due to 

the public nature of the deliverable. However, this is not restrictive in terms of sharing several 

important insights into how organisations can use energy-related information for energy 

management strategies at different levels of energy management strategy implementation. These 

insights are discussed below: 

Organisations in all levels of energy management strategy implementation give a significant focus 

extensively on improving energy efficiency (i.e., efficiency strategies) through the use of available 

information. They use this information for a range of options such as efficiency improvement 

decisions, performance evaluation, and participation in sustainability projects. Despite the 

differences in the intensity in the use of this information, focusing on energy efficiency, these 

organisations intend to obtain other sustainability benefits such as mitigating the environmental 

impacts, industrial energy usage, and carbon emissions. For example, adoption of comprehensive 

energy management practices such as ISO 50001 is pretty common among the EnerMan partners. 

However, due to the unavailability of systematic environmental or energy management systems and 

associated information management mechanisms, EnerMan organisations following reactive and 

preventive strategies do not exploit the full potential of energy efficiency strategies. For example, 
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the use of renewable energy sources is limited among EnerMan partners, and such environmental 

management initiatives should be extended and promoted among both internal stakeholders and 

external stakeholders.  

EnerMan organisations are found to actively pursue reactive and preventive strategies and have 

included this vital aspect in their use of existing information All EnerMan organisations follow a 

proactive strategy and attempt to obtain the support of employees, customers, and suppliers by 

providing energy information. However, even these organisations seem to lack a proper mechanism 

to integrate multi-tier suppliers into their energy management activities. Non consideration of AI- 

and ML-enabling technologies, with the exception of CRF and IFAG which are already pursuing such 

strategies, would deny these organisations opportunities to further achieve low energy and low-

carbon operations. 

It is the innovation delta offered by the future development of the EnerMan framework that aims to 

provide the push to all energy management activities of the partners and allow them the effective 

and meaningful use of energy management information, which plays a crucial role in monitoring, 

measuring, and evaluating progress towards the achievement of sustainability and energy 

management goals not only on a corporate level, but on a decision-making and multi-stakeholder 

level as well. 
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